Mixcnapoonuii HayKo8o-mexHIiUHUIL HCYPHAT
«BumiproeanbHa ma o64ucnitoeanbHa mexHika 8 mexHos102iYHUX npoyecax»
2026, Ne3 ISSN 2219-9365

https://doi.org/10.31891/2219-9365-2026-87-25

VK 004.49:004.056.5

[TETJISK Haranis

XMeIbHULBKHI HAllIOHAIBHUN YHIBEPCHTET
https://orcid.org/0000-0001-5971-4428
e-mail: npetlyak@lﬁlmnu.edu.ua
MOCTOBUMU Cepriit
XMeNbHULBKHI HAl[IOHAJIBHUH YHIBEPCUTET
https://orcid.org/0000-0002-9505-3206
e-mail: serhii.mostovyi@khmnu.edu.ua
3AT'PEBEJIBHUU Poctucnas
XMeNbHULBKHI HAl[lOHAIbHUH YHIBEPCHTET
https://orcid.org/0009-0001-0822-2156
rostislavzagrebelnij396@gmail.com

JIA3APEHKO Cepriit

Hauionansuuii yHiBepeuter « KHiBchbKHi aBialliiHUI IHCTUTYT»
https://orcid.org/0000-0003-3529-4806
e-mail: serhii.lazarenko@npp.kai.edu.ua

BUABJEHHA HIKIAJIUBOI'O IPOT'PAMHOI'O 3ABE3INEYEHHA TUITY
IPOTPAMM-BUMAT AUI B ONTEPAIIIITHIA CUCTEMI WINDOWS

Y crarti po3r/isiHyTO aKTyasibHy rpobeMy BUSB/IEHHS LKIA/MBOIO MporpamMHoro 3a6e3reqeHHs TUry rporpam-BuMaradqis.
Y KOHTEKCTi CTDIMKOIro 3p0CTaHHS CK/IaAHOCTI KIGEP3arpo3 1a noLMpeHHS fileless-atak, Tpaguuivini curHaTypHi METOAM AEAa YacTile
JAEMOHCTPYIOT HEAOCTATHIO €PEKTUBHICTb, 1O OOYMOBIIIOE MOTPEBY y BIIPOBAMKEHHI OifIbLl THYYKUX Ta [HTENIEKTYa/IbHUX CUCTEM
BUSIBJIEHHS. Y pOBOTI MPOBEAEHO KOMITIEKCHUI O/IS4 CYy4acHuX MiAX04IB [0 ACTEKTYBaHHS pPOrpaM-BuMaraqis, BK/IOHaI0YU
CUrHATYPHI, MOBERIHKOBI Ta ribpuAHI pilieHHs. Ha OCHOBI BUSIB/IEHMX NIEPEBAI | HELOJTIKIB ICHYIOYMX METOAIB, 3arpPOroHOBaHo ri6puaHy
MOAENL BUSIB/IEHHS MPOrPaM-BUMaradqis y CEpeoBuLYi onepauiviHoi cuctemu Windows, 14O NOEAHYE ANHAMIYHMI MOHITOPUHI 3
MaLLIMHHNUM HaBYaHHSIM. OCHOBOKW Knacuikauii € aHcambrib i3 ABox mogeneu: Random Forest 1a Support Vector Machine i3
pagianbHuM 6a3NCHUM S4POM 47151 BUSIBJIEHHS] HETUITOBUX BiAxwu/ieHb, MEXaHI3M 3BaXKeHOro ro/iocyBaHHs A03BOJISIE 3a6€3reqYnTH
baniaHc MK TOYHICTIO Ta YyT/MBICTIO CUCTEMU. Ha QOpMaribHOMY DIBHI MOBELAIHKE KOXHOIO IPOLECY OMUCYETLCS Y BUITISAI BEKTOPA
O3HaK. BekTopu HOpMasi3ytoTbcsa 40 IHTepBany [0,1] i nogaroTecs Ha BXif KIAcu@DIKaTopa, K OLIIHIOE VIMOBIDHICTb LUKIQIMBOCTI
npoyecy. Y pasi nepesuLLEHHS MOPOroBOro 3Ha4YE€HHS IHILIIOETLCS BII0KYBaHHS abo i30/15Li51 IOTEHLIIIHO HEGE3MEeYHOro poLeCy.

Kmo4oBi  ¢/10Ba:  KI6EPOE3IIeKa, porpamMmm-BUMaradi; LWKIA/MBE POrpamMHe 3a6€3reYeHHs, AUHaAMIYHU  aHarms;
10BEAIHKOBa MOAE/Ib; MALLIMHHE HaB4YaHHS; Windows; MOHITOPUHI rpoyecis; BUSBIEHHS aTak.
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DETECTION OF RANSOMWARE MALWARE IN THE WINDOWS OPERATING
SYSTEM

The rapid evolution of cyber threats has significantly increased the complexity and frequency of attacks against modern
information systems, posing serious challenges to the security of governmental, corporate, and private infrastructures. Among the
most destructive forms of malicious software, ransomware remains one of the most critical threats due to its ability to encrypt or
block access to data and demand ransom for recovery. The widespread adoption of advanced evasion techniques—such as
polymorphism, obfuscation, code injection, fileless execution, and the abuse of legitimate system processes—has considerably reduced
the effectiveness of traditional signature-based detection mechanisms. Furthermore, the emergence of the Ransomware-as-a-Service
(RaaS) model has accelerated the proliferation and accessibility of ransomware attacks, making them a persistent and large-scale
cybersecurity problem. This paper addresses the problem of ransomware detection in the Windows operating system environment by
proposing a hybrid detection model that integrates dynamic behavioral monitoring with machine learning techniques. The study begins
with a comprehensive analysis of existing ransomware detection approaches, including signature-based, behavioral, and hybrid
solutions. While signature-based methods offer high efficiency for known threats, they fail to detect novel or obfuscated malware
variants. Behavioral approaches, on the other hand, demonstrate greater adaptability by analyzing runtime activities such as file
system operations, system calls, memory usage, and network behavior, but they may suffer from increased false-positive rates. Hybrid
models that combine static and dynamic analysis are therefore considered the most promising direction for achieving an optimal
balance between detection accuracy and system performance. Based on this analysis, a hybrid ransomware detection framework is
proposed that combines Random Forest (RF) and Support Vector Machine (SVM) classifiers with a radial basis function kernel. The
model operates through continuous real-time monitoring of file system, system call, and network activities of running processes in
the Windows OS. For each process, a behavioral feature vector is constructed, incorporating characteristics such as file write and
rename frequency, entropy of modified files, read-to-write ratios, average time between events, and the number of unique outbound
1P connections. All feature vectors are normalized to the [0,1] range before classification. The RF classifier is employed to identify
typical ransomware behavior patterns based on ensemble decision trees, ensuring robustness and resistance to overfitting.
Simultaneously, the SVM model focuses on detecting anomalous deviations in a high-dimensional feature space. The final classification
decision is made using a weighted voting mechanism that balances the contributions of both models, allowing the system to maintain
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high sensitivity to malicious activity while reducing false alarms. If the computed probability of ransomware behavior exceeds a
predefined threshold, the system initiates mitigation actions such as process blocking, network isolation, and event logging. The
proposed architecture consists of five main components: a file system monitoring module, a system call analysis module, a network
monitoring module, a feature extraction module, and a hybrid classification module. This modular design enables efficient real-time
operation and scalability for deployment in both local and large-scale corporate environments. Unlike traditional static detection
systems, the proposed model can identify previously unknown ransomware variants, including zero-day and fileless attacks, by
detecting deviations from normal behavioral patterns during the early stages of execution. The results of the conceptual and
architectural analysis demonstrate that the proposed hybrid approach is well-suited for real-time ransomware detection in Windows
environments. It provides a high level of adaptability, computational efficiency, and detection accuracy while maintaining resilience
against modern evasion techniques. Future research directions include expanding the behavioral feature set, integrating real-time
network traffic analysis, incorporating automated model retraining mechanisms, and exploring the use of deep learning techniques to
further enhance detection capabilities.

Keywords: cybersecurity; ransomware, malware; dynamic analysis; behavioral model; machine learning; Windows; process
monitoring, attack detection.
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MOCTAHOBKA ITPOBJIEMMU Y 3AT'AJIbHOMY BUIJISA AL

TA ii 3B’S130K I3 BA’KJIMBUMH HAYKOBUMH YU IIPAKTUYHUMMU 3ABIAHHSIMH

VY cydacHoMy 1udpoBoMy cepemoBHIl Kibep3arpo3u HaOynu Oe3NpeleeHTHOro PiBHS CKIIAJHOCTI Ta
NOIIUPEHOCTI, MI0 CTAHOBUTH BHUKIHMK JUIs iH(GOpMaIiiiHOi Oe3MeKku Jep)KaBHUX, KOPIOPATUBHHUX Ta MPUBATHUX
cTpyktyp. OmHi€to 3 HalWOIIbII arpecMBHUX (OPM 3ITOBMHUCHOTO nporpamuoro 3adesneuenns (LI13) e nmporpamu-
BUMaradi — IIKiAJIMBI YTWIITH, SKi OJOKYIOTh a00 MM(PYIOTH JOCTYH 10 iHPOPMALIHHUX pecypciB, BUMArarouu
BUKYI 32 BiJIHOBJEHHsI JOCTYIy. BHac/IioOK CTPIMKOro MOIIMPEHHS TaKHX aTak, KiOeprpocTip ONMUHMBCS y CTaHi
NIOCTIHHOTO PU3MKY, aJPKE MPOrpaMu-BUMaradi BpayKatoTh He JIMIIEe OKPEMUX KOPHCTYBAUiB, a i KPUTUYHO BaXKIIUBY
iHppacTpyKTypy, (iHAHCOBI YCTaHOBH, MEIMYHI 3aK/Iaju, OPraHH BJaJd Ta MiIIPHEMCTBA 3 YCIX CEKTOpPIB
eKoHOMiKku. EBoJtolis TporpamM-BrUMaradiB CynpOBOIXKYETHCSI BAKOPUCTAHHSM JieJjalli BUTOHYCHIIINX TEXHIK 00X0/1y
3aXHCTy, TakuxX sK noniMopdizm, oOdyckauis, iH’ekuis kony, fileless-BUKOHAHHS, BUKOPHCTaHHS JIETITUMHHUX
CHCTEMHHUX IIpOIleCiB Ta 3aco0iB ympaiiHHg onepauiiinoo cucremoro (OC). 1li XapakTepuCTHKH CYTTEBO
YCKJIQIHIOIOTh BUABJICHHS aTaK TPaAULiHHAMH METOaMH, 30KpeMa aHTHBIPyCaMu, 110 0a3yl0ThCsl Ha CHTHATYPHOMY
aHaiizi. binbie Toro, po3BUTOK MigXoAiB Ha OcHOBI Ransomware-as-a-Service (RaaS) npu3BiB 10 koMepiiiasizarii
LBOr0 THUIY 3arpo3. 3poCTaHHs MaciiTadiB i 4acToTH aTak 0OyMOBIIOE moTpedy y (GopMyBaHHI HOBHX CTpaterii
3aXHCTy, HI0 BUXOJSATh 32 MEXI KiIacMYHMX mapamurM. [IpodinakTuuHi 3axoau, 30KpemMa peryjspHe pe3epBHE
KOIIIOBAaHHS T4 CErMEHTAIIisI MEpPExKi, 3aIMIIAIOTHCS BAXKIIUBUMHU, TIPOTE X HEAOCTATHBHO JUIs €peKTUBHOI MPOTHIT
aTakam, siKi pO3rOpTalOThCsl BIPOJOBXK JIIUEHNUX CeKyHJ. BopHodac icHye HarajgbHa MoTpeda y CTBOPEHHI CHCTEM,
3JIATHUX IPAIFOBATH B PEKUMI PEAIbHOTO Yacy, BUSBIISAIOYH LIKIUTHBY MOBEJIIHKY I1I¢ HA paHHIX CTaisX ii peamnizaiii.

VY 3B’s3Ky 3 UMM Yy HayKOBii Ta TpodeciliHii CHIBHOTI 3pOCTa€ iHTEpec IO MOBEIIHKOBHX MOJIENei
BUSIBJICHHS, sIKi 0a3yrOThCS Ha aHami3l Jiil mporeciB, onepauniii y (aiioBiii cucremi, BUKOPUCTAHHS CUCTEMHHUX
BUKJIMKIB Ta B3a€MOJIT 3 OMEpaTHBHOI Mam’sTTio. OCoOJIMBY yBary IOCIIIHUKH MPHIUIIOTh aHANI3y O3HAK, SIKi
Ba)KKO igpoduTH abo mpuxoBatu. Hampukian, xapaktepy IOCTYIY O PECYpCiB, YacTOTI Omepaliii 3amucy, 3MiHi
aTpuOyTiB (paiiniB, a0 MIa0IOHAM TUHAMIYHOTO BUAUICHHS TMaM’sTi. Y LbOMY KOHTEKCTI aHaji3 HU3bKOPIBHEBUX
acreKTiB (YHKIIOHYBaHHS MPOrpaM, TaKUX SIK MOCIIOBHOCTI IHCTPYKIIH Mpoliecopa, akKTUBHICTh Y maM’siTi abo
MOBE/IHKOBI 11a0I0HU y B3aeMoii 3 sgpom OC, po3riisiaeTbes SIK OJIMH 13 HAHOLIBII MEPCIEKTUBHUX MiJXOMIB JI0
inentudikamii III13. Taki MeToan A03BONSAIOTH HE JIMIIIE BUSBUTH BXKE BiJJOMI 3arpo3H, a il pearyBaTH Ha paHillie He
ineHTugikoBaHi BapiaHTh atak. OKpiM TEXHIYHUX BHKJIHKIB, MEPE] CYYaCHUMH CHCTEMaMH KiOep3axHCTy CTOITh
3aBIaHHS 30epeKeHHs OallaHCy MK TOYHICTIO BHSBICHHS 3arpo3, OOYHCIIOBAJIBHOI E(PEKTUBHICTIO Ta
IHTEPIIPETOBAHICTIO Pe3ynbTaTiB. Lle 0COONMBO BaXIIMBO B YMOBax, KOJIU BHCOKUI pIBEHb XHOHOIMO3MTHBHHUX
CIIPALIIOBaHb MOKE MPU3BOAUTH IO IIOPYIISHHS HOPMAIBbHOI pOOOTH cHCTeM abo BTpaTH IOBIpH 0 aBTOMAaTH30BaHHUX
3aco0iB 3axucTy. Biarak, moOynoBa cucTeM BHSBJICHHS 3 BUCOKMM PIiBHEM aIallTHBHOCTI, 3IaTHHUX IPAIIOBATH y
TeTepPOreHHHX CEepelOBHIIAX Ta MAcIITa0YBATHCh Ul BEIHMKUX I1HOPACTPYKTYp, € BaXKJIMBUM 3aBAAHHIM IS
MOZAJTBIIHMX HAYKOBHX JOCIIKEHb.

Takum urHOM, TIpOOIIEMa BUSABICHHS Ta 3aMI00ITaHHS aTakaM IIPOrpaM-BAMAaradiB morpedye KOMIUIEKCHOTO
T IXOY, IO MOEAHYE TIAMOOKAN aHAI3 BHYTPIIIHIX MeXaHi3MiB (YHKIIIOHYBaHHS IIKiUTMBHUX MPOTPaM i3 CyIaCHUMHU
IHTETIeKTYaIbHUMH 3aco0aMu oOpoOKH JaHWX. Y MEHTpi Ii€i mpoOneMu € MOIIyK O3HaK, IO 3aTHI e(eKTHBHO
TQepeHIiioBaTi HOpMaabHY 1 aHOMAalbHY MOBEAIHKY IpOTpaM, HE3aJeKHO BiJ METOIIB MAacKyBaHHA a0 3MiH
30BHIIIHBOI CTPYKTYPH BUKOHYBaHUX (aiiniB. Ha ocHOBI 1IbOT0 mocTae HEOOXiAHICTH y pO3poOIli HOBUX KOHIIETIIIIH
BUSIBJIGHHS, SKIi MOTTHM O 3a0€3MeuynTH CTIHKHWH 3axucT iHQOPMAIlfHUX CHUCTEM B yMOBaxX 3MIHIOBAHOTO Ta
arpecHBHOTO Kibepcepe1oBHIIa.
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AHAJII3 OCTAHHIX JOCJIJIKEHB I ITYBJIKAIIII

VY cucTreMax BHSABIICHHS Ta IPOTUIT MpOrpaMaM-BUMaradaM 3arnporoHOBaHO HU3KY PillieHb, sIKi OXOTUTIOIOTh
SIK KJIACUYHI METOMM CHUTHATYPHOTO aHaNi3y, TaK 1 CydJacHi MOBEMIHKOBI Ta TiOpwmHi miaxomw. Tpaawuiiiiai
AHTUBIPYCHI CHCTeMH 3AeOibIIOro IMOKIANAlOThCS Ha IONEepeHhO 3TeHEepOBaHi 0a3W CHUTHATYp, IO I03BOJISIE
MIBHAKO BUSBIATH BifoMmi 3paszku I1I13. TIpore edeKTHBHICTH TaKMX CUCTEM CYTTEBO 3HIKYETHCS IPH 3iTKHEHHI 3
nomiMoppHUMH, 00 yCKOBaHUMH 200 HOBUMH aTaKaMHU, SIKi HE MalOTh BU3HAUEHNX O3HAK Y CUTHATYpHiH 6a3i.

Jnst mojionaHHs 0OMEXEHb CTATHYHHUX METOIiB aKTHBHO PO3BUBAIOTHCS TOBEIIHKOBI CHCTEMHU BHUSIBICHHS,
IO OpI€HTOBaHI Ha aHali3 AWHAMIKM POOOTH MporpaMm Mij Yac iX BUKOHAHHs. Taki miaxoau (hOKYCYIOTbCS Ha
BUSIBJIICHHI aHOMAaJbHUX JIil, 30KpeMa MacoBoro IudpyBaHHs QaiiiiB, 3MiHH pO3LIMPEHb, T'eHepalii BeIHKOl
KIUJIBKOCTI 3amuTiB A0 (aiiiioBoi cucremu abo BHKOpHcTaHHS HectaHnapTHUX API-BuknmkiB. [loniOHI pimeHHs
JEMOHCTPYIOTh BUIIY aJIalTUBHICTH 1 3/1aTHI BUSABIATH paninie HeBigomi mabmonu LHIT3. TIpote iX eekTHUBHICTD
MOXe OYyTH 3HIDKEHa 3a paxyHOK BHCOKOI'O PiBHS XHMOHOIIO3UTHMBHHX CIpAIfOBaHb, IO MOTpeOye MOAaIbIIOl
onrtuMi3ailii Mojiene kiacudikarii.

OkpeMuii HampsM CTaHOBJATH TiOPUAHI CHCTEMH, SKi TOEAHYIOTh MEpeBard CHTHATYPHOrO Ta
TIOBEIiIHKOBOTO IMiAX0/1iB. BoHM 320e3ne4yroTh OaaHc MiX IMIBUIIKICTIO Ta TOYHICTIO, & TAKOX 3HIKYIOTh IMOBIPHICTh
SK TPOIYCKYy 3arpo3, TaK 1 HEKOPEKTHOro OJIOKYBaHHs JIETITHMHHX TIIpOLECiB. Y MeXax TakuX pillleHb
BHUKOPHCTOBYIOTBCS SIK aHANI3 CTATUYHHMX O3HAK KOy (HampHKian, xem-QyHkiii abo cTpyKTypHi malioHu), Tak i
JMHAMIYHI XapaKTEPUCTHKU ITOBEAIHKM (YacToTa oOrepaliil YuTaHHSA/3alucy, BUKOPHCTaHHS KpUNTOTpagdidHUX
010mioTek, B3aemonis 3 siapom OC).

B ocraHHI pOKHM CIOCTEpIraeThCsi 3pOCTaHHS 3alliKaBJIEHHS O aHaNi3y MPOLECHOI Mmam’sTi sIK JpKepena
noBeaiHkoBux o3Hak IIT3. Iei minxin q03BosIsIe BUSBIISITH aTakH, 10 BUKOHYIOThCS 0e3 cTBopeHHs (aiinis (fileless
malware), Ta po3Ii3HaBaTH XapakTepHi MIA0NOHHM JOCTYIY JO NaM’sTi, BUIUIEHHS pPEcypciB, a TaKOX orepariii
nepesanucy, 0 CYIPOBO/UKYIOTh mmHdpyBaHHs. JIOCTITHUKK TPOTOHYIOTh BHKOPHUCTOBYBATH SIK NPSMHIA
MOHITOPHHT 3MiH Y BIpTYyaJIbHil [1aM’sITi, Tak 1 100yI0BY BEKTOPIB O3HAK JJIsl ITOJIAITBINOI Kilacu(ikallii 3a JOMoMOroro
QITOPUTMIB MAIlIMHHOTO HaBYaHHs. AHai3 o0yiacTeil ornepaTHBHOI am’ATi, e 30epiratoThes AaHi Ta KO aKTUBHUX
NIPOIIECIB, J03BOJISIE 1IEHTH(IKYBaTH aHOMAJBHI i1, IO BiIXUIISIOTHCS BiJl THIIOBOTO (yHKIIOHYBaHHs cuctemH [ 1].
YcninHo peanizoBaHi METOIHU JO3BOJISIOTH BUSIBIISITH HIKIJUIMBY aKTUBHICTB 328 XapaKTePHUMHU CUTHATYPAMU 1AM’ SITi
[2] abo 3a o3HaKkamu iH'€KIiif KOAY, HECAHKIIOHOBAaHMX 3MIH B ONEPATUBHINM MaM’STi Ta 3aBaHTAXKCHHS I1103pLINX
MOJIyIiB mi yac BukoHaHHs [3]. Okpemi miIX0[1 3aCTOCOBYBAJIM TpacyBaHHs aM’sTi (memory tracing) 1uis 300py
JeTanbHOl iHpopMallii Mpo BUKOHAHHSI MPOLIECIB, 3 aKLIEHTOM Ha MOBEIIHKOBI XapaKTEPUCTHKH POOOTH 3 MaM’SITTIO
[4]. Lle m03BONKIO YHUKHYTH OOMEXEHb CTATHYHUX CUTHATYp. Taki CHCTEMH CTEKHUIH 32 AUHAMIYHAM PO3IIOJIIIOM
nam’siTi, JaMIlaMH TPOLIECIB 1 CXeMaMU BUKOHAHHS JJIsl BUSIBIICHHS HETHIIOBHX Aid, XapakrepHux ajst T3 [5].
[HTerpariist aropuTMiB MaIIMHHOTO HABYAHHS y TIPOLEC aHaji3y IaM’siTi 3HAYHO ITiABUIIMIIA TOUHICTh Kiacugikarii
Ta 3MEHIIMJIA KUIbKICTh IIOMUJIKOBHX CIIpalboBYBaHb [6]. JlocimipkeHHs MOKa3aly, 10 MepexXiJHi CTaHW mam’sTi
MAaIOTh BiJMIHHOCTI MiX JIETITUMHHUM Ta IIKianuBuM [13, 110 Hamae nofaTKOBHA piBeHb 3axucTy [7]. Y mockoHaneHi
METOJM CKaHyBaHHsS J03BOJIMJIM BUSBIIATH MPHUXOBaHI a00 00()yCcKOBaHI WIKIJUIKBI Jii HABITH 32 YMOB YHHKHEHHS
BUSIBJICHHS TpaJMIiiiHUMHK 3acobamu [8]. AHaui3 omeparlliii YUTaHHS-3aMKCy Y TIaM’SITi IOMOMIT BUSBUTH YHIKaJbHI
CHUTHATYPH MPOrpaM-BUMAaradis, siki 30epiraloThes JIMIIE y mam’sITi mij] yac BUkoHaHHs [9]. [HTerpaiis xapakTeprcTHK
3 OIIEpPaTHBHOI IaM ST 10 3arajlbHUX CHCTEM BHSBIICHHA IIKIUTUBHX IPOrpaM JO3BOJIMIIA TOKPAILUTH €PEKTUBHICTD
BUSIBJICHHS IIPOTPaM-BUMAradiB came i1 4ac akTHBHOI (pa3u mmpyBaHHs, HAJAFOYH 3MOT'y BTPYTUTHCS JIO TOTO, SIK
Oyne 3aBmaHo mkoau [10]. 3 yacom crparerii BUSIBICHHS IPOrpaM-BUMAaradiB 3MmicTHiIH (OKYC 3 TpajWIiHHUX
CHUTHATYPHUX METOJIIB Ha MIOBEJIHKOBHI Ta eBpucTH4HUiA anami3 [11]. CydacHi Moieli OpieHTYIOThCS Ha 3MiHY CTaHy
cucteMu: MacoBi moaubikarlii Qailiie, 3MiHM B PEECTpi, aHOMaJIbHA IMOBE/IHKA MPOIIECIB — YCe Ie Ja€ 3MOry
3aikcyBaTH aKTHUBHICTH MpOrpaM-BHUMAaradiB Iie mif 4ac BUKoHaHHS [12]. Takoxk yBary mpuIiieHO BHSBICHHIO
orepanii mudpyBaHHs, 110 BUSBJISIOTHCS Yepe3 aHOMAIbHI 1T 3 (aiilIoBOI0 CHCTEMOIO, & TAKOX Yepe3 HETUIIOBHI
MepexeBHid Tpadik, HAMPUKIIAA 3BEpHEHHS 10 kKoMaHHuX cepBepiB [13]. Ile 3acTOCOBYIOTHCSI METOIU MOHITOPHHTY
3BepHEeHb 10 GyHKIi# sapa OC, e GpikcyeThes BiIXWICHHS Y BUKITUKaX CUCTEMHUX (DYHKIIIH, BUKOPUCTAHHI 1am’sITi
abo ¢aitnoBux onepamiii [14]. TlommpeHMMH € METOOM BHKOPHCTAHHS MICOYHHUIb, J€ MII03pLTI Mporpamu
3aIyCKaIOThCs Y BIPTYaIbHOMY CEPEIOBHIL 3 METOIO CIIOCTEPEIKEHHS 3a 3MiHaMU y (ailioBiii cucTeMi, Mepexi Ta
mam’sri [15]. AuHamivAni aHai3 y TaKuX CepefoBHUINAxX J03BOJISE BHUABISATH IOBEIIHKOBI OCOONMBOCTI, 30KpeMa
mmdpyBanHs, 38’530k 3 C2-cepBepamu, BupaneHHs QaitmiB Tomo [16]. 3okpeMa, cydacHi apXiTEKTYpH CHUCTEM
BusBnenHs I3 3a3Buuail BKIFOYAIOTP KOMIIOHEHTH MOHITOPHHTY TIaM’sITi, MOAYJI €KCTpakiii O3HaK Ta
knacudikaropu Ha ocHOBI BumaaroBoro icy (Random Forest, RF), meToz omopaux BexTopis (SVM) abo HEHpOHHUX
MEpEexK.

[ompu eexkTHBHICTD Ha EKCIIEPUMEHTAIFHIX AaHUX, ICHYIOUl PIIICHHS 9acTO JEMOHCTPYIOTh 3HIDKEHHS
NPOAYKTUBHOCTI B YMOBaX MacIITa0HOrO HAaBaHTA)XEHHsS, 30KpeMa B KOPIIOPAaTHBHHX Mepexax abo XMapHHX
cepenoBumax. J{01aTKOBO 3aJMIIA€THCA BIAKPUTAM THTAHHS ONTHMAIBFHOTO OaNaHCy MiXK MIBUAKICTIO pearyBaHHS
CHCTEMH Ta TOYHICTIO BUSBJICHHS, OCOOJIMBO B KOHTEKCTI aTak, 1[0 MalOTh HECTAHAAPTHY IMOBEAIHKY 00 MaCKYFOThCS
ITiJ] CHCTEMHI TIPOIIECH.
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VY cydacHUX JOCTIDKEHHSAX KiOepOe3IeKH CIIOCTepiraeThCs 3HAUHE 3POCTAHHS 3alliKaBJIECHHS 10 MOJeeH
BUSIBJIEHHS IIpOrpaM-BHMaradi, o Oa3ylOThCs Ha MOBEIIHKOBOMY aHaji3l Ta MallMHHOMY HaBYaHHI. IcHyrodi
pilIEHHS MOXXHAa YMOBHO TIOJUIMTH Ha TPU OCHOBHI KaTeropii: Mozelsli Ha OCHOBI MAIIMHHOTO HABYAHHS, METOIU
aHaJIi3y MOBEIHKU Ta TpadiKy MEpexi, a TAKOXK NOEJHAHHS CTATUYHHX 1 JMHAMIYHUX METOJ(IB aHAJI3y.

OnHYUM 13 HAMTOMIMPEHIIINX TiAXO0/AIB € 3aCTOCYBAaHHS aJITOPUTMIB MaIllMHHOTO HABYaHHS JUIs Kiacugikarii
i, TIOB’13aHUX i3 mporpaMamu-BuMaradamu. Jlo npuknazny, y [17] npencrasieno ¢peiimBopk Behavioral Attack
Signatures Evaluation (BASE), sikuii BUKOPHCTOBYE aJlaITUBHY MOJIENb JJIsl TOOYJOBH ITOBEIHKOBHX CHTHATYyp Ha
OCHOBI TaKUX O3HAK, SK YaCTOTa CHCTEMHHX BHKIIHUKIB, MAOJIOHH JTOCTYITY 0 (QailiIiB i B3aeMomis 3 Mepexero. Llei
MAXiA JEMOHCTPYE BHUCOKY TOUHICTh BHSBJICHHS HOBHX BapiaHTIB NporpaMm-BHMaradiB Ta 3HWKEHHUH pIiBEHb
XHUOHOITO3UTUBHUX CHPAIIOBaHb. AJIbTCpHATHBHUH IMiIX1 MIPpeCTaBICHU B poOoTi [18], me 30cepemkeno yBary Ha
JMHAMIYHOMY aHali3l IporpaM-BUMaradiB, Opi€HTOBAaHHX Ha MOPYIIEHHS KOH(MIAESHIIHHOCTI Ta KpaaiXKKy AaHHX.
ABTOpH iIKPECIIOIOTH 3MiHY MapaJurMH aTak BiJl CyTO MM(PYBaHHs 10 aKTUBHOTO BHKPAJI€HHS [IEPCOHAIBHOI Ta
KOpropaTHBHOI iH(popMali. byno BUSBIEHO XapaKTepHi Ma0JIOHH MMOBEIIHKH, BKIIIOYAI0YH B3aEMOJIIIO 3 CEpBEpaMu
kepyBanHs (C2), ekcrulyaTauilo Bpa3MBOCTEH Mepexi Ta BUKOPHUCTAaHHs KeitmorepiB. Lli 3Haximku cBigyate mmpo
HEOOXiTHICTh TIOCWJIEHHS KOHTPOJIO 32 MEPEeKEBUMH KaHaJaMH Ta 3acTOCYBaHHS METOMIB ITOBEIiHKOBOTO
MOHITOpUHTY B pealbHOMY 4aci. BogHouac koXeH 3 MiXonaiB Mae cBOi oOMexxeHHs. Mopeni, mo 0a3yloThes
BUKJIIOYHO Ha TOBEIIHKOBOMY aHalli3i, MOXYTh OYTH Bpa3IMBHMH JI0 J00pe 3aMacKOBaHHX aTak, sKi IMITYIOTh
JIETITUMHY aKkTHUBHICTh. CTaTHYHMI aHaNi3, HE3BA)KAIOYM Ha BHCOKY HIBHIKOAIIO, BTpauyae e(eKTHBHICTh MPOTH
noniMopduux i meramop¢Hux BapianTis II13. [ToeqHaHHs X METOAIB Y TIOpUIHUX PpeiiMBOpKax, Takux sk BASE
gyu Moens SVM+RF, nemMoHcTpye HalBUIIMI OTEHIIaN y CydacHUX yMOBaXx, 3a0e3Meuyrouy 0anaHc MK TOUHICTIO,
Q/IATUBHICTIO Ta e(hEeKTUBHICTIO PECYpCIB.

TakuM 4MHOM, aHaJi3 HAassBHHUX PIlIEHb CBIIYMTH PO MepeBary 0araTopiBHEBUX MOJEJIEH, 10 MOETHYIOTh
SK CTAaTWYHI, Tak 1 guHamivyHi acrekTw noBeminku IIII13. Tlomanbimi HOCHTIHKEHHS MAalOTh 30CEPEAMTHCH Ha
ABTOMAaTHU30BaHOMY OHOBJICHHI MOJieJiel yepe3 MalllMHHe HaBuaHHs, iHTerparii MmepexeBoi Ta (aiaoBoi MOBEIIHKH,
a TaKoXX Ha 3MEHILIEHHI KIIKOCTI XMOHUX CIIPALIOBaHb Y PEAIbHIUX YMOBAX €KCILTyaTallii.

BUKJIA/Ll OCHOBHOI'O MATEPIAJIY

3 orsigy Ha CydacHi BUKIMKH, TOB’S3aHI 3 €BOJIOLIEI0 MPOrpaM-BUMAaradviB, MPOMOHYETHCS MO
BusineHnst 11IT13, sika moenHye AMHAMIYHMA MMOBEAIHKOBHMI aHami3 Ta TiOpWAHMN MiJXiJi MAalIMHHOTO HAaBYAHHS.
Mopnenb opientoBana Ha cepenoBuiie OC Windows, 1o € HaifOUIbII BPa3arBOKO MIATGOPMOI0 B KOHTEKCTI aTak
Iporpam-BUMaradis.

B ocHoBi noknajzieno komOiHOBaHy Mojesb: RF juis po3nizHaBaHHs TUIOBHX MIa0JIOHIB noBeniHk; SVM 3
RF-simpom /17151 BUSIBIIGHHST aHOMaJTili Y BUCOKOBUMIPHOMY MPOCTOP1 03HAK; 00’ €IHAHHS BiI0YBA€THCS 32 MPUHIIUIIOM
3B&XEHOT'O TOJIOCYBAHHS, IO JO3BOJSIE OCATTH OaJaHCy MIXK TOYHICTIO Ta YyTJIMBICTIO. Y SIKOCTI Kiacudikaropa
o6paHo mozenb RF yepes 11 3aaTHiCTh e(heKTUBHO NPAIFOBATH 3 HEJTIHIHHUMU Ta CKJIAIHUMH 3B’ I3KaMH MiXK O3HAKaMH1
nam’siti. Llelt merox ¢opmye HaGip AepeB pillleHb, KOXKHE 3 SKUX BUBYAE OKPEMUI aCHeKT MOBEIIHKH MPOIECIB Yy
nam’siti. Takuil maxix J03BoJsie MOJeNl y3arajbHIOBATH 3HAHHS Ta €(EKTHBHO MPAIIOBATH HaBITh 3 HOBHMH,
HEBIIOMUMH paHilie 3pa3kamu nporpam-sumarauiB. RF 3menmnye pusuk nepeHaBuanns (overfitting) i miaBuiye
TOYHICTh KJacu]ikamii 3aBASKM TOJOCYBAaHHIO JepeB MNpPU NPHUHHATTI pillleHb. AJropuTM OYyB HaBUCHHH Ha
30aaHCOBaHOMY HAa0Opi AaHMX, 10 BKIOYAE AMITM HaM’ATi K I[IKIJUIMBUX, TaK 1 JIETITAMHUX TPOLECIB, IO
3a0e3Mmeumno Mojielli 3MOory e()eKTUBHO PO3PI3HSITH KIAcH. 3aBJISKU ONTUMI3Ali MijJ] 00YHCITIOBaIbHO-IHTEHCHBHI
crieHapii, Mojienb 30epirae MmBUIKOAIIO 1 MOXKe OyTH 3aCTOCOBaHA B PEXKUMI PEATBHOrO Yacy 0e3 MIKOIH JUIS SKOCTI
BUSIBIICHHS.

Ajroput™M poboTH MOJeIi:

IHinianizaigiss MOHITOPUHTY MO/ (aillIoBOT CUCTEMH Ta MEPEKi.

36ip 1 Oydepusariis noii 3a 3aJaHuil IHTEPBAN Yacy.

[ToGynoBa BekTOpa O3HAK 3 OTPUMAHUX TOMIM.

[Nepenaua o3Hak B MOJY/b Kiacugikariii.

OTtpumaHHA HMOBIPHOCTI IIPOTrpaMH-BAMAaraya.

Sxmo HWMOBIpHICTP HAasSBHOCTI MpOTpaMH-BUMarada Oifpllla 32 TIOPOTOBE 3HAYEHHS, BinOyBa€ThCS
iHIITIaIlis 3aX0iB pearyBaHHs, TAKUX K OJIOKYBaHHS IPOILIECY, 130T MEPEXkKi Ta BEICHHS KypHAITY O,

Hexaii P = {p,, p,, ... Py} — MHOKHMHA OPOLECIB, 1110 BUKOHYIOThC B OC Windows. st KOXKHOTO MpoLecy
p (p € P) mpoTSroM KOHTPOIBHOTO iHTEpBAY Yacy T peecTpyeThCs MOTIK MOIiH:

A e

E} ={ey, ey, ... €}
e € ¢,
Jie € — MHO)KHHA MOMJIMBHX TIOMIH, SIKi PIKCYFOTBCS ITi1 9ac MOHITOPHHTY.
Ha ocnoBi momiit Eg OynyeTbcsl BEKTOp O3HAK X, € R4, sxwmii onmcye mosemiHKy Tpouecy p. KoxkHa
KOMITOHEHTa BEKTOPA BiJITOBIIa€ OHIN 3 TOBEAIHKOBHUX XapPAKTEPUCTHK:

Xp = [fwrite' frename' Hentropy' Twrs Wcount) Atavg]
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- fwrite — YacToTa omepaliil 3anucy ¢aiinis;
- frename — YacToTa omepaliil nepeiiMeHyBaHHs (aillis;
- Hentropy — CEPENHs EHTPOIIA 3MiHEHUX (aiitiB;

- Twyr = — — CHIBBIAHOLICHHSA KIJIBKOCT1 3alIUCIB 10 YNTaHb,
R

- iPcount — KIIBKICTB YHIKaNbHUX [P-anpec mis BUXIAHUX 3’€IHAHb;
- At gy — cepenHiil iHTEPBAT MiXK HOMISIMH.

Jis yHidikaIii mKan KoXeH BEKTOP 03HAK HOpMai3yeThbes 1o inTepsaiy [0,1]:
. d
x; — min(x;)

!

X. =
P Imax(x;) — min(x;) i1

ne min(x;) ta max(x;) BU3HAYaIOTHCSA HA OCHOBI BCHOIO HABYAILHOIO HA0OPY JAHHX.
Ha nactymHOMY eTami BUKOHYETBCS OIIHKa KO)KHOT'O BEKTOpa O3HAK 3a JOIIOMOI'OI0 IBOX MOJIEIICH.
Mogens SVM BHKOPUCTOBYE pajialibHe Oa3uCHE SAPO:

K(x,x") = exp(—y Il x —x" II?)

HIMOBIpHICTh HAJIEKHOCTI 0 IIKIUTUBOTO KJIACy BU3HAYAETHCS SK:
ng

j— !
Poyy = Z aiK(xp, Si)
i=1
JIE Q; — Baru MiATPUMYOYHX BEKTOPIB, S; - OMOPHi BEKTOPH, M - iX KIIBKICTb.
RF — ancambib i3 m 1epeB pillieHb, KOKHE 3 AKX (opMmye Hadip mporHosis hy(x), h,(x), ..., hy, (x).

WIMOBIpHICTh BU3HAYAETHCS SIK:
m
P ! h
= — . !
RF = : j(xp)
Jj=1

OcraTtouHe pillleHHs MPUHMAETHCS 32 JTOMOMOTOI0 3BaYKEHOTO TOIOCYBAHHS:
P =aPsyy + (1 — a)Pgp

ne a € [0,1] — emnipuuHO mixiGpaHuii apaMeTp BAroBOro rojiocyBaHHs. Sk P > T, je T — MOporose
3HAYEHHs, POLIEC P KIACH(DIKYEThCS SIK MOTEHIIHHO WIKIIMBUE (TIporpamMa-BuMaray).

3anpornoHoBaHa MoOJeb BUsiBIEHHS mporpaMm-Bumarauie y OC Windows rpyHTyeTbcs Ha iHTerpariii
JMHAMIYHOTO TOBEIHKOBOI'O MOHITOPUHTY Ta TiOpPHUAHOrO METOIy MalIMHHOrO HaB4aHHS. OCHOBHOMO i/ie€l0 €
BUSIBJICHHSI XapaKTepPHUX aHoMalliil y (ailyioBiii Ta MepexeBiil aKTUBHOCTI, SIKi IMPUTaMaHHi OLIBIIOCTI Cy4acHHX
¢dopm 1I13, BriIrOYat0YH SIK KPUIITOBUMArajbHi, TaK 1 IKiUIMBI POrpaMu, Opi€HTOBaHI Ha BUKpaJeHHs AaHux. Ha
BIJIMiHY BiJl TPAIULIHHUX MOJIENEH, 110 MePEeBAKHO 0a3YIOThCS Ha CTATHYHOMY aHaJi3i, 3alpOIOHOBaHA CHCTEMa
3MIIHCHIOE MOHITOPHHT Y PEaIbHOMY 4aci, ieHTU(IKYIOUH IIKIUIMBY aKTUBHICTh JI0 MOMEHTY 3aBEPILCHHS aTaKH.

Apxitektypa cucremu BusiBnenns II13 tumy mnporpam-BumaradiB (puc.l) ckiagaetbcs 3 I'STH
KOMIIOHEHTIB!

1. Mopnyns MoHiTOpUHTY (aiioBoi cuctemu. Peani3yeTbcst 3a  JIOIOMOrOK0  IHCTPYMEHTIB
HU3bKOpiBHEBOTO crioctepexkeHHs (Process Monitor API). 30upae momii, moB’s3aHi 3 MacOBUM CTBOPEHHSIM,
nepeliMeHyBaHHIM, MIMPPyBaHHIM a00 BUIANCHHM (ailiB.

2. Mopnynbs aHamizy CHCTEMHHUX BHKIHMKIB. BifciikoBye 1aOIOHM BHKIHKIB CUCTEMHUX (YHKIIIH
(CreateFile, WriteFile, RegSetValue Toio), yactoTy ix mosiBu Ta MOCIIIOBHICTD y Yaci.
3. Monyinp MepeKeBOro MOHITOPUHTY. BU3Hauae mino3piny akTUBHICTD Y MEpexi, TaKy SK BHXIiJHI

3’eqHaHHs 10 HeBimomux IP-angpec, BcTanoBneHHA 3'emHanb 3 C2-cepBepaMiu, BUKOPHCTAHHS HECTaHAAPTHUX
MPOTOKOJIB YU TYHEIIOBaHHSL.

4. Monyns hopmyBaHHS 03HaK. ['eHEpye BEKTOp O3HAK 3 MEPEXOIUICHUXK IMOIii: KUTBKICTh Ommepamin
3aMuCy/YUTaHHs, CIIBBIAHOIICHHS 3MIHEHUX JI0 povyuTaHuX (ailmiB, eHTporis (aiiiiB, 4acToTa 3MiH PO3LIUPEHb,
TPHUBAJIICTH CECii, BUKOPUCTAHI IOPTHU TOIIIO.

5. Mopnynb ribpuaHOl Kiaacudikariii.

[ouatkoBuM eranoM ()YHKI[IOHYBaHHSI CUCTEMH € MOHITOPHHI MOJii y (aiioBiii cMcTeMi Ta CHCTEMHHUX
BHKITHKIiB, 0 BiOyBaroThest B OC Windows. 3a mormoMororo iHcTpyMeHTy Process Monitor 31iiiCHIOETECS peecTpartist
MO BIKPHUTTS, 3amucCy, TepeiMeHyBaHHS, BUAaJeHHA abo mmdpyBaHHA ¢aiiniB. OXHOYACHO BiICTEXKYETHCS
yacToTa 3BEpPHEHb JI0 TAKUX CHCTEeMHHUX BUKINKIB, sk CreateFile, WriteFile, ReadFile, RegSetValue, mo no3Bosse
CTBOPHTHU XPOHOIOTIYHIHA TPOQisIb TOBEAIHKH Tporecy. Kpim okaapHOI aKTUBHOCTI, CHCTEMA BiICTEKYE MEPEKEBY
MOBEJ[IHKY TOTEHIIWHO MIKIJIMBUX TIPOIECiB, 30KpeMa iHimialilo BUXITHUX 3 €IHaHb MO HeBimomux IP-ampec,
BCTaHOBJICHHS 3B’S3Ky i3 cepBepamMu KomaHmHOro yrpaBmiHHS (C2), BUKOPHCTaHHSA HECTaHIAPTHUX IOPTiB abo
cpobu 00xony daepsona. Lli maHi TakoXK BKIIFOYAIOTHCS IO BEKTOPA O3HAK, IO (OPMYE perpe3eHTAII0 TTOBEIiHKA
aHAIII30BaHOTO MIPOIIECY.
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Cuctema sugenenns T3 tany nporpaM-emvaraqie 8 OC Windows

Heptea

Puc. 1. Apxirekrypa cucrtemu BusiBjienns LT3 Tuny nporpam-pumarauis

Ha ocHOBi 3i0paHuMx pAaHux (OpPMYeTbCs OaraTOBUMIPHHMI BEKTOp O3HAK SKUH BKJIIOYAE YHWCIIOBI,
KaTeropiayibHi Ta YacoBi XapaKTEPUCTUKU AKTHBHOCTi. 30KpeMa, KO)KEH BEKTOP MOXE BKIIOYATH TaKi O3HAKH:
KIJIBKICTh Omepalliid 3amucy, KUIBKICTh Onepaliii YUTaHHs, EHTPOIis 3MiHeHuX (aiiiB, 4acrota 3MiH PO3LIMPEHb
¢aiinis, cepeaniii po3mip 3MiHeHUX (aiiiiB, KiIBbKICTh yHIKaNbHUX [P-aspec ans BuxigHoro tpadiky, cepenHii uac
MK CHCTEMHHMH BUKIIMKaMHM, Ta iHIII XapakTepucTHKd. Iliciast opMyBaHHS BEKTOpIB O3HAK yci HpoIEecH, IO
IIUIATaloTh aHali3y, epeAaloThcs Ha BXija riOpuaHoro kinacudikatopa. 3anponoHOBaHUE KiIacu(pikaTop MOETHYE
SVM 3 panianeHum G6azucHuM siipoM i anroput™ RF, 110 103Bossie BpaxoByBaTH sIK HENMiHIHHI 3aJI€KHOCTI MiX
O3HaKaMU, TakK 1 JIOTIKy pO3rajyXeHHX JiepeB pinieHb. CBOEPIIHICTh MMOEAHAHHS TOJSITAE Y MEXaHI3Mi 3BaKEHOTO
TOJIOCYBaHHSI, IPU SIKOMY OOHJIBI MOJIEIIi MalOTh BiJIIIOBI/IHI Baru B 3arajisHOMY PillICHHI.

TakuM 4MHOM, MOJIEITH TIOCTIHHO OHOBJIIOE OLIIHKY O€311EeKH KOXKHOT'O MPOLIECY Y CUCTEMI, BUKOPUCTOBYIOUH
sIK 4acoBY, TaK i ceMaHTH4YHY iH(popMallito npo ioro noeeniHky. [lepeBaroro miei Moseni € 1 34aTHICTh BUSIBIISITH
paHilie HeBiZoMi MIa0JOHM MPOrpaM-BUMaradiB Ha OCHOBI BIIXMJICHb BiJi HOPMaJILHOI MOBEAIHKH, IO JO3BOJISE
NPOTHUIIATH aTaKaM THILY HyJIb0BOro qus. Kpim Toro, cucremMa npuiaTHa Ui po3ropTaHHs B pealbHOMY 4Yaci 3aBASKH
00MexeHOMY 00CsTy 004YHCIIeHb Ta e(PEKTHBHOMY BUKOPHCTaHHIO OOMEKEHOr0 HabOpy BUCOKOSIKICHUX O3HaK.

BHUCHOBKH 3 JAHOI'O JOCJIIAKEHHS
I HEPCHEKTUBHU NIOJAJIBIINX PO3BIAOK Y JAHOMY HAIIPSIMI

VY craTTi npoaHai30BaHO Cy4acHi MiIXO/X JI0 BUSIBIICHHS IporpaM-puMaradiB y cepeaoBuil OC Windows
Ta 0OIPYHTOBAHO JIOLIBHICTH 3aCTOCYBAaHHSI T1IOPUIHOT MOZIEJI, 110 MOEHYE TUHAMIYHUIA TOBEAIHKOBUH MOHITOPHHT
3 METOJAaMH MAIIMHHOI'O HAaBYaHHA. BcTaHOBIEHO, IO TpaMIiiHI CUTHATYpHI METOOW IEMOHCTPYIOTh HHU3BKY
e(eKTUBHICTh y BUSIBJICHHI HOBHX, 00(hyckoBanux abo fileless-BapiaHTiB WIKIJIHMBOro MPOrpaMHOro 3a0e3neyeHHsl,
TOIIi SIK IOBETIHKOBHUI aHAI3 T03BOJISE BUSBILATH BIAXIICHHS HA PAHHIX CTa/iIX BUKOHAHHS aTaKd. 3alpOIIOHOBaHA
Mozenb 6a3yeTscst Ha KoMOiHaii anroputMiB Random Forest Ta Support Vector Machine 3 pagiansanM 6azucHuM
SITPOM, IO JTO3BOJISIE TOCATTH BHCOKOI TOYHOCTI Kiacuikamii mpu 30epekeHHI MBHAKOMII Ta 3JaTHOCTI IO
y3arajgpHeHHS. MoJens BHKOPHCTOBYE Halip O3HAK, COPMOBAHHX i3 MOZiH (paitiioBoi, MepexeBoi Ta CHCTEMHOL
aKTUBHOCTI, IO 3a0e3ledye KOMIUIEKCHE TIPEICTAaBIICHHS IOBENIHKH Mporecy. BBeneHHS MeXaHi3My 3Ba)KEHOTO
TOJIOCYBaHHS MK TBOMa Kiacu(pikaTopaMu JO3BOIMIO TOCATTH OalaHCY MiX YyTJIHMBICTIO O aTaK Ta CTIHKICTIO A0
XMOHOITO3UTHBHUX CIIpaIoBanb. [IpoBenenHnii aHami3 Ta moOymoBaHa apxiTekrypa cucremu BusieHHs II13 Tumry
MIpOrpaM-BUMAaradiB JAEMOHCTPYIOTh ii MPaKTHYHY NMPUAATHICTD UII poOOTH B pPeXUMi peanbHOro dacy. BoHa €
e(pEeKTHBHOIO 5K y JTOKaJTHbHOMY CEpEIOBHIII, TaK i B yMOBAaX MACIITa0OHUX KOPIOPATUBHUX 1HPPACTPYKTYp, 3aBISKA
onTuMi3amii 00YHCITIOBAIFHAX PECYPCiB Ta 3[aTHOCTI alalTyBaTHCS IO HOBUX 3arpos. llomambimi mociimkeHHS
JOIITBHO CIPSIMYBaTH Ha PO3IIMPEHHS HAOOpy TMOBENIHKOBHX O3HAK, IHTETPAII0 3 MEpPEeKEeBUM TpadikoMm y
pearbHOMY dYaci, a TakKoX AaBTOMATWYHE OHOBIICHHS MOJENi Ha OCHOBI 3BOPOTHOTO 3B’s3Ky. KpiMm ToroO,
NEPCHEKTUBHUM € TOEJHAHHS 3alpPOIIOHOBAHOI MOJET 3 MEeTOoAaMH TIIMOOKOro HaBYAHHS Ta BIPOBA/KEHHS Y
CHCTEMH KiOep3aXHCTy HACTYITHOT'O TIOKOTiHHSI.
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