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THTEJIEKTYAJIbHA CACTEMA ITIPUMHATTS PIHIEHB 1IIOJI0 BUBOPY
KOHTP3AXOAIB TPOTHU IPUXOBAHUX KAHAJIIB BUTOKY IH®OOPMAIII B
MEPEXAX CIHEHIAJIBHOI'O ITPU3HAYEHHA

Y poborti po3po6reHo IHTENIEKTYa/IbHY CUCTEMY TPMUHSATTS pillieHb 00 BUOODY OMTUMATIbHUX KOHTD3AaxXo4i8 rpoTv
NIPUXOBAHNX KaHa/lB ekc-giibTpauii IHpopmauli B MeEpeXax crewiaibHoro rnpusHadeqHs (MCI1). OcobmBy HEGE3NeKy CTaHOB/IATh
aAanTuBHI CUEHaPIT exc-@iribTpauil, y KX nopyLHNK ANHaMIYHO 3MIHIOE NapamMeTpy QYHKLIOHYBaHHS MPUXOBAHOIO KaHalsy 3a/1EXHO
Bifj peakuii cucTemu Kibep3axvcry.

3arporoHoBaHo MareMaTmyHy MOAE/b aAarTUBHOIO BUOOPY 3aXWUCHUX 33X04IB Ha OCHOBI IHTErpPasabHOI OLIIHKU PUBUKY
MPUXOBaHOIO KaHasly, [1OKa3HUKIB SKOCTI OBCIYyroByBaHHS MEPEXi Ta HMOBIDHOCTI 3MiHU TaKTUKW 3/I0BMUCHUKE. BBEAEHO
ONMTUMIBaLIVIHI QyHKLIOHAT, KUY 3a6e3r1eyye KOMITPOMIC MK MIHIMI3aLIIEI0 BUTOKY [H@ODPMALIT Ta 36EpEKEHHSIM JOITYCTUMOrO DiBHS
QDYHKLIOHYBAHHS KpUTUYHOI IHGOPMALIVIHOI IHDPacTpyKTypu. PO3po6/ieHo ABOPIBHEBY CTPYKTYPY IHTENIEKTYA/IbHOI CUCTEMY, y SKI
nepLmii piBeHb pearnizye aHasi3 aHoMasivi MEpEXeBOro TPagiky Ta OLIHIOBAaHHS PUNKY TPUXOBAHOMO KaHasy, a Apyrmi piBeHb
BUKOHYE aAarnTuBHm BUOID KOHTP3axody 3a KpUTEDIEM MiHIMI3aLii CyKymHux BTpar.

PO3pO6/IEHO MEXAHI3M IHTENIEKTYA/IBHOrO KEPYBAHHS KOHTP3axo4amu B yMOBAX HEMOBHOI IHGOpMaLli 1@ ANHAMIYHUX 3MiH
pobotu MCIT 3a paxyHOK HasiBHOCTI MEDEXEBUX aHOMAJIIV, 3MiH MOBELIHKN KOPUCTYBAaYiB i MOX/IMBOCTI agantauii rnopyLwHuKa 40
3aXVCHNX MEXAHI3MIB., OTPUMAHO aHaniTu4HI yMOBU CTIIKOCTI CUCTEMU MPUUHSTTS PILUEHD Ta AOBEAEHO 36PKHICTL a/irOPUTMY BUOOPY
3aXUCHNX 3aX04IB. [TPOBEAEHO YNCE/IbHE MOAESTIOBAHHS POBOTH CUCTEMM [ [TOK3aHO, LLO 3aIPOITOHOBAHMI NiAXIA JO3BOJISE 3HUUTH
PU3NK BUTOKY IHQOPMAELIT 6€3 KPUTUHHOIO MOripLUEHHS NapamMeTpis @yHKUIOHyBarHs MCIT 1a 3abe3redye rnigBuLLeHHs epekTUBHOCTI
aAarTUBHOIo KI6EP3axXvCTy B YMOBAX CYHACHUX MEPEKEBUX 3aIPO3.

Kito4oBi crioBa. KibeEpOe3neKa, npuXoBaHi KaHam, BUTIK IHGOPMAELI], IHTEIEKTYa/IbHE YIIPaB/liHHS, MPMIHSTTS DilLeHsb,
aaarnTuBHI KOHTP3aX0AM, MEPEXI CrieLia/IbHOro rMpu3Ha4YerHHs, OrnTuM3aLis pUsnKiB.
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INTELLIGENT DECISION-MAKING SYSTEM FOR SELECTING
COUNTERMEASURES AGAINST HIDDEN INFORMATION LEAKAGE CHANNELS
IN SPECIAL-PURPOSE NETWORKS

This paper presents an intelligent decision-making system for selecting optimal countermeasures against covert exfiltration
channels in special-purpose networks (SPN). Adaptive exfiltration scenarios pose a particular danger, in which the attacker dynamically
changes the operating parameters of the covert channel depending on the response of the cybersecurity system.

A mathematical model for the adaptive selection of protective measures is proposed, based on an integrated assessment
of the risk of a covert channel, network service quality indicators, and the probability of changes in the attacker’s tactics. An
optimization objective function is introduced that strikes a balance between minimizing information leakage and maintaining an
acceptable level of critical information infrastructure performance. A two-level structure for an intelligent system has been developed,
in which the first level performs analysis of network traffic anomalies and assessment of the risk of a hidden channel, while the second
level selects a countermeasure adaptively based on the criterion of minimizing total losses.

A mechanism has been developed for the intelligent control of countermeasures under conditions of incomplete information
and dynamic changes in the operation of the SPN, due to network anomalies, changes in user behavior, and the attacker’s ability to
adapt to defense mechanisms. Analytical conditions for the stability of the decision-making system have been derived, and the
convergence of the algorithm for selecting defense measures has been proven. Numerical simulations of the system’s operation were
conducted, demonstrating that the proposed approach reduces the risk of information leakage without significantly compromising the
performance of the SPN and enhances the effectiveness of adaptive cybersecurity in the face of modern network threats.

Keywords: cybersecurity, covert channels, information leaks, intelligent management, decision-making, adaptive
countermeasures, special-purpose networks, risk optimization.
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MOCTAHOBKA ITPOBJIEMMU Y 3AT'AJIBHOMY BHUTJISIAIL
TA ii 3B’S130K 13 BA’)KIMBUMU HAYKOBUMH YU IPAKTUYHUMMU 3ABJIAHHSMHU
Cyuacni MCII xapakTepu3yloThCsi BUCOKOIO KPUTHYHICTIO iH(OpMAlii, 0 3aXWIIAE€THCS, >KOPCTKUMHU
BUMOTaMH J10 Oe3rnepebiifHOCTI PYHKIIOHYBaHHS Ta 0OMEKEHOIO JOIyCTUMICTIO TIOMHJIKOBUX OJIOKYBaHb. Y TakhX
YMOBAax 3aCTOCYBAaHHS >KOPCTKHX CHUTHaTYPHHX METOJIB 3aXWCTy BHSBISIETbCS HEIOCTATHIM, OCKUIBKM HPUXOBaHi
KaHamy ekc-Qinprparnii iHdopmamii BUKOPHUCTOBYIOTH JTO3BOJICHI MPOTOKOJH, JIETITUMHI CEpBICH Ta IOBIpeHi
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MapmpyTu B3aemonii. OcoONuBY CKIaaHICTh CTaHOBIATE APT-crieHapii, B SKUX 3JOBMUCHHK JMHAMIYHO 3MIHIOE
TaKTHKY ekc-inprpanii: nepexoants Mixk DNS tunneling, HTTPS covert channel, beaconing, low-rate exfiltration Ta
timing-kaHanamu. B pe3ynbTati 3aBIaHHS NPOTHIIl IEPETBOPIOETHCS HE TUTBKH Ha Tpo0IeMy BUSBIICHHS, ale i Ha
mpobieMy BHOOPY ONITUMAIFHOTO 3aXHCHOTO BILIHBY.

3acTocyBaHHS HAAMIipHO KOPCTKUX KOHTP3aX0IiB MOsKe HOpyInTH ¢pyHKuioHyBaHHsS MCII, a 3arHanTo M’ sxi
3ax0JH He 3a0€3MeUyI0Th JOCTaTHBOTO PiBHA 3aXUCTy. OTXKe, MOTpiOHA iHTeNIeKTya IbHa CHCTEMAa IIPUIHATTS PillicHb,
3[IaTHA B pealbHOMY Yaci 00MpaTH ONTHMaIbHI KOHTP3aXO0AH 3 YPaxyBaHHIM:

- PiBHS PU3HKY NIPUXOBAHOTO KaHAIY;

- IMOBIPHOCTI afanTailii 3JI0BMUCHHKA;

- BapTOCTI CEpPBICHUX BTpPaT;

- IIOIYCTUMOTO PiBHS 3aJIMIIKOBOTO BUTOKY.

TakyuM YMHOM, BHHHMKAa€ HAyKOBO-TIPAKTUYHA 3ajiada CTBOPEHHS IHTEJEKTYaJbHOI CHCTEMH HPUHHATTA
pilleHb, 371aTHOI B yMOBaXx anpiopHOi HEBU3HAYEHOCTI Ta JWHAMIYHOI 3MIHM TOBEIIHKM MOPYIIHHMKA aJalTHBHO
o0upaTy onTUMalbHI KOHTP3aXO0IH IIPOTH MPUXOBAaHMX KaHAJIB ekc-pinbTpanii inpopmarii. Taka cucremMa oBMHHA
3a0e3nedyBaTH KOMIIPOMIC MDK MiHIMI3aIi€l0 pU3UKYy BUTOKY iHoOpMmarmii, 30epekeHHSIM CTaOlIBHOCTI
(YHKIIOHYBaHHS Mepeki Ta ypaXyBaHHAM IMOBIPHOCTI alanTamii 3 JT0BMHUCHHKA JI0 3aCTOCOBAaHHUX 3aXMCHUX 3aXO0/IB.

AKTyaJbHICTh JaHOI 3a7adi 00yMOBIIeHa HEOOXITHICTIO MiABHIICHHS €(PEKTHBHOCTI CHCTEM KiOEp3aXHCTy
MCII, cTBOpeHHS aJanTHBHUX MEXaHI3MiB MPOTHIIl MPUXOBAaHNM KaHajlaM BHUTOKY iH(popMarii Ta 3a0e3medecHHs
CTi#iKOTO (PYHKIIOHYBAaHHS KPUTHYHOI iHPOPMALIHHOT iIHPpacTpyKTypH B YMOBaxX CydacHHX Kibep3arpos.

AHAJII3 TOCJIJI)KEHDb TA YBJIKAILIA

[MpoGnemaruka nmpotuaii NpuxoBaHMM KaHanam BUTOKY iH(popmauii B MCII € MDKIUCUIUILTIHAPHOIO Ta
OXOIUTIOE HAIIPSAMU KiOepOe3reky, BUSIBIICHHSI aHOMaJIiil y MepexeBoMy TpadiKy, OLiHIOBaHHS PU3HKIB, aIalITUBHOTO
yIPaBJIiHHSA KOHTP3aX0JaMHU Ta 3a0e3MeueHHs CTIKOCTI KpUTHYHOT iH(pOopMaIiiHOT iHYPACTPYKTYPH.

Y po6oti [1] po3rasHYyTO METOAM MPUXOBYBAHHS JaHHUX Yy KOMIT'IOTCPHHX Mepexax — BiJ| KIACHYHUX
MiAXOMIB 0 cydacHuUX peanizariii B [oT- ta Al-cepegoBumax. ABTOpH MOKa3yIOTh, IO MPUXOBaHI KaHAIN MOXYTh
(YHKIIOHYBATH Ha Pi3HUX PIBHIX MEPEKEBOI B3aEMO/I{ Ta BUKOPUCTOBYBATH JICTITHMHI IIPOTOKOJIH JJIsI MACKYBaHHS
ekc-Qinprpanii iHpopMarii. AKIEHTYETbCA yBara Ha pPO3pOOJICHHS aJalNTHBHUX MEXaHi3MIB MPOTHIIl, 3IaTHUX
BPaxOBYBaTH 3MiHy TaKTHKH MOPYIIHHKA. B [2] 3anmpornoHOBaHO BUKOPHUCTAHHS HEYITKOI JIOTIKH IS OIiHIOBAaHHS
pU3UKiB OaratocTramiifHuX KibepaTak Ha Mepeki KpUTHYHOI iH(pacTpykTypu. Takuil migXiy € BaXITUBUM LIS
MOOYZOBH IHTENEKTYaIbHUX CHUCTEM MNPHUHHATTS pillleHb, OCKUIBKM JIO3BOJISIE IIPAIIOBATH B YMOBAX HETIOBHOI,
HeTouHol abo cynepewinBoi iHpopMalii Mpo cTaH MEpEeXi Ta MOBEAIHKY HopyuiHuka. B po6oTi [3] mocmimkeHo
MUTaHHS I00YA0BH KpUNITOrpadiuHUX MPOTOKOJIIB, BIIbHUX BiJl KilentorpadiuHux moandikauii. Onucani mpuxoBaHi
MeXaHi3MU BUTOKY iH(opMalii Ta ix Moaudikallii, 110 MOKyTh CTBOPIOBATH HEIIOMITHI KaHAIIW Mepeadi CeKpeTHUX
JIAaHUX HAaBITh Y (GOpMaJIbHO 3aXMIIEHUX KPUNTOrpadiyHUX cHCTeMax.

Y pobotax [4, 5] pO3MISHYTO MO>JIMBOCTI MiJBUILEHHS PiBHS O€3MeKd XMapHOi iHQPacTpyKTypu 3a
noromororo MerofiB NLP Ta MamuMHHOrO HaBUaHHS, a TAaKOX METOAM BUSIBJICHHS IIKIAJIMBHX BIACTHBOCTEH
IBTEPHATHBHUX MTPOIIMBOK MapIIPYTH3aTOPiB. 3aCTOCYBaHHS IHTEIEKTYaIbHOTO aHATi3y JaHUX € MEePCIeKTHBHUM
JUIsl BUSIBJICHHSI HETHIIOBHX ITOBEJIHKOBHX ITaTEpHIB, NMPUXOBAaHMX O3HAK KOMIIpOMETalii Ta aHOMAJIii, a TaKoX
3MiHEHI MepeXeBiil MOBEMIHII Ta MOKIIMBOCTI MACKYBaHHS IIKIIJTMBOI aKTHBHOCTI M JETITUMHAHN Tpadik.

VY pobotax [6, 7] 3anpororoBano meron BusiBieHHs DNS covert channel Ha ocHoBi LSTM-Momeni Ta DNS
tunneling. ABTOpHU MOKa3a1y BUKOPUCTaHHS PEKyPEHTHHX HEHPOHHHUX MEPEXK, IO JO3BOJIMIIO BPaXOBYBATH YacOBY
3ajexHIiCTh DNS-3anuTiB, 1110 € BAKJIMBUM JIJIsI BUSIBIICHHS [PUXOBAHUX KaHAJIB Ta SKOCTI BUOpAaHHUX O3HAK, & TAKOXK
3IATHOCTI MOJIEJI aIaNTyBaTUCS 10 HOBHX CIIEHApiiB aTak.

Y npocmimxkeHHi [8] 3ampomoHOBaHO TMOBENiHKOBWN miaxim no BusBieHHs DNS covert channel i3
BUKOPHCTAHHIM MalIMHHOTO HaByaHHs. OCHOBHA IepeBara Takoro MiIX0My MHOJISrae y MOXJIMBOCTI BHUSIBJICHHS He
JIUIIE BiIOMUX, ajie i Moan(diKoBaHUX BapiaHTIB MPUXOBAaHUX KaHAJIB, IO 0co0NMMBO BaxnBo it APT-cueHapiis,
Y SAKHX ITOPYITHUK MOCTYTIOBO 3MIHIOE TAKTHKY eKc-(inpTpamii. Y poboti [9] mpeacTaBieHo cucTeMy BUSBIECHHS €KC-
¢inpTpanii nannx yepes DNS tunneling y peansHoMy uaci. Takuii HanpsiM € Oe31ocepeHbO MOB I3aHUM 13 TEMOIO
nmanoi crarti, ockinbkn MCII moTpeOyloTh ONEpaTMBHOTO NPHUHSTTS pillleHb I0J0 BUOOpPY KOHTp3axomiB 0e3
KPUTHUYHOTO IOTIPIIEHHS SKOCTI ()yHKIIOHYBAaHHS MEPEXKi.

VY crarti [10] 3amponoHOBaHO MOJETh aNaNTUBHUX 3ac00iB OC3IEKH HAa OCHOBI OIIHIOBAaHHS pu3UKy. Ls
poboTa € oxHi€0 3 HAWOUIBII OJNM3BKUX JIO JTAHOI TEMAaTHKU JOCIHIJKEHHS, OCKUIBKH OOIPYHTOBYE HEOOXIIHICTH
aBTOMAaTHYHOTO BHOOpPY 3aXMCHHX MEXaHI3MIB 3aJIeKHO BiJ] IMOTOYHOTO PIBHS 3arpo3d, PHU3HKY Ta CTaHy
iH(pOpMaLiifHOI CHCTEMH.

VY ¢dynnamentanpHOMy oriisifi [11] BukoHaHO Kiacuikallito MEpeKeBUX MPUXOBAHUX KaHAIIB Ha OCHOBI
mabJIoHiB X MOOYI0BU. ABTOPY CUCTEMAaTH3yBall METOM CTBOPEHHS NMPUXOBAaHUX KaHAIIB, 30KpeMa storage-based
Ta timing-based miaxomu, mo m03BoJsAE TAUOME (GopMai3yBaTh MOJENb 3arpo3 i BU3HAYATH HAHOIIBII JOIIBHI
KOHTP3aXOH1 ISl KOXKHOTO TUITy KaHany. [IpogosxeHHsIM € poboTa [12], 1e mpoBeaeHo oI METOiB IOOYA0BH Ta
BHSIBJICHHST MEPEXKEBHX MPHUXOBaHMX KaHalmiB. OcoONMBY yBary MNPUAUIEHO CYYacHHM INIXOJaM J0 aHami3y
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MEpEeKEeBOro Tpadiky Ta BHUSBICHHS MPUXOBaHOI KoMmyHikalii. I{e miaTBepKye HEOOXiqHICT IOETHAHHS METO/IIB
CTaTHCTHYHOTO aHaJi3y, MAIIMHHOTO HABYAHHS Ta aAallTHBHOT'O BUOOPY 3aXMCHUX JIIH.

Y nmocmimxenni [13] posrmsHyTO BHABNeHHS DNS-TyHETiB 3a JONOMOTO0 MAIIWHHOTO HaBYaHHS.
Pesymbrata poboTm migTBepmKyIOTh edextuBHicTs ML-mimxoxmiB s kinacudikamii DNS-Tpadiky, omHak Taxi
MeTOoAM 37eOiIbIIoro OpiEHTOBAaHI caMe Ha BHABIICHHS aTaKH, a HE Ha BHOIp ONTHMAaIbHOTO KOHTP3aXOAy Micis ii
BUSIBJICHHSI.

Y po6ori [ 14] po3risHyTO cCHCTEMY peai3amii cepBepiB 3 ypaXyBaHHAM aHOMaJiH y makerax. [lane mkepesno
€ BOXJIMBHM JJIs1 OOTPYHTYBaHHS HEOOXITHOCTI aHaJi3y MEpPEeKEeBUX aHOMAIIH SK OJTHOTO 3 IHAMKATOPIB MPUXOBAHO1
akTuBHOCTI. [1inXin, NOB’A3aHU 3 BUSBICHHIM aHOMAJiH y IakeTax, Moxke OyTH IHTErpOBaHMH y NEpLIMi piBEeHb
3aIPOIIOHOBAHO] 1HTEIEKTYaIbHOT CUCTEMH 1Sl GOpMYBaHHS IHTETPAIBHOI OIIHKU PU3HKY.

TakuMm YMHOM, aHaJi3 Cy4aCHHX JDKEpesl MMOKa3ye, IO OLIBLIICTh ICHYIOUMX JIOCTIDKEHb 30Cepe/KeHa Ha
OKpEMHX aclieKTax mpoliemu: moOynoBi NpUXOBaHKUX KaHaliB, BusiBieHHI DNS tunneling, knacudikanii MmepexeBux
aHOMaJIii, BAKOPUCTaHHI MalIMHHOTO HABYaHHS, OLIHIOBAaHHI PU3MKY a00 aJanTUBHUX 3acobax Oe3neku. BogHouac
HEJIOCTaTHHO PO3POOJICHUMH 3aJMIIAIOTHCS IHUTAaHHS KOMIUIEKCHOTO BHOOpPY KOHTpP3aXOJiB TMICIsl BHSBICHHA
MPUXOBAHOTO KaHAIY 3 OHOYACHUM ypaxyBaHHSM PH3UKY BHTOKY iH(opMaIlii, SsKOcTi (yHKIIOHYBaHHS MEPEXi Ta
AMoBipHOCTI ajanTanii nopyirHuka. CaMe e BH3HAYa€ aKTYaJbHICTh PO3POOJICHHS IHTENCKTYaJbHOI CHCTEMH
TNPUAHATTSA PIIIEHs MO0 BHOOPY ONTHMAaJIbHUX KOHTP3aXOMiB IPOTH IPHUXOBAaHUX KaHANIB eKc-(imbTparii
iH(popMarii B Mepeskax CIeIiaTbHOTO IIPU3HAYCHHS.

®OPMYJIOBAHHS IIJIEA CTATTI

MeTo10 cTaTTi € pO3pOo0JICHHS IHTENEKTYaIbHOI CUCTEMH NPUUHATTS PillleHb 1100 BUOOPY ONTUMAJIBHUX
KOHTP3aX0/1iB POTH NPUXOBAaHUX KaHaIB BUTOKY iHpopMmaii B MCII Ha OCHOBI alaiTUBHOTO OLIIHIOBAHHS PH3HKY,
MOKa3HUKIB SKOCTI (QYHKIIIOHYBaHHS MEpPeXi Ta HIMOBIPHOCTI 3MiHM TAKTUKH MOPYIIHHKA.

s focsTHEHHS METH POOOTH HEOOXiTHO:

1. IIpoBecTn aHaNi3 CydyaCHHX METOJIB MPOTHAIl MPHUXOBAaHNM KaHamaM BUTOKY iH(popmamii B MCII ta
BU3HAYHUTH iX OCHOBHI HEIOIIKH;

2. Po3pobutn MatemMaTnaHy Mozenb crany 3axumeHocTi MCII B ymoBax ekc-inprpamii iHGopMartiii uepes
MPUXOBaHI KaHAIN;

3. ChopmyBaTH MHOKHHY aJallTUBHUX KOHTP3aXO/iB Ta BU3HAYNTH iX (YHKIIOHAIbHE MPU3HAYCHHS JUIS
NpOTHUIIT MPUXOBAaHUM KaHallaM BUTOKY iH(opmarlii;

4. Po3poOuTH IBOPIBHEBY IHTENIEKTYaIbHY CUCTEMY MPUHHSTTS pillleHb 00 BUOOPY 3aXMCHHUX 3aXO0/(iB B
YMOBax JMHAMIYHOT 3MiHM CTaHy MEpEXi Ta MOBEJIHKH OPYIIHHKA.

5. TlpoBectH 4YmcellbHE MOJEIIOBaHHS POOOTH IHTENEKTYyaJbHOI CHCTEMH Ta OIIHUTH €(QEKTUBHICTH
3aIpOIIOHOBAHOIO MiJXOY IIPH PI3HUX CLEHAPIIX MPUXOBaHOI exc-(inbTparii iHpopmarii.

BUKJIAJL OCHOBHOI'O MATEPIAJTY
MCII, sika 3HaXOAWTHCS B CTaHI 3aXMCTY BiJ eKC-(PiabTpalii B MOMEHT Yacy !, MaTeMaTHIHO ONHUCYETHCS

qoTupuBHMipHIM BekTopoM S(f) | sIKuii Mae HACTYTHMIA BH:
S@) = {R,,, (1, R e (1), p():q(D)} » (1)
ne R, (t) — inrerpansuuii pusuk icHyBaHHS npEXoBaHOro Kamamy; R et (f) — pusuk akTHIHOTO BUTOKY
iH(popMarii; p(t) - HMOBIpHICTB 3MIiHH il TOPYITHHUKA; q(t) - noxasuk sxocTi 00CITyTOBYBaHHS MEPEKi.

s 3a6e3neuenns 3axucty MCII Big BuToKy iHdopMmaii HeoOXiqHO 31ifiCHIOBaTH KepyBaHHS IIPOLECOM
3axucty. [To3Haunmo uepe3 U MHOXHUHY KEPYIOUHX MapaMeTpiB, TOOTO MHOXKHUHY KOHTP3axXOZiB, sIKa CKIIaAa€ThCs 3

mecTu eneMeHTiB U,,i =1,6 . B Tabn. 1 mpeiacraBieHO IO3HAYEHHS KEPYIOUMX BIUIMBIB i iX (yHKIiOHAIbHE

MPpU3HAYCHHA.
Tabmmrs 1
Kepyrounii BnjiuB i iioro ¢gyHkuioHajJbHe NpU3HAYEHHS
u; = 1,_6 OyHKITIOHATBHE TIPU3HAYCHHS

U, Kepyrouwii BIUTHB, KW 3MEHIIIy€e NPOITYCKHY CIIPOMOXKHICTh KaHAITy Iepeiadi JaHuX

u, InTenexryansHe oOMexeHHs1 HeGe3neynoi DNS aktuBHOCTI 6e3 moBHOTO BikaroueHHs: DNS cepBicy

Uy AJNlanTHBHE CTOXAaCTUYHE CIIOTBOPEHHS YaCOBOI CTPYKTYpH Tpadiky

u, BBenenns mopyniHuka B OMaHy OIIIXOM CTBOPEHHS XHOHOTO iH(GOPMAIIHHOTO cepenoBUIIa

u 5 [305s11is1 MEpEKEBOrO CErMeHTa, By3ia a0o MiICUCTEMH, ITOB’S3aHOT 3 MiJO3PIJION0 aKTUBHICTIO

Ug IIpuMycoBe 3aBepIICHHS aKTHBHOI MepeKeBOi cecii, OB’ A3aH0i 3 BATOKOM JaHHUX

International Scientific-technical journal
«Measuring and computing devices in technological processes» 2026, Issue 2
127



Miscnapoonuii HayKoeo-mexHiuHuil JHcypHan
«BumiproganbHa ma o64yucioganibHa mexHika 8 mexHoJ102i4HUX npoyecax»
ISSN 2219-9365

Bgenemo tpu ¢yHkuii. @yHKIiS BTpaT Bij BUTOKY iH(opMarii:

C
Jw,0)=R,,(0): 1—C”’ , 2)

0

ne C, — emmicts kamany 1o sacrocyBamms komtpsaxomiB; C, — €MHICTh KaHany MiCIs 3aCTOCYBAHHS

KOHTp3axoxy U;,i = 1,6, mo npeacrasineni B tabu. 1.
®ynkuis (2) — 1e GyHKIiS BTpaT AKOCTi QyHKLIIOHYBaHHS MEpPExKi:

g(u,1) =max {0,q,., (1) =g, (1)}, 3)
re 4, () — axicTb OOCIYrOBYBaHHS MEPEXI MiCHIs 3MiCHEHHS KOHTP3aXOIiB.
@ynkuis (3) sBisie co060r0 QYHKIIE BTPAT Bifl IKOCTI 00CITyroByBaHHS:
dut) = p(t)-M,, 4)
me M, — mipa meraTMBHMX HACiZKiB, M0 BHHHKAIOTh 4Yepe3 Te, IIO MOPYIIHHK MPHCTOCOBYETHCS 0
KOHKPETHOTO KOHTp3axoxy U, .
Micns BBenenus Qpyukiii (2) — (4), BBenemo gpyukitionan J (u,t ) , AKA{ Ma€ HACTYITHE TIPEICTABICHHS:
J0)= fu,0)+ 2, gt0)+ Ay Pl )

ne 4, A, — Barosi KOSQIIi€EHTH YIpaBIiHHA, 10 BH3HAYAIOTH MPIOPHTETH IHTEIEKTYalbHOI CHCTEMH

NPUIHATTS PillIeHb.
i 1Ba KoedilieHTH € KIIFOYOBUMH MapaMeTpaMu KOMIIPOMICY, 1[0 IPEACTaBICHO Ha puc. 1.

Puc. 1. 3naunmicTs BaroBux KoedilieHTiB ynpapJiHHg KOMIIpoMicaMu

Koedimient A e KOe(IIiEHTOM BaXKITMBOCTI AKOCTI (DYHKIIOHYBAaHHSI MEPEXKi, [0 XapaKTEePU3Ye 3aTPHMKY

nepenayi iHpopMarlii, BapiaTUBHICTh YACOBHUX XapaKTEPHCTHK, BTPATH TAKETIB, IPOIYCKHY 3[JaTHICTh Ta JIOCTYIHICTh
cepBiciB. Y KOHTEKCTI MPOTUAIi MIPUXOBAaHUM KaHallaM eKc-(DinbTpalii, el KoedilieHT BUCTyIIae OOMEKEHHSIM Ha
3aCTOCYBAaHHS 3aXHMCHUX 3aXO0JIiB i BUKOPHCTOBYEThCS AJIsl 3a0e3nedeHHs OanaHcy MK €(peKTHUBHICTIO 3aXHCTy Ta
criiikicTio ¢pyHkuionyBanus MCII.

3pocTaHHsI 3HaUeHb KoedilieHTa ll , [0 BXOJUTh B IIPEACTaBICHHA (5) MOKa3ye, IO CTIMKICTh cUCTeMHU
3axucty MCII nopyuryeTbcest Ipu 3aTpUMKax, U BTPaTi AOCTYITY i P 3HMKEHI SIKOCTI cepBiciB. B 1ipomMy Bunaaxy
HEeoOXiTHO o0MpaTh M’SKi KOHTP3axoJH, 3[iMCHIOBAaTH aJaNTHBHE NPHIYLNICHHS 1 BBOAWTH IOPYIIHHKA B OMaHy.
SIKIO K 3HAYCHHS 4, 3MEHIIYIOTBCS, TO LE CBIXYMTH NPO Te, IO NAPAMETPH, sKi XapaKTepU3yioTh SKICTb
¢ynkiionyBanns MCII crae MeHII BayKIMBUMY 1 TIPH [IbOMY JIOITYCKArOThCSI X)KOPCTKI MIpH 3aXUCTY 1 3apaju Oe3neKu
HEeoOXiTHO 3MiHIOBaTH a00 MOJEPHI3yBaTH TOIOJIOTiI0 MEPEXKi, a 3HAUNTD 1 BIIMOBIIHI artapaTHO-MPOTrpaMHi 3aCO0H.

Koedimient /12 XapaKTepu3ye BaXJIMBICTh MMOBIPHOCTI agamnTamii MOpymIHHWKA. SIKIIO 3HaYEHHS LBHOTO

Koe(illieHTy 3pOCTalOTh, TO IHTENEKTyaJIbHA CHCTEMa BPaXxOBY€E HE JIMIIE MOTOYHY aTaKy, a ¥ peakiiio afanTHBHOTO
37I0BMHCHHKA, TOOTO CHCTEMa CHpHUAMAae SK AWHAMIYHHUN KOHQIKT MK 3JIOBMHCHUKOM, SIKHII HaMaraeTbcs
aJanTyBaTUCh, 1 CHUCTEMOIO iHGopMaliHoro 3axucty. KpiM TOro, me 3pOCTaHHS MOKa3zye, MO 3JI0BMHCHUK
HaMaraeTbCcsl 3MIHUTH KaHall eckajamii. B oMy BUMaaky HEOOXiTHO YHHKATH KOPCTKOTO OJIOKYBaHHS 1 HagaBaTh
MepeBaru TakuM JIisiM, SIK BBOJWTHU aTaKylOdoro B OMaHYy, 3/1MCHIOBATH BUTIQJKOBI 3aTPUMKH 1 3/IIHCHIOBATH 3aXO0/IH

IIPOTHU CTCIKCHHSA. HKIIIO K 3HAYCHHA ﬂvz 3MCHIIYHOTLCA, TO LI€ O3HAYae€, 110 iHTeJ’IeKTyaJ’ILHa CHUCTEMaA HE BpaxXOBY€E

aJanTaIito 3J0OBMUCHHKA. B I[bOMY BHIMAaJIKy HEOOXiTHO 3iHCHIOBATH JKOPCTKE OJOKYBaHHsS POOOTH Mepexi abo
MIPUITHHATH 11 poOOTY.
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[icns BBenenHst mnpencrasieHb (2) — (5) 3amada iHTENEKTyaJdbHOI CHCTEMH MPUHHATTS pillIeHb

"
c(OpMyITIOEThCS HACTYITHEM YMHOM: HeoOXiaHo 3Haiftu Taky ¢ynkmito U, (1) €U amantusHOTO KepyBaHHS, 1m06
BUKOHYBaJIach yMOBa:

* . .
u, () =argminJ(u,t), j=1,6 (6)
u;el
py 0OMEXXEeHHI

QM‘- (t) 2 QKpumuwe N (7)
PiBHicTh (6) MOKa3ye, MO cECTeMa MpUiMae TaKuil KOHTP3aXiJ B MOMEHT 4acy [, PH IKOMY (YHKIIOHAT
(5) npuiimae HaiimeHIIe 3HaueHHs. To0TO, i3 HabOpYy, 1O HpeAcTaBiIeH] B Ta0M. 1, iHTEIeKTyallbHA CUCTEMA TIOBHHHA
o0Oparn HalO1TBII panioHanpHAH 3axin. HepiBHicTh (7) mOKa3ye, MO Micisd 3aCTOCYBaHHSA KOHTP3axony Y (t) sxictp

g, () QpyHKIioHyBaHHS MEpPEXKi Ma€ 3AIUMIATHCS HE HIKYOK 33 KPHTUIHO IOMYCTHMUI PiBEHb 9 pumune -

OcHoBHi pe3yabtaTH. Ha ocHOBI chopMyaboBaHOT NMOCTAaHOBKM 3ajadi MPEICTaBUMO IHTENEKTyalbHY
cHCTeMy, sIKa CKJIaJaeThcs 3 ABOX piBHIB. Ha mepriomy piBHI 37ilicHIOETBCS OliHKa cTany 3axumieHocti MCII B
MOMEHT 4acy [, a Ha IpyroMy piBHI OOMpa€eThCs KOHTP3axij, SKUil BU3HAYAETHCS 3a MPaBUIOM (6) 3 ypaxyBaHHIM
obmexenHs (7).

PiBens 1. Oninka crany 3axumenocti MCIIL. Ha npomy piBHI pOpMy€eThCS iHTETpalbHAN PU3HK iICHYBaHHS
NPUXOBAHOTO KaHANy, SIKUil ysBIslE CO00I0 aTUTUBHY (YHKIO, sIKa CKIAaJa€ThCs 3 YOTHPHOX O3HAK 1 sIKa Mae
HACTYITHE TPE/ICTaBICHHS:

R (t)=wSt(t)+w,H(t)+w,B(t) +w,A(t), (8)

me St(f) — cratmcrvka BUABICHHS, KA NOKA3ye HACKIIBKH PEXHM PoGOTH Tpadiky B MOMEHT uacy !
BIAXMJIMBCS BiJj HOPMAJIBHOTO PEXKUMY, TOOTO, HACKUIBKY 3MIHHJIMCh YaCOBI XapaKTEPUCTHKU Tpadiky B HOTOUYHUIH

Moment uacy; H (1) - eHtporis Tpadiky, TOOTO BUMIp, KU MOKa3ye HACKITBKA TpadiK CXOKUHA Ha BHIIQIKOBO
3aKO0/I0BaHI JlaHi;

B (f ) — TI0Ka3ye, 9U € IepioIuIHa aAKTUBHICTh B MEPEKEBI aKTUBHOCTI; A(f ) — iHTerpasbHa OIliHKa aHOMAJIBHOCTI

DNS tpadixy; w,,i =1,4 — Barosi koedirienTn aganrari.
Ha oCHOBI eMImipHYHUX CIOCTEPESIKEHb 0YJI0 3pOOJICHO BUCHOBOK IS J[iala30HiB 3HAYCHb 1HTETPAIBHOTO

pusuky. JAkmo R, (t) €[0,0.3), o 1e o3nauae uo MCII npaioe B HOpMATBLHOMY peskumi, npu R, (t) €[0.3,0.7) e

int int

Ti103pa aTaku Ha MepPexKy i mpu R, (t) €[0.7,1]na MCII 31iliCHIOETbCS aTaKa.

int

PiBenn 2. Bubip xontp3axoxy. Konrpsaxin oboupaerscs 3a mpaBmwioM (5) 1 aganTHBHUM PO3PAXYHKOM

KOoeilieHTIiB /1] Ta /12 32 HACTYITHUM IIPABUIIOM:

A+ =A@ +n-A(1), i=12, )

jxe 77 — Koe]illieHT HABYAHHS IHTENeKTyanbHOI chctemd; A, — ToOMHIKa KepyBaHHS SKOCTI
(yHKIIOHYBaHHS MEpexi, 110 XapakTepu3ye 3aTpuMKy Iepenadi iHQopmanii, BapiaTUBHICTH YaCOBHX
XapaKTepUCTHUK, BTPATH MAKETIB, IPOIYCKHY 3[aTHICTh Ta IOCTYIHICTh CEPBICIB.

lle BaXJIMBOIO YMOBOK (DYHKLIOHYBaHHS iHTEJIEKTYaJbHOI CHCTEMH NPUHHSATTS PIlICHb € aCHMIITOTHYHA
301KHICTB IO CTIHKOCTI JIOKQTBHOTO MiHIMyMY (pyHKIioHaNa (5). ToOTO, MOCIIAOBHICTh 31iHCHEHHS KOHTP3aXO0/IiB B
KIHIIEBOMY €Talli TOBUHHA NPSMYBATH JI0 ONTHMaJIbHOT0. MaTeMaTH4HO 1ie TBEPJKEHHS 3aIUCY€EThCS HACTYITHOIO
YMOBOIO:

limu, =u™ (10)
t—o©
1 IpH IIbOMY ITOBHHHA NOCTIHHO BUKOHYBaTHUCh YMOBA:
J(u(t+1),0) < J (u(@),t). (11)

Hepignicts (11) nokasye, o CykyIHi BTpaTH CHCTEMH MOHOTOHHO 3MEHIIYIOThCS 3 4acoM. [IpecTaBieHHs
(10) i (11) moka3yroTh, MO SKIIO CHCTEMa 3MIiHIOE KOHTP3aXOJH JOCUTh «00EpekHO» 1 HEe POoOUTh HAATO PI3KUX
KPOKIB, TO 3 4aCOM BOHA ITOYHMHAE 00MpaTH Aenaii eeKTUBHIMII 3aXUCHI Iii Ta cTabii3yeThcss HABKOJIO HAKPAIIoro
pimeHHs. IHakmie KaXXydw, 3alpOIIOHOBAHA IHTENEKTyajbHAa CHCTEMa BHOOPY KOHTP3aXOAiB Ma€ BIACTHUBICTH
ACHMIITOTHYHOI 301KHOCTI 0 CTIMKOTO JIOKAITbHOTO MiHIMyMYy (YHKIIOHAJIy BTPaT 32 YMOBU JAOTPUMAaHHS BHMOT
OITYKJIOCTI Ta OOMEXEeHOCTI Kpoky amamtarii. lle rapantye mepeabadyBaHICTh MOBEOIHKHM CHCTEMH, BiJCYTHICTBH
HECTIHKHUX KOJIMBaHb 3aXMCHUX BIUIMBIB Ta CTiliKe 3HWKEHHS CYKYITHOTO PHU3UKY BUTOKY iH(popmanii B MCII.
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Jdnst omiHKM e(eKTUBHOCTI pO3pO0JIeHOi BOPIBHEBOI IHTENEKTYaJIbHOI CHCTEMH OyJ0 CTBOPEHO
eKCIIEpUMEHTaNIbHY MoJeNb iH(popMaliiiHo-TenekomyHikanitHoi MCII, mo ¢yHKUiOHye B yMOBaxX NPHXOBaHOTO
BHTOKY iH(opmarii. B Tabmn. 2 nmpencTaBieHo pe3yIbTaTH BiIIOBIIHUX PO3PaxXyHKIB.

Tabmuus 2
YucaoBuii npukiajg pyHKUiOHYBaHHS iHTeJIEKTYaIbHOI CHCTEMH NPUITHATTS pilieHb 1010 BUOOPY
KoHTp3axoais B MCII

Cu_ BaxumuBicTs sikocTi
u, 1-— q, (0 f(u,t) g(u,t) ¢(u,t) J(u,l) (yHKIiOHyBaHHS
Co MCII
u 0.62 0.9 0.3192 0 0.138 0.3882 TaK
|
u 0.84 0.8 0.1344 0 0.3128 0.2908 TaK
2
u 0.71 0.86 0.2436 0 0.1012 0.2942 TaK
3
u 0.55 0.93 0.378 0 0.552 0.4056 TaK
4
u 0.94 0.6 0.0504 0.2 0.3588 0.3698 Hi
5
u 0.98 0.42 0.0168 0.38 0.4232 0.4944 Hi
6

Ha ocHoBi manux (Tabim. 2) Ha puc. 2 Ta puc. 3 MPEACTaBICHO peatizallito piBHIB 1 i 2 iHTEIEKTyaabHOT
CHUCTEMH NPUHHSATTS PIIICHb.

Pinens 1. Omaxn npn £,,(1=0776

1

0.8 4

2
)

e
1

Hopvonani mawenns

0,21

H) B0 At
O3naKH NPHXOBAHOTO KANATY

Puc. 2. llepuunii piBeHb 1BOPiBHEBOI iHTEIEKTYAJbHOI CHCTEMU NPHIHATTS PillleHb HI0/10 MPOTH/II IPUXOBAHUM KAaHAJIAaM BUTOKY
indopmanii B Mepexi cnieniaabHOro NpU3HaAYeHHs

Ha puc. 2 HaBejleHO HOPMOBaHi 3HAYEHHS YOTHPHOX KIFOUOBUX 03HAK PU3HKY, SKi BXOJATH B IPEICTABICHHS
(8) s Busmauenns R, (1) . 3 puc. 2 Bugmo, mo R, (1) > 0.7 . 1le osnauae, mo inrenexryansua cucremMa BBaXae
HMOBIpHICT iICHYBaHHSI IPUXOBAHOTO KaHAJIy BUCOKOIO, TOOTO 3/1IHCHIOETHCS aTaka.

Ha puc. 3 npezcrasieHo 3uadenns gyuxuionany srpar J (U,f) s pisHEX KOHTP3aXOZiB.

Pisens 2. 3aaekmnicrs. dynkuionasy BTpaT 61 KoRTpIAX0Ty

04

| I

0,24

| I I
0

Puc. 3. [Ipyruii piBeHb 1BOpiBHEBOI iHTe/IeKTYaIbHOI CHCTeMH NPHUHSATTS pillleHb 1100 NPOTU/AIl IPUXOBAHHM KAHAJIAM BUTOKY
indopmaunii B Mepeski cneniajJbHOro npu3HaYeHHs

International Scientific-technical journal
«Measuring and computing devices in technological processes» 2026, Issue 2

130



Mixcnapoonuit HayKo60-mexHiYHUIL HeypHa
«BumiproganbHa ma ob6yucnoganbHa mexHika 8 mexHo/102i4HUX Mpoyecax»
ISSN 2219-9365

Ha puc. 3 mpezncraBneHo Apyruil piBeHb ABOPIBHEBOI IHTEIEKTYaIbHOI CUCTEMH IIPUUHSTTS PillieHb 11010
NpOTUIIT MPUXOBaHUM KaHajlaM BUTOKY iHpopmaiii B MCII. Puc. 3 imocTpye 3anexHicTh 3HaYeHHS (yHKIIOHAITY
srpar J(Ul;,!) Bix BHGOPY KOHKPETHOrO KOHTP3axoAy U, SKHil 34CTOCOBYETHCS VIS JIOKAMi3awii a6o IpHIyeHHs
MPUXOBAHOTO KaHAy eKkc-pimbTparii iHpopmarii.

BucoTa npsMOKyTHHKaA MOKa3y€e HACKIIBKU «IOPOT0» CHCTEMi 3aCTOCOBYBATH BIIIIOBITHHN KOHTp3axia. 3
JAHOTO PHCYHKY BHIHO, 0 MiHiMambHe 3mauenus dyukuionan J(U,f) npuitvae mpu U, . lle o3Hauae, mo s

PO3TIIHYTOTO CIIEHApil0 BUTOKY MaHuX depe3 DNS mei koHTp3axin 3ade3nedye Haiikpammid 6amaHc MK O€3IeKOI0
Ta CTaOITBHICTIO MEPeKi.

EdexTapHicTe pyHKIIOHYBAHHSA Mepe:ki

0.8

0.7

EdexrupaicTs |1

0.6

0,4 0,5 0,6 0,7 0,8 0,9 1
TokasHEHK AK0CTI PYHROIOHYBAHHA Mepeski mic1s 31idcHeHHA KOHTP3AXoqy

Puc. 4. B3aeM03B's130K Mizk epeKTUBHICTIO KOHTP3axoAy i AKicTI0O GyHKUIOHAILHOCTI Mepeski mic/1s 3aCTOCYBaHHS KOHTP3aXo1y

Ha puc. 4 ToKa3aHO KOMIpPOMIC Mik e(heKTHBHICTIO KOHTp3axomiB |l1-— ~ | a sxictio q, ()
0

o0ciyroByBaHHsi Mepexi. 3 puc. 4 BHAHO, WO MiABHIIECHHS €()EKTUBHOCTI MPUAYIIEHHS MPUXOBAHOI'O KaHAIy
CYNPOBOJIKYEThCS TOTipiieHHsM mapamerpiB ¢yHkuionyBanHs MCII. I[lyHkTupHa niHisS BIANOBIZA€ KPUTHYHO
JIONIYCTHMOMY DIBHIO IMOKa3HHKA SIKOCTI (DYHKLIOHYBaHHS MEpeXi, HIDKUE SIKOTO 3aCTOCYBAaHHS KOHTP3axo[iB
BBaXXKA€ThCS HEMpHUITycTUMUM. OTpHMaHi pe3yNbTaTH MiATBEPIKYIOTh HEOOXITHICTh IHTENEKTYalbHOTO BHOOPY
3aXHMCHUX 3aXOiB HAa OCHOBI OaraTOKpHUTepiaJbHOT ONTHMI3aIlii.

Puc. 5 nemoHCTpYE SK iHTENEKTYallbHA CHCTEMa MIPUHHATTS PillICHHs 00Mpae KOHTP3axiJ Ha OCHOBI OanmaHcy
MiX e()eKTUBHICTIO 3aXHCTY, CTIHKICTIO MEPEXi Ta MiHIMI3aIli€f0 HMOBIPHOCTI ecKamaii 3 00Ky 3JIOBMHCHHKA.

Po3k1a1 pYHRIIOHATY BTPAT 32 KOMIOHEHTAMH

0,4

0.3

BHecok B Jlu,1)

0.2

0,1

Ll 5 uy " s g

: KonTtp3axoan

J(u,t
Puc. 5. Ctpykrypa pynkuionana srpat ( ’ ) , SIKHii pO3paxoByeThCsl B APYroMy piBHI iHTe1eKTyaJbHOI cCHCTeMH NPHITHATTS pillleHb
10710 IPOTH/ii MPUX0OBaHUM KaHaIaM ekc-¢insTpanii B MCII
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Ha pric. 5 mpencTaBieHo CTpyKTypy dyHKiioHany Brpar J (u,,1) , sixmid BUKOPHUCTOBYETHCS Y IPYTOMY PiBHI

IHTEJIEKTyaIbHOI CHUCTEMH MNPHUHHSATTS pillleHb WI0J0 BUOOpPY KOHTP3axOMAiB INPOTH IPHUXOBAHMX KaHAIIB EKC-
¢inpTpanii ingopmanii 8 MCII.

BHUCHOBKH 3 TAHOT'O JOCJIIAKEHHSA
I IEPCIIEKTUBHU NNOJAJBIIUX PO3BIJOK Y JAHOMY HAIIPSIMI

Brmepme po3po06iieHO iHTENeKTyallbHy CHCTeMY NPUHHATTS pillleHb II0I0 BHOOPY KOHTP3axXOIiB HPOTH
MIPUXOBaHUX KaHaJiB BUTOKY iH(popmarrii B MCII, sika 6a3yeThcs HA MaTeMAaTHYHIA MOJIETI aJaTHBHOTO YIPABIiHHS
3aXMCHUMH 3aX0JaMH Ha OCHOBI IHTErpalbHOI OIIHKH PU3UKY Ta ONTHMi3amii CyKymHOTO (YHKIIOHAXy BTpaT i
3abe3nedye MiJBUIICHHS e()eKTHBHOCTI MpoTuiii mpuxoBaHuM kKaHamaMm y MCII 3aBasku auHaMivHOMY BHOOpY
ONTHMAIBHUX 3aXUCHUX 3aXOJIB NPH 30€peKeHHI NMPUHHATHOTO DPIBHS SIKOCTI OOCIYrOBYBaHHS Ta CTaOUIBHOCTI
(YHKIIOHYBaHHS! KDUTUYHOI iHQpacTpyKTypH. OTPUMaHO YMOBH CTIHKOCTI QJITOPUTMY Ta TOBEIEHO HOTO 301KHICTb.
YucenbHI pe3ynbTaTd MiATBEPAKYIOTh, IO IHTEJIEKTyalbHUI BHOIp KOHTP3axoiB 3a0e3neuye BUIYy €(hEeKTHBHICTD
3aXHCTY MOPIBHSHO 3 JIOKAJILHO-ONTUMAJIBHUMH PIIICHHSMH, OPIEHTOBAHMMH JIMIIE Ha MaKCUMalbHE PUIYLIICHHS
KaHaly.

[NepcneKTHBH MOJAJBIINX JOCIIKEHD TOJSTA0Th Y TOJABIIOMY:

- po3mMpeHHi Moieni Ha 6araTopiBHeBi posmoaineni MCII;

- iHTerpyBaTd METOJM MAIIMHHOTO HABYaHHS Ta INTYYHUX HEHPOHHMX MEPEX Ul INPOTHO3YBaHHSI
MOBEIHKU NMOPYIIHUKA;

- IOCIiDKeHHI MPUXOBAHMUX KaHATIB Y XMapHUX Ta MPOTPaMHO-KOH(ITYpOBaHUX MEpeKax;

- po3po0IIeHHI MEeXaHi3MiB aBTOMaTHYHOTO CHHTE3Y KOHTP3aXOMIiB Y PEXKUMI peallbHOTO Jacy;

OtpuMaHi pe3yabpTaTi MOKYTh OyTH BUKOPUCTaHI 1MiJ] 4ac noOyI0BY NEPCIIEKTUBHUX CUCTEM KiOep3axucry,
KOMIUIEKCIB MOHITOPUHTY MEpeXeBoro Tpadiky, CUCTEM BUSBICHHS MPUXOBAHUX KaHAJIB BUTOKY iH(popmauii Ta
aJlanTUBHUX IU1aThopM 3abe3nedeHHs iHpopmaniinoi 6e3nexun MCIIL.
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