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STOCHASTIC-SPECTRAL METHODS FOR BACKDOOR DETECTION IN NEURAL
NETWORKS FOR 6G SIGNAL PROCESSING

Modern 6G communication systems utilize deep neural networks (DNNs) for adaptive signal processing and spectral
resource optimization. Simultaneously, the risk of backdoor attacks is increasing, where hidden triggers embedded in the network's
weilghts can intentionally alter its behavior — a critical vulnerability for the physical layer of high-frequency signals. This study proposes
mathematically rigorous methods for detecting such hidden triggers, based on a combination of stochastic signal modeling, spectral
analysis, and information-theoretic entropy metrics.

6G signals are formalized as multivariate stochastic processes with known statistical properties, enabling the formalization
of anomalous modiifications introduced by hidden triggers. Neural networks are treated as non-linear operators that transform signals
into the output space, providing a mathematical definition of the network's sensitivity to potential attacks. The methodology integrates
spectral and wavelet signal analysis, singular value decomposition (SVD) of weight matrices, and an assessment of information
interconnectivity, which enables the detection of anomalies within both the network structure and the signal spectrum.

A unified detection criterion is proposed, combining spectral, stochastic, and information-theoretic features to ensure the
localization of anomalous components and a formalized assessment of network resilience. Experimental validation involves 6G signal
simulation and testing across varfous neural network architectures, allowing for an evaluation of the accuracy, sensitivity, and reliability
of the proposed methods. The expected outcome is a mathematical framework for the secure operation of neural networks at the 6G
physical layer, which enhances the resilience of high-frequency communications against hidden triggers and establishes a scientific
basis for the further development of detection algorithms and security assessment of signals in complex telecommunication systems.

Keywords: 6G communications, neural networks, machine learning systems, cybersecurity, anomaly detection, backdoor
attacks, SVD procedures.

KNBWJIO €pren, POMAIIKO Irop, KAJTAIIHIKOBA 1Omnis

Hauionansnuii yniBepcurer «IlonraBcbka nositexHika imeni FOpist Konapariokay

YOPHUM AnTon

TOB IIBH3 «YHiBepcuTeT CydacHUX TEXHOJOTiH»

CTOXACTUYHO-CHEKTPAJIBHI METOJH JETEKIII IPUXOBAHUX TPUTEPIB
Y HEUPOMEPEXKAX JJIS1 ObPOBKU CUT'HAJIIB 6G

CyyacHi cucTemu KoMyHIKaLivi LWOCTOro MoKoJTiHHS BUKOPUCTOBYIOTE ITIMOOKI HEVPOHHI MEPEXI 4/15 afaTBHOI 06pobku
CUrHA/IIB Ta ONTUMIBALYII CIIEKTPA/IbHMX PECYPCiB. BOAHOYAC iABULLYETLCS pr3nk backdoor-atak, Ko/m rpuxXoBaHi TDUIrEpU y BaroBux
n1apameTpax MEPEXI MOXYTb LI/IECIPSIMOBAaHO 3MIHIOBATY ii MOBEJIHKY, LYO KPUTUYHO A4/15 QI3MYHOIO PIBHS CUIrHAa/1iB BUCOKUX YaCTOT.
Y AoCHimKeHHI 3arporoHoBaHo MaTeMaTMyHO OOrpyHTOBaHI METOAM AETEKLii rpuXoBaHux TpUrepis, 6a3oBaHi Ha MOEAHAHHI
CTOXaCTUYHOIrO MOAEIOBAHHS CUIHA/IB, CIIEKTPASIBHOMO aHasizy Ta IHGOPMAaLIIVIHO-EHTDOMVIHUX METPUK.

Curram 6G QpopmasnizytoTbCs Ik 6aratoBUMIPHI CTOXaCTUYHI MPOLECH 3 BIJOMUMU CTATUCTUYHUMM BIIGCTUBOCTSIMY, O
L03BOJISE GOPMasI3yBaTH aHOMAsIbHI MOAMGIKAL], BBEAEHI MPUXOBaHUMU Tpurepamu, HevipoMeEPEXi po3r/isaaroTsCsa K HETHIHI
onepaTopy, SKi TPaHCEOPMYIOTL CUTHA/N Y BUXIAHMA MPOCTID, 1O 336E3rIeHyE MATEMATUYHE BUIHAYEHHS HyT/IMBOCTI MEDEXI 4O
OTEHUMiHuX atak. MeTogosioris nepesbayac IHTerpauito CrneKTpasbHoOro 1a BEUB/IET-aHaslBy CUMHANIB, CUHIYJISPHOMO pO3Kiany
BaroBux MatpuLb Ta OLIHKY IHE@OPMALIVIHOI B3aEMO3BA3HOCT], 1O [O3BOJISE BUSB/ISTH aHOMAsi y CTPYKTYPI MEPEXI Ta CrIEKTDI
curHasis, 3arnporioHOBaHO YHIQIKOBaHWA KPUTEDIN AETEKUI, K KOMOIHYE CrIEKTPAa/IbH], CTOXaCTUYHI Ta IH@OPMALiiHi O3HaKu,
3a6e3r1eyyroun J1I0Kasi3aLito aHOMa/IbHUX KOMITOHEHT | @OpMAa/I30BaHy OLHKY CTIMKOCTI MEDEXI. EKCIIEpUMEHTA/IbHa NEPEBIPKa
1ePEABAYAE CUMYIALIIO CUIHA/IIB 6G Ta TECTYBAHHS HA PI3HUX 3PXITEKTYPax HEVPOMEDEX, LLO AO3BOJISIE OLIHUTYU TOYHICTL, Yy T/IMBICTH
T8 HaAMHICTb 38ITPOITOHOBAHMX METOIB.

OdiKyBaHmiA pe3y/IbTaT rosISrac y CTBOPEHHI MAaTEMaTUYHOIO DPEViMBOPKY A1 GE3NEYHOI pobOTH HEHPOMEPEX HA
DiBNYHOMY pIBHI 6G, 1O 330E3I1eYyE MABULLEHHS CTIMKOCTI BUCOKOYACTOTHUX KOMYHIKALIVI 4O MPpUXOBaHUX TPUIEPIB 1@ (opmye
HayKoBy OCHOBY AJ/IS1 [TOAG/IbIUOMO PO3BUTKY a/IrOPUTMIB AETEKUIT Ta OLIHKM GE3rIeKu CUrHa/mB Y CKIGAHNX TE/IEKOMYHIKaLVIHUX
cIcTemax.
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PROBLEM STATEMENT

6G communication systems are characterized by ultra-high frequencies, wide spectral bands, and high signal
density, necessitating the use of complex physical-layer neural networks for adaptive signal processing, spectrum
optimization, channel prediction, and resource management. The architectures of such networks incorporate deep,
recurrent, and transformer-based models that operate on multidimensional signals of a stochastic nature. While this
complexity enhances processing efficiency, it simultaneously creates new vulnerability vectors — particularly
regarding backdoor attacks — where specifically crafted triggers embedded within the network's weight matrices can
intentionally alter its behavior.

At the 6G physical layer, even local anomalies in spectral characteristics or weight matrix structures can lead
to critical failures, such as loss of data integrity, incorrect decoding behavior, or unauthorized activation of functional
blocks. Moreover, existing approaches to backdoor attack detection, which are primarily designed for classical
machine learning and computer vision tasks, fail to account for the specifics of high-frequency signals, phase and time
relationships, the stochastic nature of the data, and the non-linearity of neural network transformations. Most existing
methods also require large training datasets, which limits their application in real-time scenarios or environments with
restricted access to raw physical signals.

Thus, there is an urgent need to develop mathematically rigorous, formal methods for detecting hidden
triggers in neural networks for 6G signals. These methods should integrate spectral and wavelet analysis, statistical
processing of weight matrices, stochastic signal modeling, and information-theoretic entropy metrics.

Such an approach enables precise anomaly localization, sensitivity assessment of the network to potential
attacks, and ensures the resilience of high-frequency electronic communication systems against hidden threats, which
establishes the relevance and scientific novelty of this research.

ANALYSIS OF THE LATEST RESEARCH

The security of neural networks, particularly their vulnerability to backdoor attacks within complex machine
learning systems, has become a priority area of scientific research in recent years. The increasing complexity of deep
neural network architectures and their integration into mission-critical infrastructures have necessitated a systematic
analysis of latent vectors affecting the parametric structure of these models.

In 2025, a comprehensive review [1] was published, summarizing the spectrum of backdoor attacks and
neutralization mechanisms in deep neural networks and large language models, while also analyzing the evolution of
these threats. This work systematized both classical and state-of-the-art approaches to neural network security.

Fundamental analysis of the nature of backdoor threats has driven the development of methods focused on
examining the frequency characteristics of hidden triggers. Specifically, this involves the use of spectral entropy to
detect extraneous signatures in high-dimensional 6G data. For instance, the study in [2] demonstrates that traditional
backdoor triggers are characterized by distinct high-frequency components, which can serve as diagnostic features for
detection. Conversely, the authors also illustrated the feasibility of constructing so-called "smooth" triggers with
suppressed spectral signatures, which significantly complicates the application of classical detection methods.

A distinct research direction focuses on practical methods for detecting backdoor-infected networks under
conditions of limited data access. Research [3] proposes data-free approaches that allow for the detection of modified
neural network models without the use of training datasets a critical requirement for scenarios where access to primary
data is restricted or entirely impossible.

Finally, the study in [4] presents a generalized taxonomy of backdoor attacks, systematically classifying the
mechanisms of their injection into neural network models and analyzing existing approaches to their detection and
mitigation. Particular attention is paid to the fact that the injection of backdoor triggers can occur during the model
training phase, while their destructive impact remains latent until the activation of a specific trigger input.

The further development of this field is reflected in studies focused on the frequency aspects of backdoor
attacks [5], which have expanded the understanding of trigger behavior within the spectral domain. These works
demonstrate both the feasibility of their detection based on spectral features and the potential for utilizing frequency
masking mechanisms to bypass traditional defensive measures.

In general, international research primarily concentrates on the security challenges of deep neural networks
and machine learning algorithms within general domains. However, the specificity of the signal-driven nature and the
physical layer of telecommunications, particularly in 6G systems, remains insufficiently explored, indicating a
substantial gap in contemporary scientific knowledge.

Within the scope of ML security for telecommunication systems, general threats to the functioning of
machine learning algorithms in the 6G environment are considered, including problems of algorithmic poisoning,

International Scientific-technical journal
«Measuring and computing devices in technological processes» 2026, Issue 2
111


https://creativecommons.org/licenses/by/4.0/

Mixenapoonuit HayKoeo-mexniuHuil JHeypHan
«BumiproganbHa ma o64yucioganibHa mexHika 8 mexHoJ102i4HUX npoyecax»
ISSN 2219-9365

manipulation of weight parameters in federated learning models, and their impact on system reliability [6].

Similarly, early research on attack analysis in 6G ML systems emphasizes the necessity of integrating
security mechanisms directly at the design stage of ML-oriented architectures [7]. Notably, studies dedicated to
analyzing the frequency characteristics of backdoor triggers and their impact on model behavior [1] are directly
relevant to signal processing tasks characterized by complex spectral structures.

An analysis of Ukrainian scientific publications indicates a primary focus on attack detection in distributed
systems and the application of neural network methods for anomaly detection. While these studies do not specialize
directly in backdoor models, they demonstrate the Ukrainian scientific community's consistent interest in ML and
neural network security. Specifically, study [8] provides an overview of attack detection methods in distributed
systems using neural networks, highlighting existing limitations and the need for improved defensive mechanisms.
Concurrently, domestic research analyzes ML-based attack detection models in IoT networks, which is directly
relevant to secure intelligent data processing tasks [9].

Thus, contemporary scientific research demonstrates the intensive development of backdoor attack theory
and detection methods in classical ML tasks, with a growing focus on the frequency characteristics of hidden triggers
and increased interest in ML security within telecommunication systems. At the same time, a significant scientific gap
remains in applying these approaches to neural network models processing physical-layer signals in 6G systems,
which necessitates the development of new, mathematically rigorous methods specifically tailored to such systems.

FORMULATION OF THE GOALS OF THE ARTICLE
The objective of this paper is to develop and theoretically substantiate a mathematical framework for
detecting hidden triggers within the weight structures of neural networks designed for 6G physical-layer signal
processing. By integrating stochastic-spectral analysis, operator-theoretic modeling, and information-theoretic
entropy criteria, this research aims to enhance the resilience of intelligent telecommunication systems against hidden
(backdoor) attacks.

PRESENTING THE MAIN MATERIAL

Unlike classical machine learning domains, where backdoor attacks manifest primarily at the level of
semantic features or spatial patterns, in 6G systems, hidden triggers are implemented through the modification of
statistical and spectral signal characteristics. This directly influences the behavior of physical-layer neural network
models. Such a paradigm shift necessitates moving away from heuristic and empirical approaches toward a precise
mathematical formalization of backdoor mechanisms within the signal and model parameter space.

Within the scope of this research, 6G signals are modeled as multidimensional stochastic processes, described
by vector time realizations with correlated components, non-linear dynamics, and frequency-dependent properties.
This approach enables a comprehensive analysis of both the temporal and spectral signal features characteristic of
ultra-wideband and high-frequency 6G channels.

In the proposed model, backdoor triggers are interpreted as anomalous structural perturbations in the
statistical description of the signals. These manifest as deviations in the covariance structure, alterations in correlation
dependencies between signal components, and local deformations of the power spectral density (PSD).

Such modifications do not violate the neural network model's overall functionality during standard operation;
however, they lead to controlled degradation or alteration of its behavior upon the activation of a hidden trigger.
Collectively, these results form the theoretical foundation for establishing quantitative backdoor attack detection
criteria based on the analysis of covariance operators, spectral invariants, and information-theoretic entropy metrics,
which is critical for ensuring the resilience of 6G neural network signal processing systems.

Physical-layer signals in sixth-generation communication systems are characterized by high dimensionality,
complex space-time structures, and significant stochastic variability arising from multi-path propagation, ultra-dense
topologies, hybrid analog-digital architectures, and dynamic adaptation of transmission parameters.

Consequently, their correct analysis requires a formalized mathematical apparatus capable of adequately
representing both the temporal and statistical properties of such signals.

Let (Q,F,P) bea probability space, where Q is the sample space, F is the c-algebra of events, and P is
the probability measure. The 6G physical-layer signal is modeled as a measurable vector stochastic process
x:(0 BCL F o0o¥BCVY | (1)
’ \ ]
where N denotes the number of spatial, frequency, or antenna components, reflecting the multi-channel
nature of modern telecommunication systems.
The process X(t,0) is assumed to be square-integrable with respect to the measure P , i.e.,
x(t,)e F(Q,F ,P;0Y  Eplx(0)I’<eo. 2)
This condition ensures the well-posedness of second-order statistical characteristics and allows for the

application of the spectral-operator apparatus.
The mathematical expectation of the process is defined as
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p(t) = Ep[x(t, )], 3)
and the covariance matrix is given by:
T
R, (7)=E; | (x(t.0)- p)(x(t+7,0)-p)" |. @
For wide-sense stationary processes, the covariance function induces a linear self-adjoint integral operator
RO = [R (=) (s)ds, )

defined in a Hilbert space [10]. The spectral properties of this operator play a pivotal role in analyzing the
structural features of physical-layer signals.
In the frequency domain, the process is characterized by the power spectral density matrix

S, () = j: R ()¢ dr, (6)

which reflects the signal's energy distribution across frequencies and the cross-spectral interdependencies
between its components. This spectral representation is fundamentally important for the subsequent analysis of hidden
anomalies, given the complex multi-band structure of 6G signals. Within this formalism, the subsequent signal
processing by neural networks can be represented as a non-linear operator mapping

(0 =F,(x(0), @
where F is a parameterized operator, and @ is the set of weight coefficients. Such a mapping establishes a

formal framework for analyzing the impact of hidden backdoor modifications on the statistical and spectral
characteristics of the output signals.

Backdoor attacks in 6G physical-layer ML systems can be formalized as either local or global modifications
of the signal’s statistical characteristics that remain imperceptible during standard neural network training yet induce
a controlled alteration of the output upon the activation of a specific trigger. Mathematically, these modifications can
be interpreted as anomalous perturbations of the stochastic process's covariance and spectral operators.

Let X(f) be a multidimensional stochastic process representing the 6G physical-layer signal. Then, the signal

containing an embedded backdoor trigger can be expressed as
x° (1) =x(1)+6(t), ®)
where 0(f) is a structured perturbation localized within the time-frequency or spatial subspaces of the signal.
These modifications manifest in the covariance structure of the process:
RS (7)=R, (1) +AR(7), )
where AR(7) — anomalous deviation caused by a backdoor trigger.

For traditional triggers, AR(7) may exhibit high-frequency components that are readily detectable.

Conversely, for 'smooth' or stealth triggers, the perturbation is distributed across the entire spectrum and does
not significantly alter the signal's energy centroid.

Similarly, in the frequency domain, the introduced perturbation results in modifications to the power spectral
density matrix:

S¢ (w) =S, (0)+AS(®) , (10)
where AS () is the spectral component of the anomaly, localized at frequencies @ . For multidimensional

6G signals, AS(®) is a hermitian matrix that can be analyzed via the eigenvalues and eigenvectors of the spectral
operator, enabling the identification of hidden changes across various channels and subspaces.
Within the operator-theoretic framework, a linear perturbation operator can be defined as

(AR f)(¢) = L AR(Df(t—7)d7 (1)

acting in a Hilbert space I’ (P;0 V" The detection of backdoor triggers is reduced to identifying non-zero

anomalies in the spectral characteristics of this operator.
Under these conditions, an information-theoretic framework allows for the formalization of a detection
criterion:

D(x*) =l $¢ () =S (0) 2, (12)

where Il -l ; denotes the Frobenius norm. The quantity D(X) allows for the quantitative assessment of the

deviation caused by the backdoor trigger and serves as a foundation for constructing formalized detectors in neural
networks.

Consequently, hidden triggers in 6G signals can be rigorously represented mathematically as anomalous
modifications to the covariance and spectral operators. This facilitates the application of spectral analysis, operator
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theory, and information-theoretic criteria for formalized detection, even under conditions of limited access to training
data.

The detection of hidden backdoor triggers in neural networks processing 6G signals necessitates the
application of spectral-stochastic methods capable of isolating anomalous components within the model’s weight
structures and the signal’s spectral characteristics.

Let W be the weight matrix of the neural network processing the multidimensional signal X(f). In the

presence of a backdoor trigger, can be represented as
W =W+AW | (13)
where AW denotes an anomalous weight modification that preserves the model's (1 ) nominal functional
behavior under benign inputs, while being triggered exclusively by a specific input pattern.
Singular value decomposition (SVD) is utilized to identify these anomalies:
We=UxV', X=diag(o,...,0,), (14)

where large 0; values reflect the dominant model components, while small singular values and the

corresponding vectors U,V may contain traces of backdoor perturbations.
For time-frequency signal analysis, spectral and wavelet analysis are employed, enabling the localization of
anomalous energy components within the spectrum:

$$(0)=8, (@) +A8(@), W, (t5)=[" x* (W, (2)dr, (15)
where W, (#,5) denotes the wavelet coefficients on the time-frequency plane (£,5) , and ¥, 1s the basis

wavelet function. Furthermore, the localization of anomalies within (Z,5) enables the identification of hidden signals

that trigger the backdoor activation.
The analysis of covariance and spectral perturbations of both weights and signals can be formalized via the
Frobenius norm of deviation and entropy-based criteria:

Dy =l WE=WI%  E, =H(SS(0)-H(S, (v)), (16)

where H(-) denotes the entropy of the spectral distribution. Thus, the combination of these metrics forms a

formalized anomaly detector suitable for real-world neural networks processing multidimensional 6G signals.
Within the proposed SVD-oriented neural network weight control procedure, the matrix deviation criterion
is defined as a generalized power functional:

Dy, =Il WE —WII5, (17)

where W is the current weight matrix of the model, W¢ is the reconstructed (reference) matrix obtained
after spectral filtering or truncated SVD decomposition, and £ > 0 is the variational sensitivity parameter.

The introduction of the & parameter provides a controlled adaptation of the detection criterion to the nature
of structural perturbations in the weight space. Specifically, at & = 2, the criterion adopts an energetic interpretation
and corresponds to the quadratic deviation measure, which is natural in spectral analysis. At 0 <& <2, a robust

estimation regime is implemented, which mitigates the impact of isolated large outliers and enhances sensitivity to
the distributed small anomalies characteristic of hidden backdoor modifications. Conversely, for &> 2, the response

to localized spectral anomalies is amplified, which is appropriate for cases of pronounced trigger injections.
Thus, the parameter & acts as a regulator of the detection mechanism's selectivity, allowing for the

alignment of the weight deviation metric with the information-spectral characteristics of 6G signals. Ultimately, the
generalized criterion D constitutes an adaptive tool for evaluating the structural integrity of neural network weights,

thereby enhancing the effectiveness of model-centric detection of hidden trigger injections in high-dimensional
environments.

Overall, the application of Singular Value Decomposition (SVD), spectral analysis, and wavelet analysis
enables:

- the localization of backdoor components within neural network weight matrices;

- the identification of spectral and time-frequency anomalies in physical-layer signals;

- the development of rigorous statistical and operator-theoretic criteria for hidden trigger detection.

Consequently, the proposed spectral-stochastic methods establish a mathematically rigorous foundation for
detecting backdoor triggers in complex 6G ML systems, ensuring high anomaly sensitivity even under conditions of
limited access to training data.

Detecting hidden backdoor triggers in neural networks operating within 6G multidimensional signal
environments constitutes a complex scientific and technical challenge. As noted above, the primary identification
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challenge lies in the preservation of the model's nominal performance despite local modifications to its parameters
[11], allowing the intervention to remain latent. Under such conditions, traditional anomaly detection methods, based
solely on covariance matrix analysis or linear spectral distribution, prove insufficiently effective, particularly in the
presence of complex non-linear or spatially distributed triggers.

To enhance detection sensitivity to such hidden modifications, an integrated approach combining statistical
and information-theoretic metrics is proposed.

Statistical metrics include the assessment of deviations in neural network weight matrices, the Frobenius
norm, and signal spectral analysis, enabling the localization of linear anomalies and perturbations in the time-
frequency domain. Information-theoretic metrics, such as spectral entropy and mutual information between input and
output signals, facilitate the assessment of changes in the information distribution and the detection of non-linear
dependencies characteristic of backdoor trigger activation.

The conceptual block diagram of the integrated detector (Figure 1) involves a sequential analysis of both the
signals and the neural network weights. The first block is responsible for the preprocessing of the 6G multidimensional
signal, including the computation of covariance and spectral matrices. The second block performs an analysis of the
neural network weights using Singular Value Decomposition (SVD) to identify anomalous components. The
subsequent block evaluates the information-theoretic characteristics of the signal and the dependency between the

network's (x°;y®) input and output.

The results from these blocks are integrated into a combined detection metric, which is compared against a
threshold value to determine the presence of a hidden trigger.

6G input signal ’—» Signal processing Neural network weigl Information analysis ——— Decision-making process

W Spectral entropy

Covariance matrix R (7) " H(S, (@)
@ \w)J)) a @

- SVD analysis - -
H El C I — % L . ‘ T

S .

— > > Backdoor trigger

Spectrum analysis S, (@) 1 5
SVD analysis ~y

| “‘ ” T

Fig. 1. Architecture of the Integrated Backdoor Trigger Detection System for 6G

_| Mutual information

I(x",y, [ Yes

The advantage of the proposed approach lies in its capability to simultaneously detect localized and
distributed modifications within the multidimensional structures of both the signals and neural network weights, which
significantly enhances sensitivity to backdoor triggers compared to classical methods. Furthermore, the integration of
statistical and information-theoretic metrics ensures adaptability to diverse neural network architectures and the
specific spectral characteristics of 6G signals, which is critical for deployment in modern sixth-generation
telecommunication systems.

Thus, the proposed methodology establishes a mathematically rigorous and technologically relevant
foundation for enhancing the reliability and security of intelligent 6G signal processing systems against latent
backdoor perturbations.

Backdoor attacks differ from classical anomalies in that they intentionally minimize global changes within
the model. Typically, the trigger is activated only within a narrow subspace of the input data, without violating
statistical consistency across the majority of the dataset. In high-dimensional 6G neural networks, this implies that:

- global means and variances may remain unchanged;

- the primary singular components of weight matrices do not undergo significant variations;

- however, local structural or non-linear dependencies emerge, which are activated under specific
conditions.

Therefore, effective detection must measure not only the amplitude of the deviation but also the structural
'distance' between the nominal and attacked operating modes across multiple orthogonal feature spaces.

To this end, an integrated detection functional is introduced, combining geometric (structural) and
information-theoretic components:

Lyt = oL,

+ Lo +7Lingos @, B,720, a+p+y=1, (18)

where Lg, is the statistical component (structural deviations of weights and covariances), Lypec is the

stat spec

spectral component (energy and time-frequency perturbations), Lis is the information-theoretic component (changes
in entropy and mutual information), and «, 3,y are the weighting coefficients.

From an interpretive perspective, this functional evaluates the generalized information-structural divergence
between the model’s nominal and potentially compromised operating modes.
The detection task is formalized as a binary hypothesis testing problem:
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H , :nominal operation, H; : backdoor attack presence .

Let the distributions of the integrated functional take the following form

p(LdetlHO)Tap(LdetlHl)- (19)

In accordance with the Neyman-Pearson lemma, the most powerful criterion for a fixed false alarm
probability is based on the likelihood ratio:
P(Lge| Hy) -
P(Lget | Hy)

In practical terms, this implies that the integrated functional constitutes a sufficient statistic for optimal
decision-making at a fixed Type I error rate. Thus, the mathematical construction of the criterion has an optimal-
statistical, rather than heuristic, nature.

In high-dimensional 6G systems, the volume of processed data is vast, and the number of neural network
parameters can reach millions. Given the weak correlation between the components of the integrated functional, in
accordance with the Central Limit Theorem:

Ly ~N (,07), ie{0,1. 1)

The detector's resolution is determined by the normalized distance between the means of the distributions
corresponding to the nominal and compromised operating states:

d'=_H1—"H (22)

I, o>
’—0' +o0,
2(1 0)

Therefore, the integration of independent features results in:

ALger) = (20)

- an increase in the discriminatory distance ) =t ;

- a reduction in relative variance due to signal aggregation;

— an exponential decrease in the probability of a missed detection (false negative rate).
It should be noted that, within the framework of Large Deviations Theory:

P~ MPKL , (23)

miss
where Dgy is the Kullback-Leibler divergence between the distributions under the hypotheses, and the
integrated criterion increases the total divergence:
(total) _ py(stat) (spec) (info)
Dy, =Dy +Dyg " + Dy (24)
thereby ensuring an asymptotic improvement in detection reliability as the data volume increases.

Under these conditions, the statistical component of the detection mechanism primarily responds to second-
order perturbations, the spectral component targets local energy anomalies, whereas the information-theoretic
component detects the emergence of latent functional dependencies, even in the absence of significant changes in
variance
8Ldet

00

The integration of these components results in a generalized functional characterized by a higher gradient
norm along the direction of the attack. This signifies enhanced variational sensitivity to minor structural modifications
of model parameters, particularly to latent trigger injections that remain undetectable at the level of global statistical
metrics.

For the attack parameter @ , the fisher information is defined as

s =H . (25)

1(6)=E l:(ilnp(Ldet | 0)}2} . (26)
ol
In accordance with the Cramér-Rao inequality:
A 1
Var(0) > m . 27
Since the Fisher information is additive for independent analysis components,
Diotar = Vgt +1 spec T I info > (28)

integrated approach provides an increase in the total information content relative to the perturbation
parameter. Consequently, given the additivity of Fisher information, the Cramér-Rao lower bound on the variance of
the attack parameter estimate is minimized, thereby theoretically justifying the enhanced stability, accuracy, and
robustness of the detection procedure in high-dimensional 6G environments.

In high-dimensional 6G environments, signals exhibit a multispectral structure and a vast parameter space,
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resulting in a complex multidimensional data configuration. Deep learning models deployed for such signal processing
operate in real-time, necessitating high throughput and decision-making accuracy [12]. Furthermore, backdoor attacks
are often adaptive and low-amplitude, rendering them difficult to detect via traditional methods.

The proposed integrated optimization detection criterion is scalable to large-scale neural networks [13],
suitable for online monitoring, adaptive to environmental spectral variations, and information-theoretically optimal in
terms of minimizing detection error probability. This approach synthesizes a theoretically grounded mathematical
framework with practical implementation, establishing a highly sensitive, adaptive, and robust mechanism for
detecting hidden triggers within multidimensional ML-based 6G systems.

To quantitatively validate the aforementioned properties, experimental verification was performed across
various neural network architectures under controlled conditions, involving the injection of low-amplitude and
adaptive triggers. The performance was benchmarked against classical approaches (threshold-based analysis, spectral
monitoring) using key metrics: False Alarm rate (FA), Missed Detection rate (MD), Area Under the Curve (AUC),
and F1-score. The summarized results are presented in Table 1.

Based on the obtained results, it has been established that the application of the integrated criterion ensures
a systematic reduction in FA and MD metrics across all investigated architectures (DNN, CNN, RNN, and
Transformer-like models) compared to classical approaches. The correlated increase in AUC and F1-score indicates
a simultaneous improvement in detection sensitivity and specificity. Consequently, the experimental data fully
corroborate the theoretical findings regarding the information-theoretic optimality of the proposed approach and
justify its viability for implementation in scalable 6G environments with critical requirements for reliability and
adaptability.

Table 1
Comparative performance of backdoor detection methods across neural network architectures
Architecture Detection method FA (%) MD (%) AUC F1 Note
DNN Threshold analysis 8.7 14.2 0.86 0.81 Sensitive to noise
DNN Spectral 6.3 115 0.89 0.84 Limited adaptability
monitoring
DNN Integrated criterion 29 53 0.96 093 Stable online
(proposed) performance
CNN Threshold analysis 7.5 12.8 0.88 0.83 Sensitivity to feature
distribution
CNN Spe;ctrgl 51 94 091 0.87 Effectlye for local
monitoring triggers
CNN Integrated criterion 24 49 097 094 High gnor'naly
(proposed) localization
RNN Threshold analysis 9.8 16.3 0.82 0.78 Vulnerability to
temporal perturbations
RNN Spe?ctr:.il 72 131 087 082 Partial t1me_—frequency
monitoring stability
RNN Integrated criterion 36 6.7 095 091 Robusttness to low-
(proposed) amplitude attacks
Transformer-like Threshold analysis 6.9 10.7 0.90 0.86 Sen51t1v1ty. to attention
weights
Transformer-like Spectral 48 8.9 0.93 0.89 Enhanced global
monitoring sensitivity
- Highest stability
Transformer-like | [ntegrated criterion 2.1 43 0.98 0.95 under adaptive
(proposed) .
triggers

To evaluate the method’s sensitivity to weak and low-amplitude impacts, we additionally analyzed the
normalized resolution d’, which characterizes the degree of statistical separation between the 'clean signal' and
'triggered signal' hypotheses.

To formally compare the influence of these factors, the generalized calculation results are presented in Table
2. The table illustrates the dependency of d’ on the trigger amplitude across various spectral power density levels,
simulating the variable energy saturation of 6G environments.

Table 2
Influence of trigger amplitude and spectral power density on the normalized detection resolution

Trigger amplitude (A_t) Low spectral power density Average dll (:]vsviet; spectral High power spectral density
0.01 0.82 0.76 0.69
0.03 1.45 1.32 1.18
0.05 2.18 1.97 1.74
0.07 2.94 2.63 231
0.10 3.87 3.41 2.96

The results indicate that a reduction in trigger amplitude leads to a predictable decline in resolution;
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nevertheless, even in the low-amplitude regime, the values remain within a range proximal to the reliable detection
thresholds. Furthermore, an increase in spectral power density results in a moderate, gradual degradation of the metric,
avoiding abrupt loss of discriminative capacity. This validates the robustness and adaptability of the proposed
approach under the conditions of energy-saturated, high-dimensional 6G signal environments.

Given the obtained data regarding normalized resolution as well as FA and MD parameters, it is essential to
conduct a comprehensive assessment of the detection effectiveness across various neural network architectures using
graphical interpretations. Specifically, Figure 2 demonstrates the dependency of the True Positive Rate (TPR) on the
False Positive Rate (FPR) for DNN, CNN, RNN, and Transformer-like models under the injection of controlled
backdoor triggers into high-dimensional 6G signals. Simultaneously, Figure 3 illustrates the variational sensitivity of
the integrated functional and its constituent statistical, spectral, and information-theoretic components as a function
of trigger amplitude, providing insight into the models' response to weak and low-amplitude anomalous impacts.

Analysis of the ROC curves indicates that Transformer-based models demonstrate maximum discriminative
capacity, which is confirmed by high AUC values and points to their adaptability to 6G multispectral signals.
Conversely, CNN and DNN models demonstrate stable detection at medium trigger amplitudes but noticeably reduce
sensitivity in the low-amplitude impact regime. Meanwhile, RNNs exhibit slightly lower effectiveness, which
highlights the need for preliminary spectral-stochastic signal analysis to ensure stable detection.

Notably, the variational sensitivity shown in Figure 3 demonstrates that the integrated functional forms a
maximum gradient norm in the direction of the attack, while its statistical, spectral, and informational components
enhance sensitivity to minimal structural signal modifications. Under these conditions, the integrated optimization
criterion ensures statistically optimal trigger detection, which is confirmed by the consistency of AUC metrics, ROC
curve characteristics, and the dynamics of model variational sensitivity.

a

— Statistical Component
spectral Component

—— Informational Compenent

— Integrated Functional

2

True Positive Rate (TPR)
Variational Sensitivity S

—— DNN (AUC=0.860)
CNN (AUC=0.918)

= RNN (AUC=0.793)

- —— Transformerlike (AUC=0.961)

0o -=- Randorn classifier 0

0.0 0z 0.4 06 08 10 0.00 002 0.04 0.06 0.08 010
False Positive Rate (FPR) Trigger Amplitude A

Fig. 2. ROC Curves for DNN, CNN, RNN, and Transformer- Fig. 3. Variational sensitivity S as a function of trigger
based Models amplitude

Thus, based on the results of the theoretical justification and experimental verification, it has been established
that the proposed approach forms a holistic methodology for evaluating the detection capability of neural networks in
high-dimensional 6G multispectral environments. The methodology is characterized by technical validity, scalability,
and reproducibility of results across various architectural configurations.

The conceptual basis of the approach is the integration of statistical, spectral, and information-theoretic
criteria within a unified functional analysis space, which provides a multi-level assessment of structural and functional
changes in the model's parametric and latent spaces [14]. Such integration enhances variational sensitivity to minor
structural modifications while simultaneously controlling the rates of false alarms and missed detections.

Consequently, the proposed approach ensures increased reliability, stability, and robustness of neural
network systems under conditions of high data dimensionality, non-linear signal dynamics, and the potential presence
of hidden trigger influences in 6G environments.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

As aresult of the conducted theoretical-analytical and experimental study, the urgent scientific and technical
problem of increasing the efficiency of detecting hidden backdoor triggers in neural network models operating in 6G
environments has been solved. Taking into account the specificity of the signal space and the non-linear dynamics of
internal representations, the feasibility of applying an integrated detection criterion that combines statistical, spectral,
and information-theoretic components within a unified system has been justified.

It has been established that the statistical component ensures sensitivity to second-order perturbations and
changes in the covariance structure; the spectral component identifies local energy anomalies in the weight space and
latent feature subspaces; while the information-theoretic component detects the emergence of hidden dependencies
between input signals and model output responses, even in the absence of significant changes in variance
characteristics. Thus, a multi-level analysis mechanism has been implemented, providing enhanced variational
sensitivity to minor structural parameter modifications without compromising the nominal functional performance of
the system.
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Given the additivity of Fisher information for the independent components of the integrated criterion and in
accordance with the Cramér-Rao inequality, a reduction in the lower bound of the variance for the attack parameter
estimation has been theoretically substantiated. This, in turn, indicates an increase in the precision, stability, and
robustness of the detection procedure under conditions of high dimensionality and structural heterogeneity of 6G data.
Experimental results have confirmed a systemic reduction in false alarm and missed detection rates compared to neural
network architectures based solely on statistical or spectral analysis.

Thus, the proposed approach forms a technically sound, scalable, and reproducible methodology for securing
ML models in 6G environments, which ensures the comprehensive integration of multi-level analysis criteria and
enhances the reliability and functional stability of intelligent telecommunication systems.

Future research prospects should be linked to extending the integrated criterion to hybrid architectures and
federated learning scenarios, formalizing adaptive mechanisms for tuning variational sensitivity parameters, and
developing security certification procedures for neural network models in critical 6G infrastructure. Overall, the
further development of the proposed approach will contribute to the formation of systemic tools for ensuring the
trustworthiness and cyber-resilience of next-generation intelligent networks.

References

1. Ling-Xin Jin, Wei Jiang, Xiang-Yu Wen, Mei-Yu Lin, Jin-Yu Zhan, Xing-Zhi Zhou, Maregu Assefa Habtie, Naoufel Werghi, A
survey of backdoor attacks and defences: From deep neural networks to large language models, Journal of Electronic Science and Technology.
2025. Vol. 23, Issue 3, 2025, 100326, ISSN 1674-862X, DOI: https://doi.org/10.1016/j.jnlest.2025.100326 URL:
https://www.sciencedirect.com/science/article/pii/S1674862X25000278

2. Zeng, Y., Park, W., Mao, Z. M., & Jia, R. Rethinking the backdoor attacks' triggers: A frequency perspective. In Proceedings of
the IEEE/CVF international conference on computer vision. 2021. P. 16473-16481.

3. Wang R. et al. Practical detection of trojan neural networks: Data-limited and data-free cases //European Conference on Computer
Vision. — Cham: Springer International Publishing. 2020. — P. 222-238.

4. Sara Kaviani, Insoo Sohn, Defense against neural trojan attacks: A survey, Neurocomputing, Volume 423, 2021, Pages 651-667,
ISSN 0925-2312, DOL: https://doi.org/10.1016/j.neucom.2020.07.133.

5. Wenmin Chen, Xiaowei Xu, Xiaodong Wang, Zhipeng Kang, Zewen Li, Yangming Chen, Dynamic frequency domain trigger
backdoor attack with steganography against deep neural networks. Information Sciences. 2025. Vol. 718, 122368, ISSN 0020-0255, DOI:
https://doi.org/10.1016/j.ins.2025.122368. URL: https://www.sciencedirect.com/science/article/pii/S0020025525005006

6. C. D. Alwis et al., "Federated Learning for 6G Security: A Survey on Threats, Solutions and Research Directions," in /EEE
Communications Surveys & Tutorials, DOI: https://doi.org/10.1109/COMST.2026.3663434

7. Catak E., Catak F. O., Moldsvor A. Adversarial machine learning security problems for 6G: mmWave beam prediction use-case.
IEEE International Black Sea Conference on Communications and Networking (BlackSeaCom). — 1EEE, 2021. — P. 1-6.
8. Volokyta, A., & Melenchukov, M. Neural networks in detecting attacks on distributed systems. Technical Sciences and

Technologies. 2024. Vol. 1 (35), P. 135-145. DOL: https://doi.org/10.25140/2411-5363-2024-1(35)-135-145

9. Vetlytska, O.S., & Trenyova, K.O. Detection of attacks in Internet of Things networks using machine learning methods. Modern
Information Security. 2024. Vol. 1(57), P. 39-49. DOI: https://doi.org/10.31673/2409-7292.2024.010005 Shyshatskyi, A. (Ed.). The development
of management methods based on bio-inspired algorithms Information and control systems: modelling and optimizations: collective monograph. —
Kharkiv: TECHNOLOGY CENTER PC. 2024. P. 35-69. DOI: http://doi.org/10.15587/978-617-8360-04-7

10.  Zhyvylo, Y., & Kuchma, Y. Mathematical modeling of intellectual and cryptographic protection of authentication
keys. Collection  "Information Technology —and Security”. 2025. Vol.13(2), P. 162-177. DOI https://doi.org/10.20535/2411-
1031.2025.13.2.344591

11.  Fesenko, T., & Kalashnikova, Y. Mathematical aspects of the combined application of the AES algorithm and steganographic
methods in authentication key protection. Collection "Information Technology and Security”. 2025. Vol. 13(2), P. 178-191. DOLI:
https://doi.org/10.20535/2411-1031.2025.13.2.344592

12. Zhyvylo, Y., & Kuchma, Y. DEEP LEARNING MODEL FOR PREDICTING COMPROMISED ACCOUNTS IN SECURITY
EVENT MANAGEMENT SYSTEMS. Electronic Professional Scientific Journal «Cybersecurity: Education, Science, Techniquey. 2025. Vol.
3(31), P. 589-601. DOI: https://doi.org/10.28925/2663-4023.2025.31.1050

13.  Yanko, A., Krasnobayev, V., Hlushko, A., & Myziura, M. Implementation of cryptographic transformations for digital security
using the Residue Number System. /3¢h International Scientific and Practical Conference "Information Control Systems & Technologies" (ICST-
2025). CEUR Workshop Proceedings, 4048, P. 55-67. URL: https://ceur-ws.org/Vol-4048/paper05.pdf.

International Scientific-technical journal
«Measuring and computing devices in technological processes» 2026, Issue 2

119


https://doi.org/10.1016/j.jnlest.2025.100326
https://www.sciencedirect.com/science/article/pii/S1674862X25000278
https://doi.org/10.1016/j.neucom.2020.07.133
https://doi.org/10.1016/j.ins.2025.122368
https://www.sciencedirect.com/science/article/pii/S0020025525005006
https://doi.org/10.1109/COMST.2026.3663434
https://doi.org/10.25140/2411-5363-2024-1(35)-135-145
https://doi.org/10.31673/2409-7292.2024.010005
http://doi.org/10.15587/978-617-8360-04-7
https://doi.org/10.20535/2411-1031.2025.13.2.344591
https://doi.org/10.20535/2411-1031.2025.13.2.344591
https://doi.org/10.20535/2411-1031.2025.13.2.344592
https://doi.org/10.28925/2663-4023.2025.31.1050
https://ceur-ws.org/Vol-4048/paper05.pdf

