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SYSTEM FOR PREDICTING PROCESS DEADLOCK STATES IN COMPUTER
SYSTEMS

The article presents the architecture and experimental evaluation of a system for predicting process deadlock states in
computer systems. In contrast to reactive mechanisms that detect cyclic resource dependencies only after a deadlock has been
formed, the proposed system is intended to identify a hazardous tendency in advance by analyzing current process signatures. The
architecture integrates operating-system data access, process-change monitoring, process-signature construction, current and
historical data storage, automated fuzzy-rule-base construction, deadlock-state prediction, and preventive control. The training
procedure based on Fuzzy C-Means clustering is separated from real-time prediction, in which priority is given to processes currently
waiting for a resource. Four output classes are used: normal, potentially risky, pre-deadlock, and critical. For the pre-deadlock and
critical classes, the preventive action is restricted to restarting a non-system process with the shortest residence time in the system,
which reduces the amount of discarded computation while breaking a potentially dangerous resource-waiting sequence. The system
was evaluated by discrete-event simulation and by experiments on a physical server. For workloads containing 5% and 10% potentially
deadlocking processes, the repeated real-system experiments yielded Accuracy values of 99.82% and 99.65%, Precision of 98.39%
and 98.49%, and F1-score of 98.19% and 98.25%, respectively. The prediction was generated on average 3.1-3.6 ms before the
actual deadlock, while the average processing time was 8.6-8.8% lower than that of reactive resource-allocation-graph analysis.

Keywords.: computer system, process, deadlock, deadlock prediction, process signature, resource state, fuzzy rules, Fuzzy
C-Means, fuzzy clustering.

MOCTOBWH Cepriit

XMenbHUIBKUH HallioHaIbHUI YHIBEpCHTET

CUCTEMA ITPOI'HO3YBAHHSA CTAHY B3AEMOBJIOKYBAHHSA ITPOLECIB Y
KOMITI'IOTEPHUX CHCTEMAX

Y crarri npescras/ieHo apxiTekTypy Ta pPe3ysibTatv  eKCIIEDUMEHTA/IbHOI OLiHKM CUCTEMU TPOrHO3yBaHHS CTaHy
B33EMOBG/IOKYBaHHS IPOLECIB Y KOMITIOTEPHUX CUCTEMaX. Ha BIAMIHY B peaKTuBHUX 33CO0IB, 1O BUSB/ISIOTL LMKITIYHI PECYPCHI
3a/1EXHOCTI Mics iX @aKkTMYHOro @opMyBaHHSs, 3aMPOrIOHOBaHA CUCTEMA OPIEHTOBAHA HA 3aBYacHe BU3HAYEHHS Hebe3rneqHoi
TEHAEHLYIT 3@ MOTOYHUMU CUrHATYPaMU MPOLECIB. ADXITEKTYPA MOELHYE MOAYJI AOCTYITY 40 CUCTEMHOI H@OPMALYT, CrIOCTEPEXEHHS 3a
3MIHamMu rpoLecis, Mo6y[0BU CUrHaTyp, 36EpPiraHHs MOTOYHUX Ta ICTOPUYHMUX AGHUX, aBTOMAaTU30BAHOIroO OPpMyBarHHs 633 HEYITKUX
1pasusi, MPOrHO3yBaHHS | MPEBEHTUBHONO KepyBaHHS. [IpoLedypy HaBYaHHS (3 3aCTOCYBaHHSAM Kiaactepmsalii Fuzzy C-Means
BIIOKPEM/IEHO Bif ONEPATUBHOIO IPOrHO3yBaHHS, g 4ac SKOro aHasli3ytoTbC Hacamrepes] rpouecH, Lo OYiKyioTe pecypc. s
1EPEAGIIOKYBA/ILHOMO Ta KPUTUYHOIO CTAHIB KEPYIOYMI BII/IMB PEasi30BaHO K PUMYCOBMI EPE3AEITYCK HECUCTEMHOIO IPOLECY 3
HAVIMEHLUNM YaCOM MEPEBYBAHHS B CUCTEMI, [TpaLE3AATHICTE CUCTEMU MEPEBIPEHO IMITALIVIHUM MOAEIOBAHHAM Ta EKCIIEpUMEHTamMu
HA peasibHivi CepBEPHI M1aTgopMi. ¥ rOBTOPHUX EKCIIEPUMEHTaX A/1S HAbopiB i3 5 % i 10 % noTeHUiiHux B33EMOB/IOKYBaHb
orpumaro Accuracy 99,82 % i 99,65 %, Precision 98,39 % i 98,49 %, F1-score 98,19 % i 98,25 % BignosigHo. porHo3 ¢opmysascs
B CEPEAHBOMY 3a 3,1-3,6 MC 10 PaKTUYHOIro B3GEMOBIIOKYBAHHS, @ CEPEAHIN Yac o6pobku 6yB Ha 8,6—8,8 % MeHLIMM ITOPIBHAHO 3
PEAKTUBHUM aHasli30M rpagha po3rogisy pecypcis.

Kmto4oBi c/108a: KOMIIIOTEPHA CUCTEME, IPOLIEC, B3AEMOO/IOKYBAHHS, MPOrHO3yBaHHs B33EMOO/IOKYBaHHS, CUrHaTypa
MIPOLIECY, PECYPCHUI CTaH, HEYITKI npaBunia, Fuzzy C-Means, HeYiTKa Ki1acTEPU3aLIiA.
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GENERAL STATEMENT OF THE PROBLEM
AND ITS CONNECTION WITH IMPORTANT SCIENTIFIC OR PRACTICAL TASKS

The operation of modern computer systems is accompanied by competition among processes and threads for
non-shareable or limited-access resources. When resources are mutually held and awaited, a cyclic dependency is
formed and a deadlock occurs. The previous analysis [3] showed that existing approaches to deadlock prevention,
avoidance, detection, and recovery either require a priori constraints on resource allocation or generate a control action
only after a hazardous resource structure has emerged. This substantiates the transition from detecting the fact of a
deadlock to advance assessment of the tendency toward its formation.

This research direction has been consistently developed in the author’s previous studies. In [1], deadlock
prediction based on process states and resource dependencies was considered; [2] addressed prediction of processes
entering the deadlock state; and [3] systematized known methods and identified the limitations of reactive detection.
In [4], an architectural representation of the prediction system was proposed; in [5], a model and method for
constructing a process signature were formalized; and in [6], a prediction method based on process signatures, fuzzy
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clustering, and fuzzy inference was developed. These results from the methodological foundation but require an
integrated software implementation and experimental validation.

Recent publications by other authors confirm the relevance of the problem. For fog environments, a
combination of load balancing and deadlock prediction management has been proposed [7], while DBDAA extends
the Banker’s algorithm for dynamic real-time safety checks [8]. In software analysis, Archerfish detects interrupt-
based deadlocks in the Linux kernel [9], TDFix combines deadlock detection, localization, and repair in Java programs
[10], DDMon implements formally grounded black-box detection of deadlocked distributed services [11], and refined
segmentation and lock graphs improve the accuracy of dynamic detection and replay of deadlock scenarios [12].

Thus, recent studies mainly develop deadlock avoidance, detection, localization, or replay for particular
environments. For operating-system processes, there remains a need for a tool that continuously analyzes resource
behavior before a cycle is formed, constructs process signatures, accumulates training data, and assesses the risk of a
pre-deadlock or critical state. The use of fuzzy models for assessing hazardous states [13] and the capability of Fuzzy
C-Means to identify overlapping classes [14] provide a basis for such a predictive approach.

The aim of this work is to develop and experimentally evaluate a system for predicting process deadlock
states on the basis of the previous results [1-6], taking into account modern approaches [7—12]. To achieve this aim,
it is necessary to define the architecture and interaction of the modules; organize the acquisition of operating-system
events and the construction and accumulation of signatures; separate the training procedure from real-time prediction;
implement fuzzy risk assessment and a preventive control action; and evaluate the reliability and timing characteristics
of the system.

PRESENTATION OF THE MAIN MATERIAL
Architecture of the prediction system.

The prediction system provides two interrelated operating modes: real-time prediction and training (Fig. 1).
During real-time prediction, events are received from the operating system, process signatures are updated, the state
is assessed, and, when necessary, a preventive action is generated. The training procedure uses accumulated historical
signatures and includes data normalization, Fuzzy C-Means clustering, and generation of a fuzzy rule base. Separating
these modes is essential: clustering is considerably more resource-intensive than applying an already generated rule
base; therefore, performing it separately from real-time prediction reduces decision-making latency.
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Fig. 1. Architecture of the system for predicting process deadlock states

The primary source of information is the OS kernel and the associated process-accounting, scheduling, and
resource-management subsystems. The system core module obtains the list of active processes, their states, priorities,
and residence times in the system, as well as information about held and requested resources. If a process has no
current resource request, its state is stored for historical purposes but does not require full predictive analysis. If a
request is recorded, the process becomes a candidate for real-time assessment. This selection reduces the number of
calls to the prediction module because analysis is not performed for processes that do not currently form a resource
dependency.

The monitoring module classifies events related to process creation, state changes, resource allocation,
requests and releases, and process termination. Relevant events are accumulated during an interval At, after which a
time slice of the system is formed. For each process, changes in parameters are checked against the previous slice;
unchanged processes are not passed for repeated signature construction. The signature module transforms
heterogeneous data into an ordered feature vector combining identification, resource, temporal, and behavioral
characteristics. Current signatures are stored in the operational part of the repository, while completed scenarios with
a known outcome are added to the historical training dataset.
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After a sufficient number of training examples has been accumulated, a feature matrix is formed, followed
by normalization and Fuzzy C-Means clustering. A characteristic risk level is determined for each cluster, and fuzzy
“if-then” rules are generated on the basis of cluster centers and membership degrees. The rule base stores rule
conditions and the corresponding risk levels. For a current signature, the real-time prediction module calculates rule
activation levels, aggregates the results, and determines the process state class: normal, potentially risky, pre-deadlock,
or critical.

Organization of functional module operation.

Interaction with the execution environment begins with the system-information access module. After
initializing the interface, it obtains the list of active processes and, for each process, determines its identifier, current
state, priority, residence time in the system, and the presence of held and requested resources. Events characterizing
changes in resource interaction are recorded separately: process creation and termination, resource acquisition,
generation of a new request, transition to a waiting state, and resource release. This module does not perform
prediction itself; its purpose is to form a unified stream of primary data and to transmit the control command generated
by the system back to the OS kernel or resource manager. This separates the analytical part from the platform-
dependent method of obtaining system events.

The monitoring module operates not on a complete snapshot of the system at every cycle, but on actual
changes in process states. Events are accumulated during the control interval At and grouped by process. For each
process, previous and current parameter values are compared; if the resource state has not changed, repeated
construction of a complete signature is not initiated. If a new resource request or a transition to a waiting state is
recorded, the data are passed to the next stage. Such filtering is practically important for systems with a large number
of simultaneously active processes because it reduces the number of repeated data-transformation operations and calls
to the prediction module. At the same time, the time slice preserves the sequence of changes required to reconstruct
the resource behavior of a process.

The signature-construction module transforms the obtained set of heterogeneous characteristics into a vector
with a fixed structure. It includes identification, resource, temporal, and behavioral features, in particular information
about occupied resources, the resource being awaited, and parameters describing process-state changes. Formalized
encoding is used for resource components, making it possible to compare signatures of different processes
unambiguously and apply the same normalization and fuzzy-analysis procedures to them. The generated current
signature is used simultaneously for two tasks: during real-time prediction it is passed to the state-assessment module,
while in the data repository it is stored to accumulate history. Thus, the same data format supports both real-time
decision-making and subsequent training.

The data repository separates current and historical information. While the outcome of a resource situation
is still unknown, the signature remains in the operational part. After the process terminates or the actual outcome is
determined, the corresponding record is transferred to historical data and may be included in the training dataset.
Before the training procedure is started, the system checks whether a sufficient number of examples has been
accumulated; if the specified threshold has not been reached, the system continues to use the existing rule base for
real-time prediction. This separation prevents unfinished scenarios from being mixed with examples for which it is
already known whether a deadlock occurred, while also ensuring gradual expansion of the training dataset during
system operation.

The training procedure is started for the accumulated set of historical signatures. First, data completeness is
checked; then a feature matrix is formed and its components are normalized. Fuzzy C-Means clustering is
subsequently applied, producing cluster centers and membership degrees for each training example. For each cluster,
arisk level is determined from the actual outcomes of the signatures with the highest assignment to that cluster. Based
on the cluster centers, assignment degrees, and established risk levels, “if-then” rules are generated automatically.
Importantly, this procedure is not executed for every resource request, so its computational complexity does not
directly contribute to the latency of real-time decision-making.

The fuzzy rule base is an independent information resource. For each rule, it stores the conditions, conclusion,
and associated risk level. During a real-time request, the prediction module receives only the data required for fuzzy
inference. If the rule base has not yet been generated or is considered outdated, full prediction must not be imitated by
an artificial decision: the system records the absence of the required information basis. This behavior is important for
reliability because it distinguishes an actual prediction generated using a trained rule base from a state in which the
model does not have sufficient data for a justified assessment.

Real-time prediction is initiated primarily for processes that have a current resource request. The current
signature is matched against the conditions of the rules in the base, after which rule activation levels are determined,
their results are aggregated, and an estimate of assignment to the state classes is produced. The result includes not
only a numerical risk value but also an unambiguously determined class: normal, potentially risky, pre-deadlock, or
critical. Together with the class, the repository records the assignment degrees and identifiers of the activated rules.
This provides interpretability of the decision: subsequent analysis can determine which features and which rules
influenced the classification of a process as hazardous.

The final module converts the prediction into a control action. No intervention is performed for the normal
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and potentially risky classes. If one or more processes are classified as pre-deadlock or critical, a set of candidates is
formed and system processes are excluded from it. Among the remaining non-system candidates, the process with the
shortest residence time in the system is selected, after which a forced-restart command is generated for it. Selecting
this process limits the loss of already completed computation and breaks a potentially hazardous sequence of mutual
resource waiting. After the command is executed, its result is recorded together with the predicted class and process
data, allowing the resulting situation to be used subsequently for analysis and training-dataset updates.

For normal and potentially risky states, the system only records the prediction result. A control action is
applied only for a pre-deadlock or critical state. System processes whose termination could disrupt OS operation are
excluded from the set of related processes. Among the remaining candidates, the non-system process with the shortest
residence time in the system is selected. A forced-restart command is generated for this process. This criterion does
not guarantee the minimum recovery cost according to all possible measures; however, it minimizes the amount of
already completed processing time lost among the available candidates and provides an unambiguous selection. The
action result, process identifier, and determined state class are written to the log for subsequent training and analysis.

Thus, in practical implementation, the system does not replace OS mechanisms but operates as an analytical
layer above them. The kernel remains the source of reliable information about processes and resources and the
executor of the control command; the prediction system transforms this information into a predicted class and
determines whether intervention is required. This organization simplifies transfer of the approach between
environments because the platform-dependent part is mainly limited to obtaining system events and executing the
command, while signature construction, assessment using the fuzzy rule base, and candidate-selection logic remain
independent of the specific event source.

Reliability assessment and simulation modeling.

To verify operability, a discrete-event environment was created in Python using the SimPy library. Processes
were specified by scenarios containing arrival times, durations of computation stages, sequences of resource requests,
and resource-release delays. Resources were represented as limited-capacity objects, while the event engine separated
simulation time from the actual execution time of the program. This organization made it possible to reproduce
identical event sets for different methods and compare the results without the influence of random operating-system
load.

The simulation experiments compared deadlock ignoring, forced resource preemption or rollback, no-
preemption, the Banker’s algorithm, a resource-allocation graph, wait-for-graph analysis, and the proposed prediction
method. Each run involved 10,000 processes. Configurations with 30, 100, and 300 resources and 5% potentially
hazardous processes were investigated, as well as configurations with 30 resources and 10% and 15% such processes.
For the prediction method, 99.85-99.95% of processes completed in the five configurations; Recall was 99.00%,
Specificity was 99.76-99.93%, Accuracy was 99.65-99.88%, Precision was 98.61-98.67%, and the F1-score was
98.80-98.84%. The false-positive rate among safe processes did not exceed 0.24%.

Increasing the number of resources from 30 to 300 while keeping the share of hazardous processes at 5% did
not change the number of prevented or missed episodes: in each configuration, the prediction method prevented 99 of
100 hazardous groups. At the same time, the duration of a single prediction call increased because the dimensionality
of the resource vector grew. This confirms the expected dependence of computational cost on the number of features,
while also showing that scaling the resource description did not reduce reliability within the investigated range. With
30 resources fixed, increasing the share of hazardous processes to 15% led to a proportional increase in the number
of preventive restarts; however, the advantage of the prediction method over the resource-allocation graph in terms of
the average process residence time in the system remained at approximately 9%.

Organization of simulation experiment scenarios.

The set of methods for comparison was formed to cover different principles of deadlock handling. Ignoring
was used as the baseline mode without special control; forced resource preemption or rollback represented reactive
recovery; no-preemption and the Banker’s algorithm represented preventive approaches based on restrictions on
allowable actions; the resource-allocation graph and wait-for graph represented structural dependency-analysis
methods; and the proposed method represented the predictive approach. All modes used the same arrival sequence of
10,000 processes and the same resource configuration within a given experiment. This allowed differences in process
completion, number of interventions, and timing characteristics to be attributed specifically to the deadlock-handling
method.

Each simulated process executed a specified sequence of computation segments and requests for single-
instance resources. For a subset of processes, scenarios were formed in groups in which the resource-acquisition order
created conditions for cyclic waiting. The share of hazardous processes determined how many such groups were
included in the overall set. Increasing the number of resources from 30 to 100 and 300 while keeping 5% hazardous
processes was used to assess the effect of the resource-description dimensionality. Separately, with 30 resources, the
share of hazardous processes was increased to 10% and 15% to evaluate system behavior under a higher intensity of
potential deadlocks. A fixed scenario and deterministic event order ensured reproducibility of the numerical results.

The obtained results demonstrated the difference between formal completion of all processes and the costs
required to achieve such completion. Structural and preventive methods could achieve 100% completion; however,
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some required prior restrictions or reacted only after a cycle had formed. For the prediction method, the main indicator
was the ability to prevent a hazardous episode before an actual deadlock occurred. With 5% hazardous processes, the
system prevented 99 of 100 generated groups, and increasing the number of resources to 100 and 300 did not change
this result. As the share of hazardous processes increased, the number of preventive restarts grew together with the
number of hazardous groups; however, Recall remained at 99%, and the false-positive rate did not exceed 0.24%
among safe processes.

For quantitative evaluation, the prediction result was compared with the actual process state. Standard
confusion-matrix elements were used: TP — hazardous processes correctly identified; TN — safe processes correctly
identified; FP — false-positive results; FN — hazardous processes that were missed. The following metrics were
calculated from these values:

Accuracy = (TP + TN) / (TP + TN + FP + FN)
Recall = TP/ (TP + FN)
Specificity = TN / (TN + FP)
Precision = TP / (TP + FP)
F1 =2 - Precision - Recall / (Precision + Recall)

In addition to classification metrics, practical evaluation included the average processing time, throughput,

time per analysis call, and prediction lead time relative to the moment at which the actual deadlock was formed.
Experimental validation on a real server platform.

The experimental platform was implemented on a physical HPE ML350 Genl10 server equipped with two
Intel Xeon Silver 4214R processors, 128 GB DDR4 memory, an HDD/SSD storage subsystem, and Ubuntu Server
24.04 LTS. Parallel client requests were accepted by Apache HTTP Server, while the main resource interaction
occurred among PostgreSQL 16.14 server processes competing for exclusive record locks. PostgreSQL created a
separate process for each client connection; transactions locked shared records in different sequences, allowing cyclic
dependencies to be generated in a controlled manner. Process and lock states were obtained from the pg_stat_activity
and pg_locks system views and the pg_blocking_pids() function.

Two datasets of 10,000 processes each were formed. In the first, 500 processes (5%) were included in
scenarios capable of forming a deadlock; in the second, 1,000 processes (10%) were included. Three modes were
compared for each dataset: deadlock ignoring (IGN), reactive cycle detection using a resource-allocation graph
(RAG), and the proposed prediction method (PM). Each mode was repeated ten times. In IGN mode, processes waited
until a timeout occurred; in RAG mode, one process was terminated after a cycle had actually formed; in PM mode,
signature analysis was performed before cycle formation, and in a pre-deadlock or critical state the non-system process
with the shortest residence time in the system was restarted.

Table 1.
Average timing characteristics of repeated experiments
Share of hazardous Mode Completed Avg. time, ms Throughput, processes/s
processes
5% IGN 9500+8 25.6+0.38 390.6 £ 6.08
5% RAG 10 000 14.0+0.18 7143 £9.08
5% PM 9990 +4 12.8+0.18 781.1£11.03
10 % IGN 9000+ 15 32.4+0.45 308.6 £ 4.46
10 % RAG 10 000 17.1+0.26 584.8 +8.42
10 % PM 9980+6 15.6 £0.26 639.7 +10.85

For the dataset with 5% potentially deadlocking processes, the average processing time for PM was 12.8 ms,
which was 8.6% lower than for RAG and 50.0% lower than for ignoring. Throughput was 781.1 processes/s, exceeding
RAG by 9.4%. For the 10% dataset, the average time was 15.6 ms, which was 8.8% lower than RAG and 51.9% lower
than IGN; throughput of 639.7 processes/s also exceeded RAG by 9.4%. The coefficients of variation of the timing
characteristics in repeated experiments remained below 2%, indicating low measurement dispersion.

The average time required to analyze one state was 39.6 = 0.69 ps for RAG and 25.0 + 0.48 ps for the
prediction method. In this experimental scenario, a single prediction call required 36.9% less time. This result is
explained, in particular, by the fact that full clustering is not performed during real-time prediction; instead, the already
generated rule base is used, and not all active processes are analyzed with the same intensity.

For the dataset with 5% potentially deadlocking processes, an average of 490 hazardous processes out of 500
were correctly identified; for the 10% dataset, 980 out of 1,000 were correctly identified. Recall was 98% in both
cases. At the same time, Specificity exceeded 99.8%, while Precision was approximately 98.4-98.5%, meaning that
the number of erroneous preventive interventions was substantially lower than the number of justified interventions.
For the 5% dataset, every 98.0 + 0.82 justified restarts corresponded to 8.0 + 0.82 erroneous ones; for the 10% dataset,
every 196.0 = 0.82 justified restarts corresponded to 15.0 + 0.82 erroneous ones.
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A key characteristic of a prediction system is not only the correctness of the assigned class but also the time
reserve before an actual deadlock. The average lead time was 3.10 = 0.08 ms for 5% hazardous processes and 3.60 +
0.08 ms for 10%. This interval was used to generate and execute the restart command before the system entered an
actual deadlocked state. Thus, in the investigated scenarios, the system performed prediction rather than accelerated
detection of an already formed cycle.

Table 2.
Average prediction reliability metrics over ten repetitions
Metric 5%:X%s 95 % CI 10 %: X5 95 % CI
Accuracy, % 99.82 £0.03 99.80-99.84 99.65 +0.03 99.63-99.67
Recall, % 98.00 £ 0.82 97.42-98.58 98.00 £ 0.41 97.71-98.29
Specificity, % 99.92 £0.01 99.91-99.92 99.83 £0.01 99.83-99.84
Precision, % 9839 £0.15 98.29-98.50 98.49 £ 0.07 98.44-98.55
Fl-score, % 98.19 £ 0.34 97.95-98.44 98.25+0.17 98.13-98.37
Missed detections, % 2.00+0.82 1.42-2.58 2.00+£0.41 1.71-2.29
False positives, % 0.08+0.01 0.08-0.09 0.17+0.01 0.16-0.17
Lead time, ms 3.10+0.08 3.04-3.16 3.60+0.08 3.54-3.66

At the same time, the experiment revealed a fundamental limitation of the current implementation. Because
a backup reactive mechanism was not applied after a missed prediction, FN directly reduced the number of
successfully completed processes: on average, 9,990 out of 10,000 for the 5% dataset and 9,980 for the 10% dataset.
Therefore, practical deployment should use a two-level scheme: the predictive mechanism should be primary, while
traditional cycle detection should serve as a backup for the rare cases that were not classified in advance as pre-
deadlock or critical.

Discussion of the experimental evaluation results.

The obtained classification metrics show that increasing the share of potentially hazardous processes from
5% to 10% had almost no effect on prediction sensitivity: Recall remained at 98% in repeated experiments. Precision
increased slightly from 98.39% to 98.49%, while Specificity decreased from 99.92% to 99.83% because the absolute
number of safe processes for which an erroneous preventive decision was generated increased. The ratio between
useful and erroneous interventions is important. For the dataset with 10% potentially deadlocking processes, every
196.0 £ 0.82 justified restarts corresponded to 15.0 £ 0.82 erroneous ones; thus, erroneous interventions occurred
approximately 13.1 times less frequently. This shows that the high Accuracy values are not due solely to the
predominance of the safe class but are accompanied by high Precision specifically for hazardous processes.

The timing results complement the reliability assessment. Reactive analysis of a resource-allocation graph
must maintain and check the dependency structure until a cycle appears, whereas the proposed method operates during
real-time prediction with the current process signature and an already generated fuzzy rule base. In the investigated
implementation, the average time for one analysis was 25.0 + 0.48 us compared with 39.6 £ 0.69 ps for RAG. At the
level of processing the complete dataset, this reduced the average processing time by 8.6-8.8% and increased
throughput by 9.4%. Thus, performing Fuzzy C-Means and rule generation within a separate training procedure not
only separates the training and real-time prediction tasks but also directly reduces the computational load during
decision-making.

The practical significance of the 3.1-3.6 ms lead time lies in the presence of an interval between identifying
a hazardous tendency and the actual formation of a cyclic dependency. Within the experiment, this time was sufficient
to select a candidate, generate a command, and forcibly restart the process. The control action was intentionally limited
to a single type of intervention: restarting the non-system process with the shortest residence time in the system. This
limitation simplifies interpretation of the experiment because the prediction effect is not mixed with the results of
different strategies such as delaying a request, changing priority, or forcibly preempting a resource. At the same time,
the minimum-residence-time criterion reduces the amount of already completed work lost when a potential mutual-
waiting sequence is broken.

Nevertheless, the obtained results should be interpreted within the investigated conditions. Real-system
validation was performed for a server scenario with PostgreSQL transactional locks and two levels of hazardous-
process share; therefore, transferring the numerical lead-time values to other operating systems, resource types, or
workloads requires separate verification. In addition, in the current experimental implementation, no backup reactive
mechanism was applied after a missed prediction, so FN directly reduced the number of successfully completed
processes. For practical operation, a combined scheme is appropriate: prediction is used as the primary means of early
intervention, while traditional cycle detection remains a backup level. An additional direction is periodic updating of
the rule base using new historical signatures, which will make it possible to account for changes in the nature of the
resource load.
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CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The article develops an architecture for a system for predicting process deadlock states in which the complete
sequence from a system event to a control decision is implemented through monitoring, signature construction, data
storage, fuzzy-rule-base generation, prediction, and preventive-control modules. Separating the training procedure
from real-time prediction makes it possible to perform Fuzzy C-Means and rule generation outside the critical
resource-management cycle and to use the prepared rule base during real-time operation for processes waiting for a
resource.

For pre-deadlock and critical states, the control action is limited to forcibly restarting the non-system process
with the shortest residence time in the system. Simulation modeling confirmed that high prediction reliability is
maintained when the number of resources and the share of potentially hazardous processes are varied. In the real
server system, ten repeated runs yielded Accuracy of 99.65-99.82%, Precision of 98.39-98.49%, and an F1-score of
98.19-98.25%. The prediction was generated on average 3.1-3.6 ms before the actual deadlock. Compared with
reactive resource-allocation-graph analysis, the average processing time decreased by 8.6—8.8%, while throughput
increased by 9.4%.
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