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A PERTURBATION-BASED XAI APPROACH FOR CLASS-SPECIFIC FEATURE
SENSITIVITY ANALYSIS IN BGP ANOMALY CLASSIFICATION

MiKkaoMerHHa MapLupyTi3alis BIQINPae LUEHTPasbHy pofib y 336e3reqeHH] r/100a/1bHOI 38 I3HOCTI IHTEPHETY, OAHAaK
aHoMasIbHa MoBegiHKa BGP 3a/IMILEGETECH CKIAAHOK A/15 HARIMHOI Kiacugikalii B eKCrilyatalivinux yMoBax. Xo4a MOAEN MaLMHHOro
HABYaHHS 4aCTO AEMOHCTPYIOTb BUCOKI Y3aras/ibHEHI [1OKa3HUKN TOYHOCT, IXHS €@EKTUBHICTL HEPIBHOMIPHA U151 DI3HUX TUITIB
aHomasnivi. [ns okpemux KaaciB XapakTepHi CTabiIbHO HU3bKI 3HAYEHHS [TOBHOTU abo CUCTEMATUYHA [/IyTaHUHE 3 G/IN3bKUMU
Kareropismm, 104/ K arperoBaHi METPUKY NPUXOBYIOTH Lii HELO/IKN. 3 NPaKTUYHOI TOYKN 30py Taka K/I1aco3a/1eXHa HECTabiIbHICTb
OBMEXYE MPUAATHICTL ABTOMATU30BaHNX K/1acu@ikaTopis.

Y cTartTi 3anporoHoBaHo riaxig A0 YTOYHEHHS KnacugikalLlli, KEpOBaHMY aHasi30M Yy T/IMBOCT, KM AO3BOJISE MTOKPaLNTH
AerpagoBani kiacu 6e3 mogugikalii apxitekTypu Mogesi. MeTos ripyHTYETbC Ha KOHTPO/IbOBaHOMY OK/IHOAYBAHHI OKPEMUX O3HAK
MapLUpyTM3aLii B YacoBux BXIGHUX TOC/TILOBHOCTSX. BUMIpIOOum 3MiHM MIMOBIDHOCTEH NEPELBAYEHOro Ta ICTUHHOIO K/aciB Iicis
BUJTYHEHHS O3HaKM, IiAXI4 Aa€ 3MOry BUSIBUTH BXOAM, YO HEraTUBHO BIVIMBAKOTHL HA PO3ITI3HABAaHHA KOHKDETHOIO Kiiacy. Ha BiaMiHy
Bifl 7106a/IbHUX DEVITUHITB BaX/TMBOCTS, aHasli3 OBMEXYETHCS HEMPaBUIIbHO KIIACUQGIKOBaHUMU CEMMEHTaMU Hanc1a6LLIOI KaTeropl, 1o
3abesneyye LiiboBy AIarHOCTVKY TOMUIIOK KiacugikaLlii.

77iaxig ouiHeHo Ha OCHOBI KiacugikaTopa LSTM i3 ABoMa pizHUMU HabopamMu O3HaK, CQHOPMOBAHUMU 3 ICTOPUYHUX 104N
BGP. [Mogin 3a nogismy 3abe3rneqns TeCTYBaHHS Ha PaHille HEBIJOMUX aHOMAlSX. Y NEPLI KOH@IrypaLili aHam3 OKmo3ii BUSBUB
O3HaKy, SIKa CyTTEBO MPUrHIYYBasa PO3Ili3HaBaHHs BIAMOB, i BUTyHYEHHS MABULLM/IO ITOBHOTY MAVKe 3 HyJIboBUX 3HaveHb Ao 0,64 1a
3617161Lm10 F1-Mipy 40 0,78 6€3 MOripLIeHHs pe3ysibTaTiB /15 IHILMX KaciB. Y Apyrii KOHQIrypaLii yTOYHEHHS PU3BENIO 40 MOMIPHOIO,
asne crabifibHoro 3MEHLLIEHHS I/1yTaHNHU MK BIAMOBaMU Ta HEMPSIMUMU GHOMAEJTISMA.

OTpuMaHI pe3y/ibTaT CBIAYATL, L0 aHam3 YyT/MBOCTI Ha OCHOBI 30ypeHb MOXE CITyryBaTV He JILIE [HTEDMPETAaLiiHIM
MEXAHI3MOM, @ ¥ MPaKTUYHUM IHCTPYMEHTOM AJ/151 ITOK/IACOBOIO MOKPALLEHHS 6araToKIacoBuX CUCTeM Kaacuikallii aHomarnivi BGP.
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MOSACHIOBAJIBHUM MIJIXIJ] HA OCHOBI 35YPEHbD JIJISI TOKJIACOBOT'O
AHAJII3Y UYTJIMBOCTI O3HAK V 3ATAYI KJIACUBIKALIIT AHOMAJIIA BGP

MiKgomeHHa MapLupyTv3auis BIGINPaE LEHTPAIbHY poJib Y 336e3reqeHHi 1/100a/bHOI 38 3HOCTI IHTEPHETY, O4HAaK
aHOMa/IbHa MOBEIHKE BGP 3a/MIaETbC CKIGAHOI0 [/15 HaBIMHOI KiacugikaLlii B eKCrislyatauiviHux yMoBax. Xo4a MOJEsTi MaLMHHOO
HABYaHHS 4acTO AEMOHCTPYIOTb BUCOKI Y3aras/ibHEHI OKa3HUKU TOYHOCT], IXHS €QEKTUBHICTL HEPIBHOMIPHA U151 PI3HUX TUITIB
aHoMa/Ii, [N OKpemux K/aciB XapakTepHi CTablfIbHO HU3bKI 3HAYEHHS MOBHOTU abo CUCTEMATUYHAE [1/1yTaHWHa 3 G/IM3bKUMU
Kareropisimu, To4i K arperoBaHi METPUKY MPUXOBYIOTH Ui HEAO/IKU. 3 MPaKTUYHOI TOYKU 30py Taka K/1aco3asexXHa HeCTabl/IbHICTs
OBMEXYE NMPUAATHICTL aBTOMATU30BaHNX K/1acUQiKaTopis.

Y crarTi 3anpornoHoBaHo niaxig 40 yTOYHEHHS Kiacuikallli, KEpOBaHUY aHam30M YyT/IMBOCT, SKuH O3BOJISIE OKPALUNTH
Aerpanosari Kiacu 6e3 Moan@ikaLii apxiTekTypu moaesni. MeToq rpyHTYETLCA Ha KOHTDO/ILOBAHOMY OK/IIOAYBaHHI OKPEMUX O3HaK
MapLUpyTU3aLii B YacoBMUX BXIGHMX TOCITIHOBHOCTSX. BUMIPIOIOYM 3MiHM VMOBIDHOCTEN NEPEABAYEHOro Ta ICTUHHOIO K/aCIB Iic/s
BWIYHYEHHS O3Hak, MiAXi4 4a€ 3MOry BUsBUTU BXOAM, O HErATUBHO BIUINBAKOTL Ha PO3I1I3HABaHHS KOHKPETHOIo k1acy. Ha BiagMiHy
BIf I7106a/1bHNX PEVITUHITB BaX/IMBOCTI, HA/N3 OOMEXYETbCS HENPAaBIIbHO KIIaCUGIKOBAHUMMU CErMEHTAaMM HaUCIabLLIOI KaTeropii, Lo
3abe3rneyye YinboBy AIarHOCTUKY MOMUIIOK KacugikaLii.

T7igxia ouiHeHo Ha OCHOBI knacu@ikaropa LSTM i3 ABoma pizHuMuU Habopamu 03HaK, CQHOPMOBAHUMU 3 ICTOPUYHUX OGN
BGP. lMogin 3a rogismm 3a6e3re4mnB TECTYBaHHS Ha PAHILLIE HEBIZOMUX aHOMArsX. Y NEPL KOH@IrypaLii aHasi3 oKkto3ii Bussns
O3HaKy, SIKa CYTTEBO MPUIHIYYBasa PO3Ii3HaBAHHS BIAMOB, ii BUTyYEHHS MGBHLLN/IO TOBHOTY MAtXKE 3 Hy/IbOBUX 3Ha4YeHb 40 0,64 Ta
36ibLLmsio F1-mipy 40 0,78 6€3 roripLieHHs pe3y ibTaTiB A/1s IHWLMX KaciB. Y Apyrivi KOH@IrypaLlii y TOYHEHHS MPU3BESO [0 MOMIPHOIO,
ase crabifibHoro 3MEHLLIEHHS I/TyTaHNHN MK BIAMOBaMY Ta HEMPSIMUMU GHOMAEJTISMA.

OTpUMAEHI pe3y/ibTaTv CBIAYATL, O aHasli3 YyT/MBOCTI HA OCHOBI 36ypeHb MOXE CIIyryBaTV He JILIe IHTEDpeTaLiviHim
MEXAHI3MOM, @ Vi PaKTUYHUM IHCTDYMEHTOM /151 [TOK/IACOBOIO MOKPALLEHHS 6araToK/IacoBux cUCTeM Kinacugikaullii aHomarnivi BGP.

KIto4oBi ¢/10Ba. BUSB/IEHHS aHOMasv, BGP, MalumHHe HaB4YarHs, XAI, Teopis 36ypeHsb.
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INTRODUCTION

Interdomain routing is one of those Internet mechanisms that usually stays invisible — until it fails. The Border
Gateway Protocol (BGP) is the de facto standard that connects autonomous systems and enables global reachability
[1]. At the same time, BGP operates in an environment where configuration errors, unexpected routing dynamics, and
deliberate attacks can all produce abnormal behavior. In practice, such events range from large bursts of instability to
incidents that reroute or blackhole traffic, leading to service disruption and security risks. Long-running measurement
studies have shown that routing instability is not a rare edge case: it can be widespread, persistent, and costly in terms
of convergence and network performance [2].

Because the operational response depends on the type of incident, the task is not only to detect anomalies but
also to classify them. A class label is often what determines the next action: filtering, de-preferencing, contacting
peers, or activating incident playbooks. Machine learning has therefore become a common choice for building
automated classifiers on top of BGP update streams and derived features, including approaches that learn from update
dynamics and event patterns [3]. However, strong average metrics do not always translate into reliable behavior in
real deployments. It is common to observe that some anomaly categories are handled well while others remain
“difficult” (e.g., lower recall, systematic confusion with neighboring classes). When this happens, the model’s overall
score hides the practical issue: operators still face the same high-risk cases, such class-dependent instability limits the
usefulness of automated classifiers.

This makes explainability relevant for more than transparency alone. Explanations are useful when they help
diagnose where the model is fragile and why particular classes degrade. Many works provide only aggregate
performance numbers, fewer attempt to explain model behavior in a way that supports debugging and targeted
improvements. In the broader machine learning domain, eXplainable artificial intelligence (XAI) methods have been
developed to address this challenge by enhancing trust and facilitating model refinement through the systematic
analysis of prediction errors rather than merely successful outcomes [4]. For BGP anomaly classification, this suggests
a clear direction: explanations should support class-specific analysis, so that weak classes can be investigated and
improved in a principled way rather than treated as an unavoidable limitation.

RELATED WORK

Research on abnormal behavior in BGP routing started long before machine learning became common in
networking. Early measurement studies showed that routing instability was not an occasional phenomenon but a
recurring issue affecting convergence and traffic delivery [2]. Since BGP propagates incremental updates between
autonomous systems [1], anomalies tend to appear as unusual patterns in update messages: sudden bursts [5], rapid
withdrawals, changes in AS-path structure, or unexpected prefix announcements. These observable effects naturally
led researchers to focus on measurable routing characteristics as the basis for anomaly detection.

The availability of public collectors such as RIPE RIS [6] and RouteViews [7], together with tools like
BGPStream [8], made it possible to process historical and live update streams at scale. As a result, many works began
extracting statistical features from BGP updates. These typically include update rates, AS-path length statistics, prefix-
level activity, and various graph-based indicators derived from interdomain topology. Surveys of the field confirm
that most detection systems rely on such feature representations, even when the downstream model differs [9-10].
Earlier approaches often applied heuristic thresholds or statistical deviation analysis [11], while later studies
incorporated supervised learning methods to improve robustness and reduce false alarms.

Machine learning-based classification of routing anomalies gradually became a separate line of research.
Instead of simply identifying “abnormal” behavior, these systems aim to distinguish between types of events, such as
outages, worms, or configuration errors. Classical models, including support vector machines and decision-tree
ensembles, were among the first to demonstrate that engineered routing features can separate anomaly categories with
reasonable accuracy [12]. More recently, deep learning architectures have been introduced to capture temporal
dependencies in routing data. Recurrent neural networks and Long Short-Term Memory (LSTM) based models,
originally proposed for sequence modeling tasks [13], have been adapted to BGP time-series analysis and often report
strong aggregate metrics [14]. In most cases, however, the overall workflow remains similar: feature extraction
followed by supervised classification.

Operational routing security tools also show why classification quality matters in practice. Systems such as
Argus [15] and HEAP [16] were designed to detect and verify hijacking events quickly, often under strict timing
constraints. In these scenarios, the type of anomaly affects what operators do next. A misclassified hijack may trigger
unnecessary mitigation, while a missed outage may delay corrective actions. From this perspective, classification
errors are not just statistical deviations — they directly influence operational decisions. This suggests that global
performance metrics alone may not provide a complete picture of a model’s reliability.
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As models grew more complex, interest in explainability increased across many domains of machine learning
[18-22]. Methods such as Local Interpretable Model-agnostic Explanations (LIME) [23] and SHapley Additive
exPlanations (SHAP) [24] were introduced to help interpret model predictions by estimating feature contributions. In
networking research, these approaches have been used to analyze which routing features influence classification
decisions. In our previous work, a SHAP-based evaluation was performed to quantify feature importance in BGP
anomaly detection models, both globally and across anomaly classes [26]. The analysis provided useful insights into
dominant and marginal features and helped assess the overall structure of the model.

Feature importance analysis helps identify which inputs contribute most strongly to model decisions, but this
view is still aggregated. In real experiments, model behavior is rarely uniform across classes. Some anomaly categories
remain consistently easier to recognize, whereas others show lower recall or frequent confusion with similar patterns.
Knowing that a feature has high overall importance does not automatically explain why one specific class is unstable.
The question is less about which feature is globally dominant and more about how model behavior changes when
performance drops for particular anomaly types. As a result, there is still limited understanding of the mechanisms
behind class-dependent weaknesses in BGP anomaly classification systems. This gap motivates further investigation
into methods that allow more targeted analysis of classification reliability across anomaly types.

FORMULATION OF THE ARTICLE'S OBJECTIVES

The aim of this research is to develop an explainable approach for targeted improvement of BGP anomaly
classification models in cases where a specific anomaly class demonstrates reduced predictive performance. The
proposed approach is grounded in explainable Al principles, using perturbation-based analysis not only for
interpretation but also for guided model refinement. The study focuses on post-training analysis of misclassified or
weakly classified classes and on identifying routing features that negatively influence their recognition. To achieve
this aim, the following objectives are defined:

(1) to detect anomaly classes with consistently lower classification scores;

(2) to apply a class-oriented explainable analysis method to evaluate the sensitivity of model predictions to
individual routing features;

(3) to perform selective feature removal based on the obtained explanations and retrain the model;

(4) to assess whether the explanation-guided modification improves the target class without degrading other
classes.

PRESENTATION OF MAIN MATERIAL

Most approaches to BGP anomaly classification rely on a similar general idea. Raw routing updates are first
transformed into numerical indicators that summarize behavior within short time intervals. In many studies, this
transformation is implemented as an explicit feature-extraction stage, which converts BGP update streams into
structured vectors suitable for machine learning [27]. Other works construct features derived from routing topology
or AS-relationship graphs before applying a supervised classifier [28]. These feature representations serve as the input
layer for various modeling approaches.

Formally, the input to the model is not a single value but a short sequence of feature vectors extracted over

consecutive time windows. Let T denote the number of time steps in one observation segment and F the number of

extracted routing features. For each time step t € {1, ..., T}, a feature vector x; = { fl(t), e F(t)} is computed. The full

model input can therefore be viewed as a sequence = {x, ..., x;} , which in practice corresponds to a matrix of size
T X F. Each column represents the temporal evolution of one routing feature, while each row corresponds to a
particular observation window. Each sequence X is labeled according to the routing condition it represents (e.g., non-
anomaly, direct anomaly, indirect anomaly, outage). After training, the classifier produces a probability distribution
over these classes for any unseen input segment.

Performance is evaluated using standard classification measures derived from the confusion matrix. These
include precision, recall, accuracy and F1-score:

TP

Precision = ———— 1
recision TPP+ 7P (1)
_ 2)
Recall = 75PN
TP+TN 3)
Accuracy =

TP+ TN+ FP+FN
1 _, Precision * Recall @
score = Precision + Recall

where TP (true positives) denotes correctly identified anomaly instances, TN (true negatives) corresponds to
correctly classified normal instances, FP (false positives) represents normal instances incorrectly classified as
anomalies, and FN (false negatives) denotes anomalies that were not detected by the model.
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In multi-class settings, these measures are computed separately for each anomaly category and may also be
averaged. They quantify how often the model correctly identifies a class and how reliably it avoids misclassification.
In the majority of published works, such metrics are reported in order to compare different models or feature extraction
strategies under a fixed dataset and experimental configuration. The emphasis is typically placed on demonstrating
competitive or improved values relative to other approaches. Still, metric tables alone do not reveal why certain
anomaly types are consistently harder to recognize, or what aspects of the input representation contribute to lower
scores.

One practical way to investigate this issue is to observe how model predictions change when parts of the
input are deliberately modified. Perturbation-based explanation methods follow this principle by systematically
altering selected input components and measuring the resulting variation in output confidence. In computer vision,
occlusion has been widely used to identify input regions that influence classification decisions by masking parts of an
image and tracking changes in predicted probabilities [29]. Similar perturbation-based reasoning has been formalized
as a general explanation strategy in machine learning [30]. Inspired by this idea, we apply a controlled occlusion
procedure to routing feature sequences in order to analyze class-specific prediction behavior.

From an operational standpoint, the classifier operates not on isolated one-minute observations, but on short
segments formed by combining multiple consecutive time windows into a single input sequence. Each segment
therefore reflects routing behavior over a continuous interval rather than a single snapshot. Performance metrics are
computed at the level of such segments. To analyze class-specific behavior, we modify the input sequence by
occluding one routing feature f;. This is done by setting its values to zero across the entire segment, effectively
removing its temporal signal while keeping all other features unchanged. The modified sequence is then passed
through the trained classifier, and the output probabilities are recalculated.

Let p, denote the probability assigned by the model to the originally predicted class ¢, and let p. denote the

probability of the true class c. After occluding feature f;, the new probabilities are denoted as pg_i) and pg_i) ,
respectively. Two quantities are evaluated:
® _ (-0)
Apred_drop_ Pe = Pe (5)
@ _ =D
target_gain— Pc — Pc (6)

The first term measures how strongly feature f; supports the originally predicted decision. A large positive
value indicates that removing the feature substantially weakens that prediction. The second term measures whether
occluding f; increases the probability of the true class. A positive value suggests that the feature may suppress correct
recognition.

Based on the aggregated sensitivity measures over misclassified segments of the target class, features are
selected according to the following criterion:

M
. 1 . . .
D RN () § 6)] @ 6)]
C=1t Atargetgain> M Atargetgam n ApreddmpS Atargetgam +e (7)
j

where € > 0 is a small tolerance constant introduced to allow minor numerical deviations between the
prediction drop and the corresponding target gain. This formulation selects features that provide positive and above-
average contribution to the target class while excluding those whose removal leads to disproportionately larger
changes in model output.

These quantities are computed for samples belonging to the anomaly category with the weakest metric values,

and particularly for segments that were misclassified. By aggregating Agz ed_arop aNd Ag;)r get_gain OVEr such segments,

we obtain a class-oriented view of how individual routing features influence incorrect decisions. Unlike global feature-
importance methods, this analysis is restricted to a specific anomaly type and focuses directly on the model behavior
responsible for degraded metric values. Taken together, these considerations lead to a sensitivity-driven refinement
approach, summarized in Fig. 1. The procedure starts with training a baseline classifier using the complete set of
extracted routing features. Once trained, class-wise precision, recall, and F1-scores are computed on the evaluation
dataset. The anomaly category exhibiting the weakest performance is selected as the target for further analysis.

The previously described occlusion-based sensitivity measures are then computed for this class, focusing on

misclassified segments. Based on the aggregated values of Agr)edidmp and Agfl)rget_gam , features that consistently

demonstrate adverse influence on the target class are identified. Candidate features are temporarily removed from the
input set, the model is retrained, and the evaluation metrics are recomputed. If the modification improves the degraded
class without causing substantial deterioration in other categories, the change is retained; otherwise, the feature is
restored. The resulting configuration defines the refined feature set.
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Fig. 1. Workflow of the proposed sensitivity-driven refinement approach

To evaluate the proposed approach, a set of well-documented historical BGP anomaly events was selected
[28]. The events represent different categories of routing disruptions, including direct anomalies (e.g., route leaks),
indirect anomalies caused by large-scale worms, and link failures triggered by infrastructure outages. Using diverse
anomaly types ensures that the evaluation does not focus on a single behavioral pattern. The anomalous events
considered in this study are listed in Table 1.

Table 1
Anomalous events considered in the experimental evaluation
Event Anomaly Type Start Time (UTC) Finish Time (UTC)
AS9121 RTL Direct 24/12/2004 09:20 24/12/2004 10:03
AWS Route Leak Direct 22/04/2016 17:10 22/04/2016 20:00
Malaysian Telecom Direct 12/06/2015 08:42 12/06/2015 10:24
Code Red v2 Indirect 19/07/2001 10:00 19/07/2001 20:00
Nimda Indirect 18/07/2001 13:00 21/07/2001 12:00
Slammer Indirect 25/01/2003 05:31 25/01/2003 19:59
Moscow Blackout Outage 25/05/2005 04:40 25/05/2005 07:40
Japan Earthquake Outage 11/03/2011 09:13 11/03/2011 15:39

For each event, raw BGP update data were collected for 24 hours before and 24 hours after the anomaly
interval. This extended observation period ensures that both normal and anomalous routing behavior are represented
in the dataset. All updates were processed using a fixed temporal resolution of 1 minute. For each minute, a routing
feature vector was computed, and a corresponding label was assigned according to the routing condition at that time
(normal behavior or a specific anomaly type).

Two independent feature extraction approaches were considered in order to evaluate the robustness of the
proposed refinement strategy. First, a statistical feature set consisting of 32 indicators was generated using the BML
framework [31]. These features describe temporal and distributional properties of routing updates within each one-
minute window. The set includes indicators related to update activity, AS-path statistics, prefix-level characteristics,
and variability measures computed over the observation interval. Second, a topology-oriented feature set was
constructed using an extractor based on AS-relationship graphs, following the methodology proposed by Paiva et al
[28]. These features capture structural properties of routing behavior, including relationship types between ASes and
graph-based characteristics derived from AS-path connectivity. The sensitivity-driven refinement procedure described
earlier was applied independently to both feature representations using LSTM-driven classifier. An event-based split
was adopted to ensure evaluation on previously unseen anomaly events.

Baseline classification results obtained using the full set of 32 BML statistical features are shown in Fig. 2.
While direct and indirect anomaly categories are classified with high accuracy, the outage class exhibits significantly
degraded performance. In particular, recall for the outage category remains close to zero, indicating that most outage
segments are misclassified as other anomaly types. Given this imbalance, the outage class is selected as the target for
the subsequent sensitivity analysis and refinement procedure.
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Fig. 2. Baseline results (BML features): a) confusion matrix; b) metrics
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Fig. 3. Classification performance after removal of avg_editdist: a) confusion matrix; b) metrics
- o . . .. . @
Among all 32 statistical features, only avg_editdist exhibited a substantial positive target gain (4, get_gain

~ 0.71) when occluded, indicating that this feature strongly contributes to incorrect suppression of the outage class.
All remaining features showed marginal effects, with gain values close to zero (within #0.02). In contrast, the feature
Sged_drop
confidence of the originally predicted class. This behavior suggests that the feature plays an important structural role
in the classifier and is not a candidate for removal. After removing the feature avg_editdist, the classifier was retrained
using the remaining 31 statistical features. The updated performance is shown in Fig. 3.

A substantial improvement is observed for the outage class. Recall increases from near-zero in the baseline
configuration to 0.64, and the F1-score rises to 0.78. The confusion matrix in Fig. 4(a) shows that the majority of
outage segments are now correctly classified (25 instances), with a reduced number of misclassifications as indirect
anomalies. In addition to the improvement of the degraded class, performance for other classes also increases. Both
categories achieve higher precision and F1-scores compared to the baseline model, indicating that the removed feature
negatively influenced overall class separation rather than benefiting other classes. These results demonstrate that the
sensitivity-driven refinement not only recovers the degraded class but also enhances global classification consistency.

To further evaluate the generality of the proposed refinement approach, the same experimental procedure
was applied to an alternative feature representation based on AS relationship graphs. Unlike the statistical BML
features, this topology-oriented set captures structural properties of routing behavior. Baseline results for the topology-
based features are shown in Fig. 4. Compared to the statistical configuration, the outage class is recognized more
reliably at baseline, with substantially higher recall and F1-score. This suggests that structural routing characteristics
are more informative for distinguishing outage-type anomalies. Nevertheless, this category remains the weakest
among the three classes, indicating that misclassification patterns are still present and that further sensitivity analysis
is warranted.

avg_interarrival demonstrated a high A value (= 0.89), meaning that removing it significantly reduces the
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Fig. 4. Baseline classification results using topology-based features: (a) confusion matrix; (b) metrics
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Fig. 5. Classification results after removal of av_number_of bits_in_prefix_ipv4: (a) confusion matrix; (b) metrics

For the topology-based representation, occlusion analysis again focused on misclassified outage segments.
The feature av_number of bits_in_prefix ipv4 demonstrated the highest target gain (= 0.98), indicating strong
influence on suppression of the outage class. At the same time, it produced a substantial prediction drop(= 0.99),
suggesting that it plays a significant role in overall model decisions. Given this dual behavior, the feature was
temporarily removed to evaluate its structural impact. After removal, a slight redistribution between the indirect and
outage classes is observed, reducing their mutual confusion. The improvement is moderate compared to the statistical
feature experiment, as the topology-based configuration already provides stronger baseline discrimination of outage
anomalies (Fig. 5).

The experimental evaluation across two distinct feature representations demonstrates that the proposed
sensitivity-driven refinement approach provides a systematic mechanism for analyzing and correcting class-specific
weaknesses in anomaly classification. In the statistical feature configuration, the method revealed a strongly distortive
feature whose removal substantially improved outage recognition. In the topology-based representation, the same
procedure resulted in a more moderate but still measurable adjustment, confirming that the approach adapts to different
feature characteristics. These observations indicate that perturbation-based sensitivity analysis can serve not only as
an explanatory tool, but also as a practical instrument for targeted feature configuration refinement.

To ensure result stability, the classification pipeline (including feature extraction, model training, and
sensitivity analysis) was repeated 3 times with different random seeds. The identified adverse features (avg editdist
and av_number_of bits_in_prefix_ipv4) and performance improvements were consistent across runs, confirming the
robustness of the refinement procedure.

CONCLUSIONS
In this study, a perturbation-based sensitivity approach was applied to improve recognition of degraded
anomaly categories in BGP classification. The method was evaluated using two different feature sets, statistical
features and topology-based features, under the same LSTM model and event-based testing protocol. In both
configurations, the analysis identified features that strongly influenced misclassification of the outage category. Their
removal followed by retraining resulted in improved recall and F1 score for the problematic class.
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The results confirm that occlusion based analysis can be used not only to interpret model behavior but also
to guide practical refinement of the feature set. Unlike global feature importance methods (e.g., SHAP) that provide
aggregate rankings across all classes, the proposed perturbation-based analysis is inherently class-specific and causal:
it directly quantifies how feature removal affects the probability of the true class for misclassified instances of the
weakest category, enabling targeted refinement rather than generic interpretation. The approach operates
independently of the specific feature representation and does not require architectural changes, which makes it suitable
for integration into existing multi-class BGP anomaly detection pipelines.
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