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ANALYTICAL ANALYSIS OF APPROACHES TO REMOTE VEHICLES
MONITORING AND DIAGNOSTICS OF DURING THEIR OPERATION

This study presents a comprehensive bibliometric analysis of the Web of Science Core Collection database to explore the
current state, trends, and research needs in the field of remote vehicle monitoring and diagnostics within the automotive industry.
Our objective was to identify key areas of scientific focus and emerging technological priorities by systematically examining the
literature. To achieve this, we developed a complex search query using four groups of keywords. The first group targeted general
automotive and diagnostic terminology, including "Diagnostic Trouble Code," "Electronic Control Unit," "On-Board Diagnostics,”
"transportation system,” "automotive,” "vehicle," "car,"” "vehicle diagnostic," and "vehicle monitoring."” The second group covered
scientific and technical approaches such as "method," 'research," "diagnostics,” "monitoring," "observation,” ‘analysis,"
"maintenance, " and "telematics. " The third group focused on specific components and parameters related to vehicle performance and
health, including "error,” "fault,” 'ignition,” "engine " "onboard,” "OBD," "health," 'performance,” "driving," "habit" "fuel"
"transmission," "powertrain," "ECU, " "tire," "pressure,” "sensor," "filter," "HVAC," and "air condiitioning." The final group focused on
the concept of remoteness, featuring the keyword "remote." The search results were analyzed and visualized across various
dimensions, including the number of publications by year, publication types, research categories, leading authors, affiliated
institutions, geographic distribution by country, research areas, and alignment with the UN Sustainable Development Goals.
Furthermore, we generated a citation report and conducted an in-depth analysis of influential publications by other researchers in
this domain. The results provide insights into the scientific landscape and inform future research directions for advancing remote
diagnostics in intelligent transportation systems.

Keywords: vehicle, remote diagnostics, technical condition, OBDZ2, Diagnostic Trouble Code.

MATINYYK JTroGomup

TepHoMiNECHKMIT HaNliOHANBHMIT TeXHIYHMIA yHiBepcHuTeT iMeHi IBana [Tymos

MEJIbHUK Awnppiit

3axiTHOYKpaiHChbKUil HALlIOHAIbHUI YHIBEPCUTET

I'OTOBUY Bonoaumup, BOHAP Biraniit

TepHOMiNbCHKUIA HAI[IOHATBHUHA TEXHIYHMH YHIBepcUTET iMeHi [Bana [Tyimtos

AHAJITUYHUA AHAJII3 IIIIXOAIB 10 BIJIAJIEHOTI'O MOHITOPHHI'Y TA
JIATHOCTHUKHU TPAHCIIOPTHHUX 3ACOBIB B IIPOIECI IX EKCIIJIYATALII

L{s cratTs € aHanizom 6a3m ganmx Web of Science Core Collection 3 METO KpaLyoro po3yMiHHS NePCieKTUB aBTOMOOIIbHOI
MPOMUC/IOBOCTI Ta NOTPEG Y ANCTAHLIVIHOMY MOHITOPUHIY Ta AIarHOCTULI TPaHCIOPTHUX 33C06iB. CTBOPEHO PEIEBAHTHUM MOLLYKOBUY
3anuT, BUKOPUCTOBYIOYM 3rPYroBaHI Kio4oBi c/ioBa. leplua rpyna: AlarHOCTUYHI KoM HECTPaBHOCTI, &IEKTPOHHMY BJI0K KEpyBaHHS,
60pTOBAa [IarHOCTUKAE, TPAHCIIOPTHA CUCTEMAE, aBTOMOBI/IbHA CHCTEME, TPAHCIIOPTHMM 3aCi6, aBTOMOOIIb, AIarHOCTUKE TPAHCITOPTHUX
3ac006iB, MOHITOPUHIT TP3HCIIOPTHUX 3aCO0IB. [pyra rpyna: MeTod, AOCTAKEHHS, AiarHOCTUKE, MOHITOPUHI, CIIOCTEPEXXEHHS], aHasli3,
TEXHIYHE O0BC/TYroByBaHHS, TE/IEMATuKa. TPETs rpyna: MOMU/IKE, HECTPaBHICTb, 3arantoBaHHs, ABUryH, 6optosuy, OBD, cTaH,
MPOAYKTUBHICTL, BOAIHHS, 3BWYKE, Ma/mMBO, TPaHCMicis, cwiosmi arperar, ECU, iwwmHa, THCK, AarduK, QinbTp, BEHTWISALIS Ta
KOHANLIIOHYBAHHSI MOBITPS], KOHANLIIOHED. YeTBeDTa rpyna.: ANCTaHUIMIHE KepyBaHHS. Pe3y/ibTaTv rpeacTasieHi y Bur/isgi rpagidHmnx
IIIOCTPaUIMT 3@ KifIbKICTIO 1y6/liKaLivi, pOKOM ry6/iikauii, Triom riybsiikalii, TMIoM KaTeropii, aBTopoM, 3a yCTaHOBOK, Kagheqporo,
KpaiHoKo, rasy33t0 AOCTIMKEHHS Ta L0 CTa/Ior0 pPO3BUTKY. 3reHEDOBAHO aHa/liTuyHmii 3BIT Mpo UUTYBAHHS Ta [POBELEHO
AETa/30BaHMI aHasli3 pooiT iHLLMX JOCTTIAHNKIB y Uit rasysi.

KIto40Bi C/10Ba. TPAHCIIOPTHMN 3aci6, BIAAANIEHA AIBrHOCTYKE, TEXHIYHM cTaH, OBD2, AiarHOCTUYHI KOgn HECPaBHOCTEM.
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INTRODUCTION
Today, the market of the automotive industry is constantly developing and growing. This leads to the growing
need for efficient remote monitoring and diagnostics systems. These systems play a crucial role in ensuring vehicle
reliability, safety and reducing operational costs. The integration of vehicle sensors and telematics in combination
with machine learning has enabled continuous assessment of vehicle health, allowing for predictive and preventive
maintenance. This study aims to evaluate the relevance and development trends of vehicle remote diagnostics and
monitoring by analyzing publications indexed in the Web of Science Core Collection database.

MAIN PART
We performed analytical research to assess the research topic relevance and prospect by analyzing Web of
Science Core Collection scientific database. Search terms for the query were chosen based on the relevance to a
research topic. All statistical data in this paper is based on the search query - (TS=("Diagnostic Trouble Code") OR
TS=("Electronic control unit") OR TS=("On-Board Diagnostics") OR TS=("transportation system") OR
(TS=("automotive") AND (TS=("vehicle") OR TS=("car"))) OR TS=("vehicle diagnostic") OR TS=("vehicle
monitoring")) AND (TS=("method") OR TS=("research") OR TS=("diagnostics") OR TS=("monitoring") OR
TS=("observation") OR TS=("analysis") OR TS=("maintenance") OR TS=("telematics")) AND (TS=("error") OR
TS=("fault") OR TS=("ignition") OR TS=("engine") OR TS=("onboard") OR TS=("obd") OR TS=("health") OR
TS=("performance") OR TS=("driving") OR TS=("habit") OR TS=("fuel") OR TS=("transmission") OR
TS=("powertrain") OR TS=("ecu") OR TS=("tire") OR TS=("pressure") OR TS=("sensor") OR TS=("filter") OR
TS=("hvac") OR TS=("air conditioning")) AND (TS=("remote")).
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Fig. 1. Number of publications by publication year in the Web of Science Core Collection database (Publication Years)

Most researchers published their results as articles in journals — 109 or as proceeding papers — 84 (Fig. 2).

84
Proceeding Paper

Fig. 2. Number of publications by publication type in the Web of Science Core Collection database (Document types)
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The largest amount of research papers are in Engineering Electrical Electronic field — 88 and Computer
Science — 59 (Computer Science Information Systems — 24, Computer Science Theory Methods — 21, Computer
Science Artifical Inteligence — 14). However other categories also have a significant number of publications.
Telecommunications — 39, Transportation Science Technology — 31, Instruments Instrumentation — 21, Automation
Control Systems — 19, Environmental Sciences — 12, Chemistry Analytical — 11 (Fig. 3). This broad list of different
categories research papers were published indicates a research topic importance in different areas of human life.

88 31 21 19
Engineering Electrical Electronic Transportation Science Technology Instruments Automation Control
Instrumentation Systems

24
Computer Science Information Systems.

21
Computer Science Theory Methods

12
Environmental Sciences

Fig. 3. Number of publications by category type in the Web of Science Core Collection database (Web of Science categories)

Most articles are published by Zhang Y — 5, Wang JF — 4, Macher G — 3, Wang XF — 3, Zhang XF — 3
(Fig. 4).
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Fig. 4. Number of publications by author in the Web of Science Core Collection database (Authors) - limited to 25

Leadership among affiliations by number of publications are held by Beijing Institute Of Technology School
Of Mechanical Engineering — 4, Tsinghua University School - 4 (Tsinghua University School Of Environment — 2,
Tsinghua University School Of Information Science And Technology - 2), Jilin University Transportation College —
2, Polytechnic Of Milan Department Of Electronics Information And Bioengineering — 2, University Of
NottinghamFaculty Of Engineering — 2, Xidian University State Key Laboratory Of Integrated Services Network — 2
(Fig. 5).
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Fig. 5. Number of publications per institution department in the Web of Science Core Collection database (Affiliation with Department)

Most numbers of research papers are originating from China — 64, USA — 23, India — 19, Italy — 17,
Germany — 16, England — 11, Canada — 10 (Fig. 6).

64 16 1
PEOPLES R CHINA GERMANY ENGLAND

Fig. 6. Number of publications per country in the Web of Science Core Collection database (Countries/Regions)

Topic is being widely researched in various areas like Engineering — 122 publications, Computer Science —
63, Telecommunications — 39, Transportation — 32, Instruments Instrumentation — 21, Automation Control Systems —
19, Environmental Sciences Ecology — 12, Chemistry — 11, Physics — 10 (Fig. 7).
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Fig. 7. Number of publications by area of research in the Web of Science Core Collection database (Research Areas)

Sustainable development is an important part of human prospect. Publications can be categorised by the
sustainable development goal. Sustainable Cities And Communities takes a lead with 91 research papers, Good Health
And Well Being — 43, Climate Action — 20, Affordable And Clean Energy — 12, Life On Land — 3 (Fig. 8).

20
13 Climate Action

81
11 Sustainable Cities And Communities

Fig. 8. Number of publications by sustainable development goal in the Web of Science Core Collection database (Sustainable
Development Goal)

In order to better understand study relevance and popularity among scientists we created a citation report in
the Web of Science Core Collection database. The obtained report (Fig. 9) confirms the direct correlation between
published papers number and number of citations. We can see a constant growth in number of citations and published
papers since 2019 peaking in 2023. Although in 2024 there is a drop in published research papers — it is still more
than average number in last 10 years.
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Fig. 9. Citation report in the Web of Science Core Collection database (Times Cited and Publications Over Time)

To understand scientists' interest, we analyzed the publications with the highest numbers of citations (Fig.
10, 11). Most popular cited works are: “Vehicular Edge Computing and Networking: A Survey” [1] - 350 citations,
“Battery thermal management system for electric vehicle using heat pipes” [2] - 177, “Perception and sensing for
autonomous vehicles under adverse weather conditions: A survey” [3] - 146, “Monitoring the effect of urban
development on urban heat island based on remote sensing and geo-spatial approach in Kolkata and adjacent areas,
India” [4] - 141, “Detection of Asphalt Pavement Potholes and Cracks Based on the Unmanned Aerial Vehicle
Multispectral Imagery” [5] - 122, “A Review on Digital Twin Technology in Smart Grid, Transportation System and
Smart City: Challenges and Future” [6] - 105, “Vehicle-Based Relay Assistance for Opportunistic Crowdsensing Over
Narrowband [oT (NB-IoT)” [7] - 81, “Propagation Channels For MMWAVE Vehicular Communications: State-Of-
The-Art and Future Research Directions” [8] - 68, “Remote sensing of on-road vehicle emissions: Mechanism,
applications and a case study from Hong Kong” [9] - 68, “Effect of long term driving on driver discomfort and its
relationship with seat fidgets and movements (SFMs)” [10] - 64.

Citations

195 Publications Citations: highest first = < 1 of4 >
< Previous year n
werage per Total
year
2021 2022 2023 2024 2025
Total 366 480 553 764 39 263.9 2,639
Vehicular Edge Computing and Networking: A Survey
1
© Liu, L; Chen, C;(...; Zhang, ¥ 81 100 85 57 8 58.17 349
Jun 2021 | MOBILE NETWORKS & APPLICATIONS = 26 (3), pp.1145-1168
Battery thermal management system for electric vehicle using heat pipes
©2 38 31 36 3 2 2 176

Smith, J; Singh, R; (...;; Mochizuki, M
Dec 2018 | INTERNATIONAL JOURNAL OF THERMAL SCIENCES ¥ 134, pp.517-529

Fig. 10. 10 most cited articles in the Web of Science Core Collection database (part 1)
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Perception and sensing for autonomous vehicles under adverse weather conditions: A survey

3 4
© Zhang, YX; Carballo, A; (..); Takeda, K 0 0 33 107 6 4867 146

Feb 2023 | ISPRS JOURNAL OF PHOTOGRAMMETRY AND REMOTE SENSING * 196, pp.146-177

Monitoring the effect of urban development on urban heat island based on remote sensing and geo-
spatial approach in Kolkata and adjacent areas, India

Nov 2021 | SUSTAINABLE CITIES AND SOCIETY = 74

Detection of Asphalt Pavement Potholes and Cracks Based on the Unmanned Aerial Vehicle
Multispectral Imagery

@ 5 16 28 26 33 0 15.25 122
Pan, YF; Zhang, XF; ..); Yang, LP

Oct 2018 | IEEE JOURNAL OF SELECTED TOPICS IN APPLIED EARTH OBSERVATIONS AND REMOTE SENSING * 11(10)
,Pp3701:3712

A Review on Digital Twin Technology in Smart Grid, Transportation System and Smart City: Challenges
and Future

Jatarl, M; Kavousi-Fard, A; (..); Karimi, M.
2023 | IEEE ACCESS ™ 11,pp.17471-17484

Vehicle-Based Relay Assistance for Opportunistic Crowdsensing Over Narrowband loT (NB-loT)

7
© Petrov, V; Samuylov, A (.. Koucheryavy, ¥ 19 8 6 4 0 10.13 81

Oct 2018 | IEEE INTERNET OF THINGS JOURNAL * 5(5), pp.3710-3723

PROPAGATION CHANNELS FOR MMWAVE VEHICULAR COMMUNICATIONS: STATE-OF-THE-ART AND
FUTURE RESEARCH DIRECTIONS

Jameel, F; Wyne, $; (...; Chang, 2
Feb 2019 | IEEE WIRELESS COMMUNICATIONS * 26(1), pp.144-150

Remote sensing of on-road vehicle emissions: Mechanism, applications and a case study from Hong

Kong
Qs 1 17 5 9 0 85 68

Huang, YH; Organ, B; (...); Yam, ¥S
Jun 2018 | ATMOSPHERIC ENVIRONMENT * 182, pp.58-T4

Effect of long term driving on driver discomfort and its relationship with seat fidgets and movements

(SFMs
© 10 ) 17 10 4 4 0 7.11 64

Sammonds, GM; Fray, M and Mansfield, N
Jan 2017 | APPLIED ERGONOMICS = 58, pp.119-127

Fig. 11. 10 most cited articles in the Web of Science Core Collection database

Analysis of the scientific works shows an increasing interest to vehicles monitoring and diagnostics.
Scientists understand the importance of safe and emission-free cars to supply a sustainable future.

Today, when vehicle malfunctions, driver needs to physically drive to the repair shop and mechanic using a
scanner tool can perform diagnostics on-site. This process is expensive and time consuming. The study “Possibilities
of Using of Online Vehicle Diagnostics in the Future” proposes a new way of remote vehicles diagnostics [11]. They
did an overview of existing approaches to preventive and predictive remote maintenance used in the aircraft industry —
ACARS. The principle of this maintenance is a real-time connection between an aircraft unit and ground maintenance
cabin through a satellite. The system automatically collects all relevant data from aircraft and continuously sends it
through the channel to ground personnel. This allows us to prepare for any repairs in advance before the aircraft lands
or correct any technical malfunction by localizing it as early as possible to prevent a chain reaction that might cause
more serious issues.

Remote vehicle diagnostics' main purpose is to share data with other people or systems. This process includes
data providers, data reading, data transmit, data analysis, data sharing (Fig. 12).
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Fig. 12. Stages of remote vehicle diagnostics

Data providers are any physical components that provide particular information about vehicles like vehicle
speed sensor, cabin air quality sensor, steering angle sensor etc. There are a lot of different sensors, and they are
usually grouped and managed by different Electronic Control Units (ECUs). Additional data that can be used to
monitor the vehicle's state can be a visual input (any visible physical damage vehicle has) or sound input (any hearable
malfunction e.g. engine knocking).

Data reading is a process that focuses on obtaining data from data providers. All vehicle ECUs are connected
together using a CAN (Controller Area Network) bus — a communication system that allows ECUs to directly
communicate with each other. For diagnostics purposes every gasoline vehicle since 2004 all vehicles in EU must
have a special port called OBD2 (On-board diagnostics) and located not more than 0.61m from the steering wheel.
OBD2 utilizes CAN bus protocol and allows reading Diagnostic Trouble Codes (DTCs) and sensors data directly from
ECUs. OBD2 has several protocol standards (SAE J1850 PWM, SAE J1850 VPW, ISO 9141-2, ISO 14230
KWP2000, ISO 15765 CAN) and standardized set of PIDs that are used to access specific data.

Data can be also provided by visual and sound inputs. There are cases when sensors can’t detect a specific
issue. In case of any physical damage to a vehicle, the driver must have the ability to share it with a mechanic or
service provider. This can be achieved by providing an ability to attach an image with physical damage to a car body
or an audio recording with wheezes. This type of analysis should be used as on-demand and explicitly started by driver
to avoid any security concerns.

Data transmission is the most crucial component in remote vehicle monitoring and diagnostics. Technology
development and spread of cellular networks encouraged embedding a real-time connectivity with cloud services into
vehicles. Telematic control unit (TCU) is a component used in automotive industry that supplies vehicle with mobile
communication technologies. A study “Vehicular Edge Computing and Networking: A Survey” (1) proposes a new
architecture for vehicles edge communication. Vehicular Edge Computing (VEC) is expected to be a better fit for
vehicles with less latency as opposed to Vehicular Ad Hoc Network (VANET) or Mobile Edge Computing (MEC)
paradigms.

Data analysis is a process that is mostly done on cloud after all data is transmitted but can also take place on
board if needed. This includes data processing, normalizing and running different algorithms to predict any
malfunctions that can happen in future. Scientists Sandeep Nair Narayanan, Sudip Mittal, Anupam Joshi in “OBD
SecureAlert: An Anomaly Detection System for Vehicles” [12] did a comprehensive experiment in finding anomalies
in collected vehicle signals. Anomalies can help detect an attack on a vehicle based on abnormal data or be used to in
predictive and preventive maintenance.
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Data sharing is the final step in remote vehicle monitoring and diagnostics. It must provide an ability for
mechanic or service provider monitor vehicle state in real-time. The tools can be different including a web site, mobile
app or API (Application Programming Interface) services.

Since the OBD2 standard defines a limited set of PIDs for vehicle diagnostics, vehicle vendors extend OBD2
with proprietary PIDs. This makes each vehicle require a unique decoding approach. This lack of standardization
prevents mechanics, fleet operators, and diagnostic companies from obtaining comprehensive and consistent vehicle
data. The study [11] proposes a new paradigm to solve this gap. The approach involves abstraction of vehicle data by
each vendor’s specific backend server (Fig. 13). The purpose of this server is to bridge and map proprietary data to a
new format that must be defined by a provider server. A provider server than collects all data and is accessible by the
end consumers.

Vehicle Sensors Vehicle Sensors Vehicle Sensors
DBl-D2 DE[DZ DBl.Dz
Image Image Image
w data ™ w data ™ data
Driver 1 Driver 2 Drwcr N
Car 1
. e e
Vendor | backend Vendor 2 backend Vendor N backend
.
> _1

Provider|backend

D

api

Other api services

Emissions control agency

o

Fig. 13. A new standardized approach to remote vehicle monitoring and diagnostics

Mechanic

CONCLUSION

This paper provides an analytical analysis of approaches to remote vehicles monitoring and diagnostics
during their operation. We used Web of Science Core Collection database and a search query specific to a topic.
Query results of papers by publication year shown a steady growth since 2019. Additionally, we analyzed Search
results were analyzed scientific works by number of publications by publication type, by category type, author, per
institution department, per country, by area of research and by sustainable development goal. We also created a citation
report and listed the 10 most cited research papers. Analysis of the existing approaches to remote vehicle monitoring
and diagnostics shows a bright and perspective future in this area.
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