Mixcnapoonuit HayKoeo-mexniuHuil JHeypHan
«BumiprosanbHa ma o64ucnroeasibHa MexHika 8 mexHoJs1I02iYHUX npoyecax»
ISSN 2219-9365

https://doi.org/10.31891/2219-9365-2024-80-40
UDC 629.735.051:004.7 (043.3)

TOROSHANKO Yaroslav

State University of Information and Communication Technologies
https://orcid.org/0000-0002-9053-7156
e-mail: toroshanko@ukr.net

TOROSHANKO Oleksandr

Taras Shevchenko Kyiv National University
https://orcid.org/0000-0002-2354-0187
e-mail; toroshanko@gmail.com

OMELCHUK Vadym

State University of Information and Communication Technologies
https://orcid.org/0009-0007-1436-236X
e-mail: v.omelchuk@ukr.net

MANAGEMENT OF INFORMATION EXCHANGE IN WIRELESS SENSOR
NETWORKS USING MOBILE AGENTS

The proposed method provides a simple search for the optimal number of routes with energy consumption constraints, as
well as minimization of traffic in the network. The delivery speed is regulated by applying controlled Markov processes under the
constraints on the required energy consumption of the sensors. When controlled by mobile agents, energy costs for data delivery
are reduced, which is especially important for sensor networks with non-renewable energy sources. The control problem is to
optimally determine the wear coefficient vector and the diffusion coefficient matrix, which minimize the traffic volume with a limit
on energy consumption and taking into account the asymmetry of the communication quality between consecutive nodes.
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TOPOIIAHKO Sfpocnas

JlepxaBHUH yHiBepcUTeT iHOPMALIHHO-KOMYHIKaIiiTHIX TEXHOJIOTiH

TOPOIIIAHKO Ounexcanap

KwuiBchkuit HanioHansHMi yHiBepcuTet iMeHi Tapaca IlleBuenka, Kuis

OMEJIBYVYK Bagnm

JleprxaBHmii yHiBepcUTET iHpOPMAIiHHO-KOMYHIKaI[IHHIX TEXHOIOTii

KEPYBAHHS IHOOPMAIIIMHUM OBMIHOM B BE3ITPOBO/10OBIII CEHCOPHIN
MEPEXKI 3 JTOIIOMOI'OO MOBIJIbHUX ATEHTIB

Po3rnsgHyTii METOZ 3a6e3r1e4ye rPOCTMH MOLLYK ONTUMAE/IbHOMO YHCIa MaPLLIPYTIB 3 OBMEXEHHSIM HA EHEDIOCITIOXMBAHHS],
a TaKox MIHIMI3aL0 Tpagika B GE3MPOBOAOBIM CEHCOPHIY MEpExi. [TpoaHami30BaHi OOMEXEHHS Ta XapakTepHi O0Co6sMBOCTI
1106y.40B1 CEHCOPHUX MEPEX, SIKI OOYMOBJIEHI TaKUMU YUHHUKAMU. 343THICTb [0 AELEHTPA/T30BaHOI CaMooOpraHi3aLlii CeHCOPHOI
MEDEX(, OOMEXEHA EMHICTL [XKEPENA E€HEPrii pafiofaaTqvmKis, BIACYTHICTb IHANBIAYAILHUX [AEHTU@DIKATOPIB €1EMEHTIB MEPEXI,
B3a€EMHI 3aBaam Ta CrIOTBOPEHHS AaHMX, SIKI BUKITMKAHI TEPEAGYEI0 JaHNX Ha O/IN3bKUX YacToTax. /i NOJONIaHHS AaHUX OBMEXEHD
3aIPOrOHOBaHM METOA KEDYBaHHS 3 OMOMOIro MOGI/IbHUX are€HTIB — MPOrpamMHoro Kogy, rig Yac repeaadi Skoro BUXigHmi oocsr
A3HNX MOXE ByTH 3MEHLLIEHO LLIISIXOM JTIKBIAALYII HaQ/MLIKOBOCTI AETEPMIHOBaHUMU METOLaMH | METOAAMU CTOXaCTUYHOI orrTumi3aLi.
B 0CHOBI apXiTeKTypu MEDPEXI IEXNTL 6aratopiBHeEBa IEpapxis By3/1iB Ta M10BS3aHA 3 HEIO CUCTEMA MOOITbHUX areHTiB. Mobi/ibHI
IHTENIEKTYalIbHI areHT B yMOBax OE3POBOJOBUX CEHCOPHUX MEPEX 34aTHI afanTyBatucad A0 3MIHHOMO [H@OpMaLiviHoro
cepenoBuLLa, MOXYTb NPaLiloBaTH aBTOHOMHO, 36epiratv | nepegasarv /159 06pOb/IEHHSI HAKOMMYEHy iH@popmaLito. C@hopMy/ibOBaHo
OCHOBHI MPUHLMITN KOJIEKTUBHOIO KEPYBAHHS | MyJIbTUGrE€HTHOI B3aEMOZII y rpyrax CEHCOpiB. B SKOCTI ONMTUMAE/IbHOrO KePYyBaHHS
PO3YMIETLCS Ais1 E/IEMEHTA /151 AOCAHEHHI MAKCUMAE/IbHO MOXX/TMBOIO 30I/IbLUEHHS LiTbOBOroO QYHKLIIOHATY Py NEPEXOLi CUCTEMM 3
[I0TOYHOro CTaHy B KIHLEBUI. Pery/itoBaHHs LBUAKOCTI AOCTABKHU PU 3a[aHNX OOMEKEHHSIX 34IMCHIOETLCS LL/ISIXOM 3aCTOCYBAHHS
KEpoBaHMX MapKOBCbKUX pouyeciB. [lpy KEpyBaHHI 3a L[OMOMOIolw MOOIIbHUX are€HTIB 3MEHLLYIOTLCS EHEPreTUYHI BUTPATH Ha
AOCTaBKy A3HUX, LLO OCO6/IMBO aKTya/IbHO /15 MEPEXX CEHCOPIB 3 HEBIAHOB/IIOBAaHNMY [)KEPESIaMU EHEPIT].

KntoqoBi crioBa. 6e3rpoBoJoBa CEHCOPHA MEPEXA, MOBIIbHMY areHT, MapKOBCbKI MPOLEC, CTOXacTU4YHa ONTUMI3aLis],
Koe@iLieHT 3HOCY, paaiogarynk

1. INTRODUCTION

A wireless sensor network (WSN) consists of a certain number of radio sensors (elements) that can
exchange information with each other. As a rule, the number of radio sensors is not determined a priori and can
change during the operation of the network. The location of network elements in space (topology) is also random
and can change over time. Each radio sensor is a node of a WSN and consists of miniature computing and
communication equipment. In addition, the software provides the ability to combine radio sensors into a network,
which provides significant advantages over traditional sensor systems [1-6].

Given the above, additional requirements and limitations arise when building a wireless sensor network [1,
4,7, 8], namely:
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— due to the limited capacity of the energy source, each network element has low computing and
communication resources, i.e. the ability to process and transmit a relatively small amount of data;

— the algorithmic support must provide for the possibility of decentralized self-organization of the network.
This requirement is due to the random nature and possible uncontrolled changes in the network topology, as well as
the tendency of unattended network elements to fail;

— the absence of individual identifiers of the sources of the received information, which complicates the
task of determining the location of the radio sensor-sender;

— the need to take into account the influence of mutual interference and data distortion caused by the
operation of radio sensors at close frequencies.

2. PROBLEM STATEMENT

An effective way to control the WSN with the above limitations is to use mobile agents (MA), which
allows reducing the amount of data transmitted by eliminating redundancy using deterministic methods and
stochastic optimization methods [4, 8, 9]. The task of data transmission based on the mobile agent method is as
follows. The transmission of the results of observations (measurements) obtained by the sensor is carried out to
point A via a digital radio channel. In most cases, due to the limited bandwidth of the channel, the measurement
result cannot be transmitted in full. For this purpose, a certain part of the data (C bits) is selected from the
measurement result obtained at time ¢ and sent via the communication channel. This function is performed by the
computing component of the element. That is, the data arrives at point A in an encoded and truncated form.
Accordingly, a software module is required that performs the function of decoding and, based on the encoded data,
obtaining the estimated value bx(t) of the quantity x(t).

The mobile agent method is based on a multi-level network hierarchy and multi-agent interaction of
communication nodes, which is based on the following principles of collective network management [1, 2, 10].

1) Each mobile agent, as a member of the group team, independently forms its control functions
(determines its actions) in the current situation, depending on the value of its own internal data and input arguments.
In this case, only the collective goal is taken into account, events in the network in the previous period of time are
taken into account, as well as the current actions of other mobile agents and communication nodes as members of
the team. The collective goal of the mobile agent system is to choose the optimal data transmission route from the
sender to the final recipient.

2) The optimal control (action) of each member of the team in the current situation is understood as an
action that makes the maximum possible contribution to achieving the general (collective) goal. In other words, each
member of the team gives the maximum possible increase in the target functionality when the "team — environment"
system transitions from the current state to the final one. Optimal control is implemented by mobile agents in the
nearest current time interval and then a new control function is determined.

3) A team member is allowed to refuse actions that are maximally acceptable for a given network element
if these actions bring insignificant benefits or even harm to the network as a whole. This means making compromise
decisions that best ensure the achievement of the collective goal: determining the optimal data transmission route,
minimal energy consumption for transmission, maximum reduction in the volume of measurement information.

4) Mobile intelligent agents work autonomously in the event of a loss of communication with other
network elements and. When the connection is restored mobile intelligent agents transmit the accumulated
information for their intended purpose. This function is of particular importance in solving the problem of
adaptation to the changing information environment of wireless sensor networks.

3. INFORMATION EXCHANGE MANAGEMENT BASED ON THE MOBILE AGENT METHOD
Collective multi-agent control systems are characterized by relatively low computational complexity of
data processing algorithms. In conditions of randomly changing situation and a priori uncertainty of the topology
and structure of a wireless sensor network this allows to quickly make close to optimal decisions.
As a model of the mechanism of stochastic optimization of data transmission redundancy in a dense
network of radio sensors is used a controlled diffusion Markov process & = Z(t), the transition probability density
p(t. x) of which in the e-vicinity of each internal point satisfies the inverse Kolmogorov equation [4, 11-13]:

210, L=2Am+LBR), Bx) =iRM). )

In the above expression (1) the following notations are adopted:
— A(x) is a vector of wear coefficients of dimension K;

— B(x) is a matrix of diffusion coefficients of dimension K x K;
— R(x) is a correlation matrix of dimension K x K;

— K is a number of radio sensors (source nodes).
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Coefficients a;(x) of the vector A(x) and b;;(x) of the matrix B(x) are uninterrupted, and b;;(x) =0,
(i,j =TE).

The control task is to optimally choose the values of A(x) and B(x) in formula (1), which minimizes the
traffic volume to simply find the optimal number of routes with a power consumption constraint and taking into
account the asymmetry of the communication quality between successive nodes. In the case of a dense distribution
of sensors on a surface or in space, a random process £(t) can be considered as a process governed by a stochastic
vector differential equation of the form

d§(t) = A[§()]dt + R[E(D)]dn (1), @)

In the expression (2) the following notations are adopted:
() = E(r)— Er)—[Alr)-A(rg)] |
b VID(£)-D(z,)]
—|D(t) — D(ty)| = _[: [|B(T)||dt — the process of Brownian motion;

— || is a matrix norm.

Therefore, the transmission process is essentially a directed diffusion process controlled by mobile agents.

The control task is to choose the values of A(x)and B(x) in such way that minimizes the amount of traffic
transmitted along the optimal number of routes with a constraint on energy consumption and taking into account the
asymmetry of the quality of communication between successive nodes. The results of the calculations are substituted
into the correlation matrix R{x), which is used in the diffusion process control problem (2).

The wear coefficient in this problem plays the role of the average deviation of the process from the desired
data propagation trajectory from the source-sender to the source-receiver, which in a wireless sensor network is the
point of collection and processing of observation results

Fig. 1 shows the most typical examples of the wear factor on the optimal information transmission route in
a wireless sensor network.

Example 1. The optimal route between the sender node 1 and the receiver node 5 is the trajectory T (chain
1-2-3-4-5). The trajectory T illustrates the wear factor effect on the entire route between the specified end nodes
(chain 1-6-7-8-9-10-5). The trajectory Ts illustrates the wear factor effect on the route starting from the intermediate
3-rd node of the optimal route (chain 1-2-3-11-12-13-5).

Example 2. The optimal route between the sender node 14 and the receiver node 19 is the trajectory T4
(chain 14-15-16-17-18-19). The trajectory Ts illustrates the wear factor effect on the entire route, but through one of
the elements (the 15th node) of the optimal route between the specified end nodes (chain 14-19-15-20-21-22-23-19).

As can be seen from Fig. 1, the wear effect can lead to an increase in the route, in some cases to a
significant one. However, the route formed as a result of the wear effect will have the same number of transit nodes
as the optimal route. That is, in each specific case, there may be several equivalent optimal routes.

Fig. 1. The impact of the wear effect on the optimal information transmission route in the WSN
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The controlled diffusion process (2) is a set of routes that are selected according to many criteria, which are
usually contradictory.

Consider the following optimization criteria:

1) Network utilization efficiency 5 is a ratio of the amount of useful traffic to the total amount of traffic in
the network;

2) Sensor utilization efficiency ng is a total number of data packets received by the collection point before
any node fails due to a power supply discharge.

The network utilization efficiency is calculated by the formula [9]:

— ValNres
T = VNI +VNE

In the above expression the following notations are adopted:

—V;and I, are an integral volumes of user and proprietary information, respectively;

— N, is a total number of normalized data packets at the collection point;

- N§ and st are a total number of normalized data packets and signal packets.

Each transmitted through a transit node packet is counted separately. So, if a packet is transmitted to the
data collection point through one transit node (two hops), we consider that two data packets are transmitted in the
network - a “useful” packet and a retransmission packet.

Therefore, the larger the value of nr, the more efficiently the routing protocol uses the bandwidth of the
communication channel. For simplicity, we assume that all data and signal packets have fixed sizes, which are set in
the parameters of the network model.

In an ideal communication channel N§ and NSE include only “useful” data packets and retransmission
packets.

In a real communication channel N§ and st include packets that are retransmitted due to delivery losses.

Let us define the average delivery delay from the source to the collection point for the cases of
conventional directional diffusion (DD) 744 and directional diffusion with mobile agents (DDMA) 1,,.,. Taking into
account all possible delays in data propagation to the collection point

rdd— +(5;+Sh+r +T )(Nh +nh)v (3)
My MA

In the expression (3) the following notations are adopted:

— T, IS an average time of delivery trajectory generation;

—n,, is a number of packages to be delivered,

— 5, and S, is a size of the data in the packet and the size of the packet header;

— d,yac 1S a data delay at the level of access to the environment;

—1.and 7 is an average control and access delays, respectively;

— Ny, is number of transitions along the optimal trajectory with a minimum of nodes;

— N, +ny is an average number of transitions along all valid trajectories.

If the number of packages delivered to the collection point is much larger than one, expression (3) is
simplified:

S+ 5
T.:r.:r::(er P41 +T)(Nh+'“h)- 4)

darar

When delivering data using mobile agents, the expression for the delivery delay is

- makTInetS
Tma:Ei}=l ( Tama + +—;'d:r:_h +T ) (5)

In the expression (5) the following notations are adopted:

— K is a number of source nodes;

—Tma 1S adelay in access of the mobile agent, i.e., data delivery to the collection point;

- T,, is a coefficient of time spent on processing;

— S, is atotal amount of delivered data;

— Smai 1S asize of the mobile agent's data at the i-th node.

Using expressions (3)...(5), calculations of the average energy consumption for delivery (Fig. 2) and the
average data delivery delay (Fig. 3) were performed for wireless sensor networks with mobile agents (MA). To
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obtain comparative characteristics Fig. 2 and 3 show the corresponding graphs for the client-server (CS) information
delivery algorithm. Calculations were performed with different total amounts of information in wireless sensor
networks.

In the works of various authors [4, 6, 9, 12] it is shown that to obtain acceptable results for practical use,
calculations and modeling should be carried out for a network consisting of 50...200 sensors. In Fig. 2 and 3 for a
wireless sensor network with 200 sensors the solid line shows the MA; graphs for the mobile agent algorithm and
the CS; graphs for the client-server algorithm. The dashed line shows the corresponding MA; and CS; graphs for a
network consisting of 100 sensors. As can be seen from the figures, with an increase in the observation time for both
cases, the graphs practically coincide. It is shown that using 20 mobile agents, the volume of the program code is
approximately 10...12 times less than the volume of transmitted data without losing the accuracy of measurements
and observation results.
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Fig. 2. Average energy consumption during data transmission in WSN
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Fig. 3. Dependence of data delivery delay on mobile agent access delay

4. CONCLUSIONS

For wireless sensor networks with random sensor placement data delivery methods using mobile agents are
found to be more efficient than traditional methods with client-server architecture.

However, a number of requirements and limitations arise:

— given the random nature of network formation, the algorithms and exchange protocols used must be
capable of decentralized network self-organization;

— wireless sensor networks elements have low computing and communication resources;

— limited capacity of the energy source;

— data transmission at close frequencies causes mutual interference and data distortion;

— lack of individual identifiers, which makes the sources of the information received anonymous.

To overcome these limitations, we use the method of control with the help of mobile agents, i.e. program
code, during the transmission of which the original amount of data can be reduced by eliminating redundancy using
deterministic and stochastic optimization methods.
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Regulation of the delivery speed with restrictions on the required energy consumption of the sensors is
carried out by applying controlled Markov processes to form a bundle of routes. The control task is to optimally
determine the vector of wear coefficients and the matrix of diffusion coefficients, which minimize the traffic volume
for a simple search for the optimal number of routes with a constraint on energy consumption and taking into
account the asymmetry of the quality of communication between successive nodes. This is especially relevant for
specialized networks with limited physical access, which do not provide for maintenance, routine monitoring and
replacement of failed sensors.

Calculations of average energy costs for delivery and average data delivery delay for wireless sensor
networks with mobile agents are performed. Comparative characteristics of systems using the algorithm with mobile
agents and the client-server information delivery algorithm are presented. Calculations were performed with
different total amounts of information in wireless sensor network.
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