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FUZZY INFERENCE SUBSYSTEM FOR CLASSIFYING THREATS TO COMPUTER
INFORMATION

This article was analyzed the threats to computer data in computer systems and classified these threats by their
attributes. The relationships between threat classes, attributes, and related security methods and tools have defined the
mathematical model of the computer threat classification problem.

Based on the model analysis was concluded that the computer threats classification problem belongs to difficult
formalized problems and requires for its solution methods of intellectual analysis, one of which is the subsystem of logical inference
implemented in this article.
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XMenbHULBKUH HAIOHATBHUI YHIBEPCUTET

MIJCUCTEMA HEYITKOI'O BUCHOBKY JIJISI KJIACU®IKAIIIL 3AI'PO3
KOMIT'FOTEPHIN IH®OPMAIIIT

OfHIEID 3 K/II0HOBUX TPOBTIEM KOMITIOTEPHOI GE3MEKN CbOro4HI € HEOOXIAHICTL eQhEKTUBHOI rpoTuaii KoM loTEpHUM
3arpo3amM. 3arpo3mn MOXyTb BYTH K HEHABMUCHUMY, TaK | HABMUCHUMM. HavibiribLLy HEGE3NEKY CTaHOB/ISTL HABMUCHI rnorposu. Kpim
TOro, KOMITIOTEPHI AaHi 06pob/FoTECS 3@ AOMOMOror Pi3HNX KOMITOHEHTIB apXiTEKTYpU KOMIIIOTEPA: anaparHux, fporpamMHiux,
KOMIIEKCHUX. TOMY aKTyaslbHUM 3aBAAHHSIM 3aXUCTY KOMITIOTEPHUX AaHNUX € 3aXVUCT YCIX KOMITOHEHTIB apXITEKTYpU KOMITIoTEPa BiA
3arpos, sk HaBMUCHUX, TaK | HEHaBMUCHMX.

Y parivi cTaTri npoaHasi30BaHo 3arpo3u KOMITIOTEDHUM JaHUM B KOMITIOTEPHUX CUCTEMAX Ta KIaCUGIKOBaHO Ui 3arpo3u
3a ix atpmbytamu. 3B'S3KM MK K/iacamu 3arpo3, arpubytamu 1a BIGIIOBIAHUMU METOAAMU Ta [HCTPYMEHTaMu GE3rEKN BUIHAYNTN
MateMaTuyHy MOAE/b MpobsemMu KIacu@ikaLlii KOMITroTEPHUX 3arpPo3.

Ha ocHosi aHasizy Mogesti 3pobrieHo BUCHOBOK, YO Ipo6/ieMa Knacu@ikalli KoM IOTEPHNUX 3arP03 HA/IEXUTbL A0 CKIaAHUX
@opmarnizoBaHmx 3a4a4 [ NOTPeBye A/151 CBOro BUPILLIEHHS METOLIB HTE/IEKTYAlIbHOIO aHa/l3y, O4HUM 3 SKUX € PEari3oBaHa B AaHM
CTaTTi MGCHCTEME JIOMYHOrO BUCHOBKY.

KI1t040Bi ¢/10Ba: KOMITIOTEPHI 3arpo3u, MaTeMaTnyHa MOAESb, IHGOPMALIVIHA GE3EKE, KOMITIOTEPHI CUCTEMMU

Introduction
One of the key challenges in computer security today is the need to effectively counteraction computer
threats. Threats can be both unintentional and intentional. The greatest danger is intentional threats. In addition,
computer data is processed using various components of computer architecture: hardware, software, complex [1-4].
Therefore, the urgent task of computer data protection is to protect all computer architecture components from
threats, both intentional and unintentional.
Today, there are many ways to protect computer data from threats in computer systems. Among them are
[1-4]:
v/ anomaly detection methods are methods of finding and identifying elements, events or
observations that don't correspond to the expected behavior (patterns);
v signature and heuristic methods of detecting malware, based on comparing the contents of
suspicious programs and files with known samples of malware;
v'access control methods. Access control can be performed in relation to the user and in relation to
the data. The most common user access control is a registration procedure in which the user needs
to enter his ID and password. Data access control is that each user can match a profile that
specifies the allowed operations and file access modes.
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Problem definition

Each group of methods has both advantages and disadvantages. Anomaly detection methods require the use
of machine learning or artificial intelligence, which complicates their software and hardware implementation.
Signature and heuristic methods can recognize a threat if it has occurred before. Access control methods require the
use of additional cryptographic protocols to prevent password and ID hacking and can create difficulties when
different users need to share certain data. The use of these methods in combination would eliminate the
disadvantages of one group due to the advantages of others and increase the effectiveness of computer data
protection in general.

However, using a hybrid system that includes all of these methods requires a lot of resources. Therefore, it
is more appropriate to create a protection system in which one or another group of methods will be involved
depending on the threat identified class.

In order to decide on the use of a particular method, the computer data protection system must contain a
subsystem that will solve the problem of computer threats classification and determinate appropriate protection
methods and tools. This article is devoted to the implementation of this subsystem.

Computer threats and protection methods classification
Among the whole set of threats, the following groups can be identified [5, 6]:
threats to data in memory;
threats to input data correctness;
threats to computer system stability;
threats to privileges and access;
denial of service;
attacks on the system;
threats to hardware components.
Mathematically, this can be written as follows [7]:

Y, =<1, 1p,Y3,Yy, Y5, Y6, Y7 >

whereY; — threats to data in memory; Y,— threats to input data correctness; Y;— threats to computer system
stability; Y, — threats to privileges and access; Ys— denial of service; Ys —  attacks on the system; Y,— threats
to hardware components; — current threat class.

Attributes of threats can be represented as a set [7]:

A= {al,az,a3,...,a19}

. . . . a .
where ?1- buffer overflow due to incorrect data using; @2 _link to the deleted object; 3 - format string

. . a . .. . a
error; a4 manipulation of command shell metacharacters; ~ > - intrusion into queries; 6

ag

- open access to system

a . . . . . . a .. . a
area; ! - manipulation of user scripts; - race files in multitasking systems; 9. privileges escalation; 10 -

attack with symbolic links; 211 _ poS-attack (simple or distributed); 2 . replacement of a trusted network object;
43 imposing the wrong route; 14 _ network traffic analysis; s network protocols scanning; %6 _ incorrect

hardware configuration; a7 . unauthorized use of developer tabs; as hardware listening for data traffic; a9
physical access to data.

The same attribute in combination with other attributes can define different classes of threats. At one point
in time, there may be one or more classes of threats, and the attributes can change in the decision-making process.
And with their change, one threat class can modifies to another or correlate with it. Based on the classification, the
mathematical model of threat classification was built (1).

Set of threat protection tools and methods can be represented as:

P={P1,p2,193,---,p19}’

where P1- prohibition the code using in the stack area; P2. checking the variables dimensionality; P3.

correct removal of objects, garbage removal; P4 _ string length limit; Ps . shielding any characters; Pe . checking
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the request correctness; 7 - restriction of access rights to system area; P8 - prohibition of special characters in the
request; P9 - correctness of semaphore functions; 10 - launching applications with minimal privileges; #11 -
antivirus tools using; P12 . using of separate directory for temporary files; P13 . using of standard tools to create
temporary files; P14 correct configuration of routers and firewalls; P15 _ traffic limit; P16 - using of
cryptographic protection methods, data encryption; P . using of Host-Based Intrusion Detection System; P18 .
using of ingress-filtration and egress- filtration; P19 -ICMP-packages limit; P20 - detection and correction of

incorrect hardware configuration; P21 . compliance with security policy.

One of the protection tools and methods can be applied to several threats at the same time, or several tools
and methods can counteract one threat. The relationships between threats and protection tools and methods are
presented in the following mathematical model (2).

(Y, if A' = {a,,25,216,217,218}

YZ! ifA' = {a3,a4,a5,as,a7, 810,318}

Ys, if A" = {as,a,a7,ag,a17}

Yy, if A" = {ae,ag,a9,a10,a17}

Y5, if A' = {a4,a3,a3,ag,a9,211,3212,213,216,219}

Yo, if A" = {a4,a5,2¢,27,210,411,212,213,214,215,217,218,419 }

Y, if A" = {a16,a17,218219}

YUY, ifA' = {a,,2,,a3,34,25,34,a7, 210,316,217,218}

Y; UYs,ifA' = {ay,a3,a3,a4,a7, ag,a14,217,218}

Y1 UY,, if A" = {a,,a,,36, ag,a9,a10,316,217,218}

YUY, ifA' = {al'aZ133138'a9ia11'a12’a13’a16’317’318'319}

Y UYe, if A" = {a1,22,24,5,36,27,310,211,212/313,214:315,316:317,318,319 }
Y, UY,, if A" = {a;,3,,a16317,a18:a19}

Y, UY;, if A" = {az,a4,a5,26,a7, ag,a10,217,218}

Y, UY,, if A" = {a3,a4,a5,36,a7, ag,a9,a10,17,218} ()
Y, UYs, if A" = {a,,8;5,a3,24,35,6,37,8,39,311,212,213,316,318,319 }

Y, U Y, if A' = {az,a4,a5,86,a7,210,211,812,213,314,215,217,318,219}

Y, UY,, if A' = {a3,a4,a5,a6,a7,210,316,217,218,319}

Y3 UY,, if A' = {as,a4,a6,a7, ag,a9,a10,317}

Y3 UYs, if A" = {aq,a5,a3,a4,27,35,89,211,812,213,216:217,219}

Y3 UYs, if A' = {as,a4,as5,a6,a7,ag,a10,a11,212,213,314,315,317,318,319}

Y3 UY,, if A" = {as,a,,a7,ag,a16,217,218,219}

Y, UYs, if A" = {a;,a;,a3,a6,ag,a9,210,211,312,313,316:317,319}

Y, UYe, if A" = {ay,a5,86,a7,38,29,210,211,212,213,214,215,317,218,319 }

Y, UY,, if A" = {ag,ag,a9,a10,216,217,218,219}

Y5 UYs, if A" = {aq,a;,a3,24,85,86,37,85,89,810,211,212,313,214,215,317,318,19 }
Y; UY,, if A" = {a;,a;,23,a5,29,211,212,213,216,217,218,319 }

\Ys UY7,if A" = {a,,a5,36,27,210,211,212,:213,314,:315,:317,318,319}
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({p1, P23}, ifY; =Y,

{P4, Ps5, D6, D7, D8} I Y = T,

{po}, ifY; =Y;

P = {P10, P11, P12, P13} IfY; = Yy (2)
{P14 D15, D16, P17, P18 P10}, iIf ¥y = Y5

{P16) P17, P18, P10}, if ¥y = Y

\{P20, P21}, ifY; =Y

where P;- subset of protection tools and methods to counter the current threat.
From the analysis of these models was concluded that the task of threats classification has the following
features:
V' there are a large number of possible solutions, which complicates the solution of the problem by a
complete search of all available alternatives;
v input data can change in the process of solving the problem, and when changing at least one value
it is necessary to go through all the available options first;
v input data is difficult to represent in the form of numerical data, and therefore the solution of the
problem cannot be reduced to numerical calculations.
So, the task of threats classification is a difficult-formalized task [8]. To solve it, it is advisable to use
intellectual analysis methods. The authors chose the logical inference subsystem, which is best suited for the
implementation of production rules set, which is the mathematical model.

Logical inference subsystem for threats classification and determination appropriate protection
methods
This subsystem was implemented using Matlab software. The neural network structure of this subsystem is
shown in Fig. 1.

inwt i outputmf

Fig. 1. Structure of logical inference subsystem for threats classification and determination appropriate protection methods

The number of inputs is 19, according to the number of threat attributes. The input data can be 0 or 1,
depending on the manifestation of a particular threat attribute.

The number of outputs is 21 according to the number of protection tools and methods. The output data can
be 0 or 1, depending on how much a particular method or tool is needed.

The set of rules determinate links between identified threat attributes and the protection tools and methods
to be applied.

The results of the subsystem work are presented in Fig. 2. The value of pl depends on both attributes al
and a2. The value of p9 depends only on the value of the attribute a4 and is independent of the value of the attribute
as.
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0 ¢ al

Fig. 2. The results of the logical inference subsystem work are presented in the response surface form

Conclusions

The article considers the threats to computer data in computer systems and their classification. Based on the
classification, the mathematical model for determining the current threat class was proposed.

The methods and tools of counteracting threats were also considered and the relationships between them
and classes of threats were determined.

These models became the basis for the design of the threat classification subsystem of the computer data
protection system. The implementation of this subsystem will increase the efficiency of the computer data protection
system and will avoid high needs in computer resources during the operation of this system.
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