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CHUCTEMA KOHTPOJIIO TA YIIPABJIIHHSI JOCTYIIOM HA OCHOBI RFID-
TEXHOJIOI'TA

Y crarTi po3risaaroTecs Merogu 1a ocob/mBOCTI MOBYAOBN CUCTEMU KOHTPO/IIO Ta YIPas/IiHHS JOCTYIIOM [0 3aXULYEHNX
TPUMILLEHB ITAMPUEMCTBA 3 BUKOPUCTaHHAIM RFID-TEXHO/OrN. [TpOBEAEHO BUGID KOMITOHEHTIB KOHTPO/IO Ta YIipaB/iiHHs JOCTYIIOM,
CYMICHUX 3 cucTemamu Ha 6a3i MIKPOKOHTPosnepiB Arduino. HaBeaeHo npukias MpakTMYHOro BUKOPUCTAHHST MIKDOKOHTDOIEDIB
Arduino 1a RFID-TEXHO/IOMU A/15 KOHTPOIO Ta YIIPas/iiHHS AOCTYIIOM [O 3aXULUEHUX IPUMILLUEHD [TAMPUEMCTBE. 3MOAE/ILOBAHO
CUCTEMY KOHTPOJIO Ta Yripas/liHHS AOCTYIIOM 40 PEXUMHUX OO €KTIB rigrnpuemcTsa. COPMOBAHO y3arasibHeHy cXemy yrpas/liHHS
CUCTEMOIO Ta PO3POBIIEHO QYHKLIIHY CXEMY KOHTPOJIIO Ta YrpassiiHHS JOCTYIIOM.

KIto40Bi C/10Ba; cCHCTEMA KOHTPO/IIO Ta YIiPaB/liHHS AOCTYIIOM, RFID-TEXHO/ION, CTPYKTYPHE CXeMa, QyHKLUIMHA CXEMA.
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ACCESS CONTROL SYSTEM BASED ON RFID TECHNOLOGIES

Implementing security and preventing information leakage in an enterprise is one of the most important and significant
problems in many enterprises nowadays. Traditional methods of personal identification, based on the use of passwords or physical
media, such as a pass, passport, driver's license, do not always meet modern security requirements and require constant human
involvement. One of the most developed and effective means of solving these problems is the use of automatic security alarm
systems of various types. The automatic security alarm system is used when equipping various types of premises. At the same time,
its purpose is to record any possibility of illegal entry into the protected premises or the protected territory. The basis of the security
system is control sensors that transmit information to the central control point. At the same time, the security alarm can be not only
autonomous, but also function in a complex with other security systems of the protected object. Automatic security alarm systems
allow you to monitor the premises or territory 24 hours a day.

In this work, a system for managing access to the premises at the regime enterprise was developed, which in turn was
implemented in the form of a mock-up. The authors conducted a study of the existing access control and management systems and
identified the functions that are currently implemented in the ACS. Based on this, a goal was set, as well as requirements for
system development were formed, and a conclusion was drawn about the need to develop a system with the lowest economic cost,
A structural diagram of the ECU controller and a diagram of the functional structure of the system were developed. The composition
of the elements included in the structure of the system is also defined. Modeling was done using selected components and
developed structural and functional schemes. Modeling made it possible to verify the correctness of the construction of the system
structure and provided the possibility of developing an electrical schematic diagram.

Keywords: access control system, RFID technologies, structural diagram, functional diagram.

MOCTAHOBKA IMPOBJIEMMU Y 3ATAJIBHOMY BUTJISIAIL
TA 1i 3B’S130K I3 BAXKJIMBUMHW HAYKOBUMH Y1 TIPAKTUYHUMHA 3ABJAHHIAMMA

3abe3neueHHs Oe3meku Ta 3amoOiraHHsS BUTOKY iH(popmamii Ha 00’ekTax iHGOpMAamiiHOI MiSIBHOCTI €
OJHUM 3 HAWOINBII BaXJIUBUX | KPUTHYHHMX NMUTAHb IS OaraTboX OpraHizaliil i MiIMPHEMCTB Ha CHOTOJHINIHIN
nesb. Tpaguuiiiai Mmetoau ineHTH}IKaIil 0coOMCTOCTI, 3aCHOBAHI Ha MApOJISIX 1 BUKOPUCTAHHI MaTepiallbHUX HOCIIB,
TaKHX sK MEPEeIyCTKH, MACIIOPTH 1 BOMIMCHKI ITpaBa, He 3aBXK/IX BIAMOBINAIOTH CYYaCHUM BHMOTaM OC3MEKH 1 3aBXKAH
BUMararoTh BTpy4aHHs JtoauHH [1]. OgHuM 3 HaWOIIbII pO3BMHEHHMX Ta €(PEKTHBHUX 3ac00iB BHPIIICHHS IHUX
npo0JIeM € BUKOPUCTaHHS Pi3HHUX THUITIB aBTOMATH30BAaHUX CHCTEM KOHTPOJIIO Ta ynpasiiHHs noctynom (CKY ).
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Astomarusopani CKY]I BUKOPHCTOBYIOThCSA Ha 00'€KTaX pi3HOTO THIy. IX TpHU3HAYEHHS — BUABJICHHS
MOXIIMBOTO POHUKHEHHs Ha 00'€KT a00 Ha TEPHUTOPIIO, IO OXOPOHSIOTHCs. OCHOBOIO CUCTEMH O€3MEKH € JaTYHK
KOHTPOJIIO, SIKUH nepesae iHpopMalliio Ha IIEHTPaJIbHUH MyHKT ynpasiiHHs. [Ipy nboMy crctemMu Oe3neku OyBaroTh
HE TiJIbKM aBTOHOMHHMMH, ajieé i MOXYTh NPAIIOBaTH B KOMIUIEKCI 3 IHIIUMH CUCTEMaMH OE3NeKH Ha TepUTOpii, 1110
OXOPOHSETHCS.

AHAJI3 TOCJIIKEHD TA IMTYBJIKAIIA

V saraneHomy Burisai CKYJ[ MokHA TpeACTaBUTH K CyKymHiCTh [1]: 34MTYBaSbHUX MPHUCTPOIB, IO
3MIHCHIOIOTh 3YUTYBAHHA 1MEHTH(DIKAMIHHUX O3HAK; KEPOBAHMUX NEPEIIKOKAIOUNX HMPUCTPOIB, IO 3a0e3MeqyIOTh
(hi3uYHy TepemKoxy IOCTYIy Ta KEpYIOThCS 3a [OIOMOTOI0 BHKOHABYMX IPHUCTPOIB (TYpHIKETH, HOBEpi);
BUKOHABYMX MPHUCTPOIB, sKi 3a0€3MedyroTh BIOKPHUTTS a00 3aKpUTTA KEPOBAaHMX NEPEIIKOKAIOUHX IPHUCTPOIB
(emexTpoMexaHiyHi, €JIEKTPOMArHiTHI 3aMKH, MEXaHI3MH IIPUBOAY, TypHIKETiB Ta mOUIaréaymiB); MiICHCTEM
yIpaBiiHHSA (MIKPOKOHTpOJIEp), IO BUKOHYIOTh INpUHOM Ta OOpoOKy iHQopMmamii 3 HpPUCTPOIB 3UUTYBaHHS,
npoBeeHHs ieHTHdiKkalii, HafaHHA a00 3a00pOHY JOCTYIy IUISXOM YNPABIiHHS BUKOHAaBUUMHU NPHUCTPOSMH, a
TakoX mepenady iHdopmauii cuctemi 30epiraHHs JaHMX; CHCTEMH 30€piraHHs JaHHMX, SKa OTPUMYE BiJ
MIKpPOKOHTpOJIepa JaHi Ta 3amucy€e B NOCTiiHuUN 3amam'stoByrounii mpuctpiid (I13I1), Takox cucrema 30epirae 6a3y
JMaHKUX 1MeHTU(DIKAIHHIX O3HAK.

Ha croromnimuiit aeus ogaumu 3 Bimomux CKVY ]I MmoxxHa Ha3BaT cucteMu Bin kommanii ASSA ABLOY
Global Solutions [2]. B ocHOBi apxiTeKTypH TaKHX CHCTEM 3aKJIaJIcHO MOy IbHUI npuHIMI. MaeThes Ha yBasi, 110
CHCTEMa CKJIAJaeThCs 3 0e31iui B3a€MO3aMiHHUX MPHIAIiB, II0 PO3MOAUISIOTECS MO 00'€KTY, KU 3aXUIIAETHCA,.
Yci mpumaanm MoxyTe Oyt 3'eqHaHi y Mepexy. Sk TpaHCHOPTHHH piBEHb CHCTEMH B OCHOBHOMY
BUKOPUCTOBYIOTECS RS-485-iHTepdeiic i mepexi Ethernet.

Jo mepear 1€l cucteMru MOXHA BiJHECTH PIIICHHS CHCTEMOIO 3aBAaHb IS PI3HUX THITIB MPHUMIIICHB, a
caMme: peaimizaiisi OOJIIKY KOHTPOJIIO TEPEMIIICHHS MEPCOHATy Ha OCHOBI aHami3y dYacy MPUXOLy/yXOmy
CHIBpOOITHMKA 3 MIANPUEMCTBaA; peanizauis Oe3neku mignpuemcrBa nuisixom iHterpauii CKYJl i3 cucremoro
MOXKEKHOI CUTHaJI3alii — CHCTeMa Ha/Ia€ BIJIbHUH JOCTYI Y pa3i BAHUKHEHHS MTOMXKEXI.

[lle oHi€I0 BaXKIIMBOIO MEPEBArol0 X CUCTEM € KOHTPOJIEpP AOCTYITY, SIKHI MOXHA aJanTyBaTH 10 Pi3HUX
o0'ektiB kommnanii. KopuctyBau cam BH3Hauae anroputMm podotu. KoxkeH KOHTposiep MOXe 0OCIyroByBaTH JBOE
JIBEpei 1 0IMH 34MTyBaY, OJHI ABEPIi 1 KOHTPOJIb HANPSAMKY IPOXOAY, TYPHIKETH, NIar0ayMu i HITIO3H.

HepnomixoMm cructemMu € BapTicTh 00TaTHAHHS, OCOOIMBO SKIIO IMTOTPIOHO OpraHi3yBaTH KOHTPOJIb HOCTYITY
Ha Benukux Tepurtopisx. Skmo CKVY]l iHTerpoBaHa 3 cHcTeMaMH MOXEXHOI Oe3reku a0 iHIIMMH CHUCTEMaMH,
noTpiOHI MOJATKOBI 3aXOAM IMOMO 3aXHCTy TEPUTOPii (HATPUKIAJ, BiJEOCHOCTEPEKECHHS) A 3armoOiraHHs
HECAaHKI[I0HOBAHOMY JIOCTYITY, BiAITOBITHO BUTPATH KOMMAaHii 301TBITYIOTHCS.

Ille omnoro Bimomoro Ha puHKy CKVY]l e xommanis ZKTeco, ska mpoImoHye sSK HEBETUKI aBTOHOMHI
CHCTEMH, TaK i IHTErpOBaHi PIilICHHS, IKi MOXKYTh 00'€JHYBaTH Pi3Hi CHCTeMH. BUpOOHWKN KOMMIaHii MPOTOHYIOTh
CHUCTEMH 3 PI3HIMH BUMOTaMH Ji0 Oe3mneku [3].

[TepeBaramu cucrem ZKTeco € mMPOKUiA CHIEKTP BUPILIYBAHUX 3aBAaHb, AETANbHI Ta 3p03yMiI IHCTPYKLIT
3 BCTaHOBJICHHS] Ta BUKOPHCTAHHS CHUCTEM, OE3KOILITOBHE MpOrpaMHe 3a0e3ledyeHHs, BUPOOHUIITBO OiOMETPHYHHUX
IHCTPYMEHTIB Ta LIMPOKUH acOpTUMEHT npoaykuii. CucremMa iHTerpoBaHa 3 iHIIUMHM BUPOOHMYUMH ITiICUCTEMaMHU,
110 3abe3neuye MaciraboBaHicTs. HelloikoM cucTeMu € BUCOKa BapTiCTh KOMIUIEKCY Ta OKPEMOT0o 00JIaIHaAHHS.

AHali3 iCHyIOUHX aHAJOTIYHUX CHCTEM IIOKa3ye, IO IIi CHCTEMH MAaOTh CIUIBHWUH HENONK — BUCOKY
BapTICTh amapaTHOrOo Ta MporpaMHOro 3abesnedeHHS. Tomy moTpiOHO mimiOpaTH eneMeHTH, HEOOXimHi Ui
moOyJOBH CHCTEMH, ska Oyae HaliMEHII JOpOTOr0, aje He IMOCTYNMaTHMEThCS 3a (PYHKIIOHANBHICTIO iHIIIAM
ICHYIOUMM CHCTEMaM.

®OPMY.JIIOBAHHS IIJIEMA CTATTI
Meto10 po6oTH €: po3poOKa MIKPOKOHTPOJEPHOI CHUCTEMH KEpPYBAaHHS JOCTYIIOM 10 MPUMIIIEHb Ha
PEKUMHOMY MiATPHEMCTBI 3 HAWMEHIIIO0 €KOHOMIYHOIO BapTiCTIO.

BUKJIAJL OCHOBHOI'O MATEPIAJTY

CucteMa KOHTPONIO Ta YIPaBIiHHA JOCTYIIOM, IO pO3POOJIAEThCS, TIOBHHHA 3a0e3NedyBaTH:
BMUKAHHS/BUMHUKAHHS JKUBJICHHS CHCTEMH; 3aIUC iAeHTH(IKAMIHHIX KIIFOYIB B IaM'ATh CHCTEMH Ta iX 30epiraHHs;
NOJIady CHTHAIY Ha BiIKpPHBaHHS KEPOBAHOTO 3aro0KHOTO MPUCTPOIO NPH 3UUTYBAHHI 3apEECTPOBAHOIO B IaM'sITi
cucTeMHu ieHTH(]IKAaifHOro KJII0Ya; IOJaHHS CUTHATYy Ha 3a00pOHY BIJKPHBAaHHS KEPOBAHOTO 3aro01KHOTO
NPUCTPOIO TNIPU 3YMUTYBaHHI HE3apEECTPOBAHOTO B MaM'ATi CUCTEMH iIEHTH(IKAIIfHOTO KIIOYa; MOBIIOMIICHHS
3BYKOBHM Ta CBITJIOBUM CHTHAJIOM IIPO OTPUMAaHHS 4M 3a00pOHY IOCTYIly; aBTOMaTrW4He (OpMyBaHHS CHIHAILY
3aKpUTTS HA BUKOHABYI MPUCTPOI 3a BIZICYyTHOCTI (paKkTy NMPOXO/Ay; HaJaHHsS PI3HUX PIBHIB JOCTYILy; 30epesKeHHS
ineHTH(IKAIMHIX O3HAK y MaM'sTi CHCTEMH NP 0OpHBI 3B'A3KY i3 cHcTeMOI0 30epiranus JaHuX; Qikcariro cripodu
HECaHKI[IOHOBAHOTO JIOCTYIy y CHCTeMi 30epiraHHs JaHWX; Tepenady JaHuX Mpo HamaHHS JOCTYIy abo Horo
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3a00poHy B cucreMy 30epiraHas maHux (mo Oasm manux (B/)) Ta ix momampmie 30epiraHHs; BHUKOPHCTAHHSI
inTepdeiicy RJ-45 ta mepexi Ethernet, sik TpaHCIIOPTHOTO PiBHSI CUCTEMH.

PiBHI mocTymy po3nineHi BiAMOBIAHO 10 MOCAaIH MpaliBHUKA. MeHeKepH Ta JUPEKTOPH KOMIaHii MaroTh
HEOOME)XEHHH IOCTYI IO NPHUMIIIEHb Ta CUCTeM 30epiraHHs AaHuxX. [IpamiBHUKHM MOAIISIOTHCS Ha JIBI KaTeropii
IpaB: 3 BUCOKUMHU Ta HU3BKUMHU INpHBLIEsMH. [IpalliBHUKKM 3 HU3BKUM pPIBHEM NPHBIIEIB MalOTh JOCTYI O 30H
BIUIBHOTO 1ocTyIy KoMnaHii. [IpaliiBHUKN 3 BUCOKMM pIBHEM NPHBIIEiB MAIOTh JOCTYI 10 JIESKHX 30H 3 00MEXEHUM
JIOCTYIIOM Ha JI0JIaTOK JI0 BHIIE3a3HAUYEHHX TPaB, aje He MaloTh JOCTYITy 0 CUCTEM 30epiraHHs JaHuX. BinmosinHo
JI0 TIOCTABJICHNX 3aBJaHb Ta BUMOT, OyJia po3po0iieHa CTPYKTYpHa CXeMa CHCTEMH, SIK OKa3aHo Ha puc. 1.
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Puc. 1. CTpyKTypHa cXeMa CHCTeMH KOHTPOJIIO Ta YNPABJIIHHS 10CTYyNIOM

bnok xoHTponro Ta ynpariiHHA € "sgpom" Bciel cucTeMu 1 sBise coboro MikpokonTpoiep (MK). MK
orpumye ineHTudikauiiHl kiroui abo xoau (ID-xoam) Bix 3uuryBava. [ToTiM BiH OTPUMY€E JOCTYI 10 CUCTEMHOI
KapTd mam'saTi 3a YMOBU OTPUMaHHs JaHUX Bij 3uuTyBava. Jlami BiH mpuiiMae pilleHHsS Ha OCHOBI OTPUMAaHHX
CHTHAJIB Ta JaHWX 1 HAACHWJIAC BIIIMOBIAHI CHI'HAJIM HAa BUKOHABYHMI OJOK Ta OJOK iHAMKAILIi, a TAaKOX HaJICHIIAE
HeoOXiHI JjaHi Ha OJIOK repeaadi JaHux.

Axmo MK 3HaxomuTh HeoOXimHW ineHTH(IKANIAHWA KOA Ha KapTi mam'sTi, TOOTO SKIIO BiATIOBiAb
mo3utuBHa, MK Hancuimae curHanm Ha BUKOHABYMH OJOK, SKHU MEBHUM YHHOM aKTHUBY€E 3BYKOBHUI Ta Bi3yalbHHUI
CUTHAJBGHUH TIpHUCTpid y Onomi iHmWKamii (JyHae CHUTHAJ MEBHOTO TOHY Ta TPUBAJIOCTI, a TAKOX 3aropseTbCs
3eneHuil iHmUKaTOp). [loTiM MK Hancwmmae 1i aHi O MEpEXHOTO MOJIYJIS, 3BiIKM BOHU TIEPENAIOTHCS B MEpEKHE
CepeloBHIIIE KOMIaHil.

SAxmo MK He oTpuMye TO3WTHBHOI BiANOBii, NPHUBII 3aJHIIAE€THCI B IMOYATKOBOMY CTaHi, a OJOK
IHAMKAI] HAICWJIA€ CHUTHAI aKyCTHYHOMY Ta Bi3yaJbHOMY OONAgHAHHIO (JIYHAE CHUTHAI, IO BIAPI3HAETHCS 32
TOHAIBHICTIO Ta TPUBAJIICTIO Bijl MONEPEIHBOI BEPCi, 1 3aropseThes uepBoHuil inankaTop). Hapewri, MK nancunae
Ha MEpEeXHHUA MOJIyJIb iHPOpMAILito Mpo Cpody BXOIY B 30HY 3a JAOMOMOTOI KapTKH, iMeHTH(IKAIIHHUN KO SKOi
BiJICYTHIH Ha KapTi MaM'sATi CHCTEMH.

KHOKM BUKOPUCTOBYIOTBCS [UIA YHPABIIHHA TPHCTPOSMH NEPEIKOA TPH HEOOXiTHOCTI BUXOLY 3
MIPUMIIIEHHS 1 po3MimnyroThes Oinst aBepert mpuminieHHs. Komn MK otpumye curaan Bix kaonku, MK cripuiimae
HOTO sIK BUIIE3TraaHy TIO3UTHBHY BiIIOBIIb.

Po3pobiiena cTpykTypHa cxema J03BOJIMIA BU3HAYMTH OCHOBHI (DYHKIIIHI MOMIYJ MiIKpPOKOHTPOJIEPHOI
cucremn pospobmoBanoi CKVY/l, peamisyBatn ii QyHKUiHI npouecH Ta BHOpaTH eJEMEHTH, HEOOXiTHI s
CKJIaJIaHHsI CHCTEMU.

Ha ocHOBI fociikeHb ICHYIOUHX CHCTEM KOHTPOJIIO Ta YIIPaBIiHHS JTOCTYHOM [4-6], a TaKOX BiANOBITHO
JI0 BWIIE3a3HAUYEHNX BHUMOT Ta po3po0ieHoi CTPYKTypHOI CXEMH BH3HA4YE€HO KOH(Irypamito KOMIOHEHTIB,
HEOOXimHUX IS po3poOiroBaHOi cucTeMu. HalOumbIml BaKIMBUM Ta OCHOBOMOJOXHUM enemeHtom € MK. B
CHCTEMi BUKOPHCTOBYEThCS MiKpokoHTpoJiep AVR Atmega328 dipmu Atmel.

Sk mpuctpii 3untyBaHHsA oOpanmnii RFID-3untyBad RC522 (puc. 2.a). 3i 3unTyBadaMy BH3HAYAIOTHCS 1
MITKH/KJTI04i (Mar"iTHi kKapTu). /o BUKOHABYMX HPUCTPOIB HAIEKATh €IEKTPOMArHiTHI 3aMKH, €JeKTPOMAarHiTHi
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3aCyBKHM Ta MEXaHi3MH IPUBOTY BOPIT a00 MOBOPOTHOI IUTAT(HOPMH, 3aJI€KHO BiJ MICIIS PO3TAITyBaHHS CHCTEMH Ha
nignpuemMcti. Y naniii CKY/l enexrpomartitTHi 3aMKH 0OpaHi Tak, 10 CHCTEMa BCTAaHOBIIIOETHCS Il KOHTPOJIIO
JIOCTYIly B MpPHUMIIICHHSA dYepe3 nBepi (puc 2.0.). B cucremi TakoX HEOOXIiHI CIEMEHTH IHAMKAIIL IS
BiToOpaXkeHHsI cTaTrycy INpo HajaHHS JOCTyly abo Horo BixMoBH. Jlo TakuxX BIJHOCATHCS CBITJIOHIOAW Ta
3BYKOBUIIPOMiHIOBaYi (3ymepu) (puc. 2.8). [ns 30epiranns 6a3u 1J]-ko/iB BUKOPUCTOBYETHCS 30BHIIIHS MaM'sTh, a
came kapTka microSD 3 amanrepom. [{ns B3aemonii konTposepa 3 microSD kapTkoro Bu3HadeHo Moayss SD Card.

Puc. 2. Ckaanosi etement CKY/I: a — 3uuryBau RFID-RC522, 6 — esiekTpoMardiTHuii 3aMoK, B — MOIyJIb €J1€eKTPOMEXaHIYHOI0 peJe 3i
cBiTI0IiIOAAMH

BiamoBigHo 10 po3poOnieHOT CTPYKTYpPHOI CXEMH Ta IIeBHOTO CKJaqy KOMIIOHEHTIB, pPO3poO0ieHO
¢byHKuifiHy cxemy cuctemu (puc. 3).
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Puc. 3. dynkuiiiHa cxeMa CHCTeMH KOHTPOJIIO Ta YIPABJIiHHSA A0CTYIIOM

Po3spobiiena ¢yHKuifiHa cxema J03BOJISIE BU3HAYMTH AITOPUTMH POOOTH CHUCTEMHM, CTBOPHTH MOJENb
MPAIOI0Y0T CUCTEMH Ta CIPOEKTYBATH CXEMH OJIOKIB KOHTPOJIIO Ta YIPABIIiHHS JOCTYTIOM.

Ji1st MozieTFoBaHHsI CHCTEMH Ha OCHOBI po3po0iieHo1 (yHKIIIHOT cXxeMH OYyJI0 CTBOPEHO HAaTYPHY MOJIEIb.
Ha maxerniit miari 6ys10 BctanoBaeHo "sapo” cuctemu - miatdopmy Arduino Nano Ha 6asi AVR Atmega328 [7].
Jam 3a momomororo 3'eqHyBadbHUX TpoBoniB Oymu miakmrodeHi RFID-3untyBau, momgyns SD-kaptu, Ethernet-
MOJTyJIb, CBITIIOIOAH, 3yMep 1 BIiANOBIAHI PE3UCTOPH, KHONKHU i CEPBONPHUBOMM, IO BUKOPHUCTOBYIOTHCSA B SKOCTI
npuctpois 6e3nexu. [licna miaxmodenHs xuBieHHS pobora CKVY /] mounHaeThcs 3 mpouecy iHimiamizarii, miy gac
SKOTO aKTHUBYETHCSA Mporpama, mo 36epiraerscs B MK. Ilpomec akTHBHOTO CTaHy KOHTPOJIOE CTaH 34WTyBada Ta
kHOMOK. KoM KapTka miJHOCHThCS 10 3UNTyBada, CUCTEMA pearye i, B 3aJIe)KHOCTI BiJ| TOTO, UM € KOJ| KapTKH B 0asi
naHnx, MK BMmuKae BiINOBiAHWHA CBiTIO@iON, 3yMep 1 pene (SKIIO AOCTYIl J0 KapTKU J03BosieHO). CurHamu
CBITIIOAIO/A Ta 3yMepa HaJalli Ha3MBAIOTHCS CUTHAIAMH JocTymy. Komu curHam 34MTYEThCS 3 KHOIKH, CHI'HA
TaKOX HaJICUJIA€THCS Ha 3eJICHUH CBITIIONION, 3yMep Ta peie.

Anroput™ inentudikanii ID-koxy KapTkM, KepyBaHHs IEPELIKOKAIOYHM ITPUCTPOEM, 1 BiJIPaBICHHS
JIaHUX Ha CepBep 10 MepexKi:

Kpoxk 1. YBiMKHEHHS KUBICHHS, 3aIyCK iHiIiami3alii MIKpOKOHTPOJIEPHO! CHCTEMH.
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Kpox 2. OgikyBaHHS CHTHAJIB 13 OJIOKY BBEIIEHHS (3UMTYBa4 Ta KHOTIKA).

Kpok 3. IlepeBipka Ha HasBHICTh KapTH B 00J1acTi 3uMTyBaya. SIKII0 KapTKa BiACYTHS B 00JacTi 3UNTyBaya,
BUKOHYETbCA Kpok 2. IHakie kpox 4.

Kpoxk 4. 3untyBaHHs KOOy KapTKH.

Kpok 5. IlepeBipka koay KapTKH Ha BINMOBIMHICT 0 KOJIB y MaMm'sTi cMcTeMH. SIKIIO KOJA 3HAMICHO,
KPOK 6, 1HaKIle CUTrHaJK Ipo 3a00pOHY IOCTYMy (CHTHaJI YEpPBOHOTO CBITJIOAI0]A, 3BYKOBHUI CHI'HAN) 1 Mepexin o
KpOKYy 8.

Kpoxk 6. Curranu mpo HaJaHHA JOIMYCKY (CHTHAJI 3€JIEHOTO CBITIIONIONA Ta 3BYKOBHI CHTHAI).

Kpoxk 7. BimkputTs 3an1061KHOTO IPUCTPOIO, 3aTPUMKA 5 CEKYH]I, 3aKPUTTA 3alI001KHOTO IIPHUCTPOIO.

Kpoxk 8. Ilepemaua maHux mpo MOXif0 Ha cepBep MO JOKaiIbHIA Mepexi. Ha cepep mepemaerscs ID-kox
MIPOYUTAHOI KapTH Ta CTATYC.

BUCHOBKH 3 JTAHOI'O JOCJIIAKEHHA
I HEPCIHEKTUBU NOJAJIBIINUX PO3BIAOK ¥ JAHOMY HAIIPSMI

B xoni mocmimkeHHs OyJo po3poOJEHO Ta BIPOBA/PKEHO cucteMy Ha ocHOBI RFID-texHomorii mms
KOHTpOJIIO Ta YNPABJIIHHS JOCTYIIOM IO NPHUMIIIEHHS Ha PEXUMHOMY MIiANPUEMCTBI, sIKa y CBOIO 4epry Oyina
peasti3oBaHa y BUTIISAI MakeTa.

ABTOpamu OyJI0 MPOBEACHO OIVISAJ ICHYIOUHMX CHUCTEM KOHTPOJIIO Ta YIPABIIiHHS JOCTYIIOM Ta BU3HAYECHO
¢yHkuii, sxi Hapasi peanizoBani B CKY/I. Ha wiit ocHoBi Oynu nocrasieHi 11iji, chpopMOBaHi BUMOTH IO PO3pOOKH
CHCTEMH Ta 3pOOJICHI BUCHOBKH IPO HEOOXIAHICTH PO3POOKH CHCTEMH 3 HAWMEHIINMH €KOHOMIYHUMH BHTpPaTaMH.
CrtBopeHO cTpyKTYpHY cxemy KoHTposepa CKV][ Ta QyHKHiHY CTPYKTypy CHCTEMH. TakoX OyJ0 BH3HAYCHO
CKJIJ €JIEMEHTIB B CTPYKTypi cucreMmu. [IpoBeneHO MOIETIOBaHHS 3 BUKOPHCTaHHSAM OOpaHMX KOMIIOHEHTIB Ta
pO3pobNeHNX CTPYKTYpHOI Ta (yHKIiIfHOI cxeM. MojenmoBaHHS J03BOIMIO HEPEBIPUTH NPABUIBHICTE 00paHOl
CTPYKTYPH CHCTEMH Ta € OCHOBOIO IUIS TOJAJBIIOI PO3POOKH INPHHIMIIOBOI CXEMH CHUCTEMH Ta il amapaTHOI
peautizarii.

Po3pobnena cucrema BinNoBiae BCIM BUMOraM 1 Mae psii nepeBar, cepell SKUX HHU3bKa BapTiCTh,
KOMITaKTHICTh 1 IPOCTOTa BUKOPHUCTAHHS B MOPIBHSHHI 3 aHAJIOTIYHMMHU nponaykramu. Cucrema Moxe OyTH
BUKOPDHCTaHa SK y 3aralbHOMY IPHBAaTHOMY CEKTOpi, Tak i B iH(OpMalillHMX yCTaHOBax 3 3aXUIIECHUMHU
MPUMIIIICHHSIMH.
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