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BU3HAYEHHS HEOBXIZTHOI'O PIBHA CUI' HAJIY TA MACKYIOYOTI'O LIYMY
JJIAA BAXUCTY IHOOPMALIIL B YMOBAX II TEPEXOIVIEHHA TEXHIYHUMH
3ACOBAMHA

B faHivi poboTi po3r/isaaoTbCs MOTEHUiNHI Crocobu 3axuCTy curHasy Ha 6asi icHyro4oi MaTteMaTudHOI Mogesti KaHasy
BUTOKY IH@OpMaLIi B yMOBax pasioTEXHIYHOI pO3Bigku. BukopuctaHa B AOCIMKEHHI MAaTteMatnyHa MOAENb, [pU  PI3HUX
Moan@IKaLisx PYHKUIT MpaBAoNnogiGHOCT, SKka 10 CyTi NPEACTAB/ISE COOOK MATEMATUYHMV 3arnC Teopemu bavieca, rnokasye aKum
YUHOM [3 arpiopHNX JaHux [ pesy/ibTatiB aHasmsy MpUiHITOrO KosMBaHHS @OPMYIOTECS aripiopHi 3HaqyeHHs. PosrnsHyTa
ONTUMAlIbHa CXeMa BUSIB/IEHHS AETEPMIHOBAHOIO CUIHAasTy Ha QOHI LLyMY, & TaKOX YOTHPU MOXITUBUX BUIGLKN BUSBIIEHHS CUMHA/TY,
LYO [1OPIBHIOIOTECS C BCTGHOB/IEHUM [10POroM H i 3aBXKan CyrpoBOAKYIOTCS TOMUIIKaM1 ABOX BUAIB — HENMPaBNIIbHE PILLIEHHS PO
HasIBHICTb CUIHA/Ty Ta TOMUJIKOBE DILLEHHS ITPO HOro BIACYTHICTb. Ha 6a3i NepLIOro [ TpeTbOro BUNaAKiB 3arnporioHOBAaHI MOTEHLIVIHI
BapiaHTV 3aXUCTy BUXIAHOIO CUTHA/Ty.
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DETERMINING THE REQUIRED SIGNAL LEVEL AND MASKING NOISE TO
PROTECT INFORMATION IN THE CONDITIONS OF ITS INTERCEPTION BY
TECHNICAL MEANS

This paper discusses potential ways to protect the signal based on the existing mathematical model of the information
leakage channel in the conditions of electronic intelligence. The mathematical model used in the study, with various modifications of
the likelihood function, which is essentially a mathematical representation of Bayes' theorem, shows how a priori values are formed
from a priori data and the results of the analysis of the received fluctuation. An optimal scheme for detecting a deterministic signal
against a noise background is considered, as well as four possible cases of signal detection, which are compared with the set
threshold H and are always accompanied by two types of errors - an incorrect decision about the presence of a signal and an
erroneous decision about its absence. Based on the first and third cases, potential options for protecting the output signal are
proposed. The first part of the work presents a possible way to protect the output signal, when, with a known distance from the
transmitter to the receiver and the maximum gain of the receiver antenna, a dependence is presented for calculating the signal
value, which is sufficient for reception within the controlled zone, but insufficient for interception by technical means outside the
controlled area. The second part considers the possibility of preventing the interception of information by means of technical
intelligence by masking signals that go beyond the controlled zone with specially generated noise. A block diagram of the
Interception of the output signal by means of technical intelligence using masking noise is presented. One of the important steps in
building the technical protection of an information system is to identify possible channels for leaking confidential information. The
modeling of such technical channels makes it possible to identify and structure possible risks and dangers, as well as to suggest
ways to counteract such dangers. In the context of this topic, modern methods of protecting information from sources by technical
channels, as well as ways to reduce the likelihood of its interception by technical means, were considered. Based on the results of
the research, conclusions were drawn about the proposed methods for protecting information based on the existing model by
calculating the required level and masking the output signal, and their expediency in the tasks of preventing the interception of
information by technical means was substantiated.

Keywords: technical protection of information, radio technical intelligence, masking noise, signal overshooting, controlled
zone
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ITocTanoBKa Mpo0JeMH y 3arajibHOMY BHIJISII
Ta ii 3B’f130K i3 BA2KJINBHMH HAYKOBUMH YU NPAKTHYHUMM 3aBAAHHAMHI

OnHMM i3 BaXKJIMBUX €TamiB MOOY0BH TEXHIYHOTO 3aXHCTY iHpOpMaLiifHOT CHCTEMHU SIBISIETHCS BUSIBICHHS
MOXUJIMBHX KaHANliB BUTOKY KOHGiJCeHIINHOI iH(popMmarii. MojenoBaHHS TakuX TEXHIYHUX KaHAIIB JIO3BOJISE
BU3HAYUTH Ta CTPYKTYPYBaTH MOJKIIMBI PH3MKH Ta HEOE3IEKH, a TaKOX 3alpONOHYBaTH LUIIXU MPOTHIIl TaKUM
HeOe3nekam. OOIpyHTOBaHa HEOOXIJHICTH JAHOTO JIOCHTI/DKEHHS IOJsra€ B PO3LIMPEHHI Ta BJIOCKOHAJIEHHI
iCHYIOYHMX CII0co0iB Ta METOIB 3aXHCTY 1H(pOPMAIIil B 331a4axX NpOTU/ii 3ac00aM TEXHIYHOT PO3BIJIKH.

B po6oTi npencTaBneHn MOXKINBHUI CITOCIO 3aXUCTY BHXIAHOTO CHUTHAITY KOJH IPH BifOMIiH BifcTaHi Bix
mepefaBaya 0 MpUiiMada Ta MaKCHMalbHOTO Koe(]iieHTy WiICWIEHHS aHTeHHW mpuitMada. [lpencraBieHa
3aJIEXKHICTD [UIS PO3PaxyHKY BEIMYMHHU CHTHAITYy SKa JOCTATHS Uil IPHUHOMY B Me)XaX KOHTPOJIOBAHOI 30HU aje
HEJIOCTAaTHS JUId MEPEXOIUICHHS TEXHIYHUMH 3aco0aMM 3a MEXaMH KOHTPOJIBOBAaHOI 30HU. Po3rismaerscs
MOJUIMBICTh 3amoOiraHHs MEepeXxOIUIeHHIO iHopMmarmii 3acobaMu TEXHIYHOI pPO3BIOKM MIIIXOM MAacKyBaHHA
CHTHANIB, IO BHUXONATh 3a MEXi KOHTPOJHOBAHOI 30HH, CHEHiadbHO copMoBaHHM mIIyMoM. llpexcraBieHa
CTPYKTYpHa CXeMa MEepEeXOIUICHHs BHUXIJHOTO CHTHANy 3aco0aMu TEXHIYHOI pO3BIAKM 3 BUKOPHCTAHHIM
MacKyBaJIbHOTO IIyMy.

AHaui3 Kocaiakensb Ta nyoaikauiin

B koHTekcTi naHOl TeMaTHKH, OyJM pPO3IJSIHYTI Cy4acHi METOIM 3aXHCTy iH(popmamii BiJ BHTOKIB
TEXHIYHMMHU KaHAJIAMH, a TAaKOXK CIIOCOOM 3HIDKEHHS! HMOBIPHOCTI ii mepexoIuieHHs] TeXHIYHUMU 3acobamu. Tak, B
poboti [1], B oOmacti BIHCHKOBOTO 3B’SI3KYy IIPEIACTABICHI EKCIICPHUMEHTANbHI pE3yNbTaTH [UId 3aXUCTY
panionpucTpoiB Bif MEpexomieHb IUIIXOM Iepefadi MOTY)KHHX 3aBaj Ha 0asi NMPEACTaBICHOTO «pPafio3axHCHOTO
eKkpaHy». B crarti [2], Ha OCHOBI pO3paxyHKy e(eKTHBHOCTI eKpaHyBaHHS BHIpoMiHIOBaHHs |T-o0mamHaHHS,
MIHIMI3y€ThCS pU3UK MPOCITYXOBYBaHHA iH(OpMAIii IUITXOM IEePEXOIIICHHS SIEKTPOMArHITHOTO BHIIPOMiHIOBAHHS,
a B po0oTi [3], po3rIIAHYTHI MeTOI MacKyBaHHS [UIA 3aXUCTY iH(pOpMaIiitHO-TeXHIYHOTO O0NaIHAHHS Bill BUTOKIB
iHpopMalii IUIIXOM NEPEeXOIUICHHS ENEKTPOMArHiTHOTO BHMIIPOMIHIOBAaHHS, B Pe3YJbTaTi SKOTO MOXKHA 3HAYHO
3HU3UTH SIK 3aXUCHY BiZICTaHb TaK i BIIHOLICHHS CUTHAJ-IIYM Ha 0oLl puiiMava nepexoruitoBaya. B crarti [4], nus
3aXMCTy MeEpeXi KOTHITUBHOIO paaio 1 TOTIpIIEHHS SKOCTI CHUTHAy IEPEXOIUICHHS IPOIOHYETHCS
BUKOPHCTOBYBATH IITYYHHI LIyM, a B poOOTi [5] npomnoHyeThest MeTon (hopMyBaHHS KOMOIHOBaHUX MacKyBaJIbHHX
CUTHAJIB Ul CHCTEM 3aXUCTy BiJl BHTOKIB ToyiocoBol iH(popMalii akyCTUUYHMMHU KaHanamu. B crarti [6], 3a
JIOIIOMOT'0I0 MaTEeMaTU4YHOTI'0 MO/ICIIOBAHHS IPOLECiB, OYJIM MIATBEPIXKEHI TEOPETUYHI Pe3yIbTaTH, 10 JO3BOJISIOTH
BUSBIISTH BWIIAQJKOBI PaliOCHTHANN B HAaWOUTBIN HamiifHWN CHOCIO, SKUH IO3BOJISAE TEPEKPHUTH KaHAI BUTOKY
iHpopmanii Ta OiLNBII eQeKTHBHO 3IIMICHIOBATH IMPEBEHTHBHI 3aXOIW MIOAO 3amoOiraHHsA HOro BHHUKHEHHIO. B
po0orti [7], st 3HIKEHHS HMOBIPHOCTI NIEPEXOIUICHHS CHTHANY OyB 3aIlpOIIOHOBAHHWA METO] MacKyBaHHS, SIKH B
pe3ysbTati IyMONOAIOHOTO MOAEIOBAHHS JTO3BOJIIE OTPUMATH CHTHAJ CXOXHH Ha IIyM, THM CaMHM 301IbIIyI0un
foro KoH(DIICHIIHHICTD y pa3i MepeXOIUICHHS, a B po0oTi [8] mpencTaBneHwid METOI s THEPaIlii CUTHAITY, STKUH
3a0e3medye OUThITy MacKyBaJIbHY 3[IaTHICTh B MOPIBHSHHI 3 OLTHMM IIyMOM, IO MiABHINYE CKJIAJHICTH OTPHUMAHHSI
KOPHUCHOT ToJ10coBoi iHpopMarii y pasi Il nepexorieHHs.

Buxusiax ocHOBHOro MaTepiaiy

BukopucTrana B 10CIiKEHHI MOIENb [9] BKIIIOYA€E TPU OCHOBHUX OJIOKH:

1) Onox po3paxyHKy BIHOLICHHS CUTHaJ/IIyM Ha BXOJAI pO3BiN. mpuilMaya TpH  PO3BiALi
PpallioeNeKTPOHHOTO MIPUCTPOIO B 3aJaHNX YMOBaX;

2) 6JI0K OnMCaHHs MPOLECY ePETBOPEHHS MIPUHHATOTO BXiIHOTO CUTHAITY eJIEMEHTaMH paJionpuiiMaya;

3) Onok po3paxyHKy iHQOpMAIIfHOTO IMOKa3HUKA, IO XapakTepusye eQEeKTHUBHICTH pPOOOTH
panmionpuiiMada B IpoIeci pO3BiIKH.

KopoTko npoinrocTpyeMo OCHOBHHI 3MiCT BUKOPHUCTAHOT MOJIEITI.

[IpencraBnena onTHManbHA CXeMa BHSBICHHS CHUTHANY, KW HOCHUTH AeTepMiHOBaHWU Xxapaktep [10], a
HEBIJIOMUI mmapameTp A MOXe NMpUHAMATH TIJIBKH OJHE 3 JIBOX 3HaueHb A = | (B NpUIHATOMY KOJIMBaHHI NPUCYTHIN
curHain); A= 0 (B NpUHHATOMY KOJIMBaHHI BiICYTHIH CUTHAI).

Hexaii npuiinsate konuBaHHs &(?) pEACTaBISIE CYyMYy:

E()=As(t)+n(t), 0<t<T (1)

ne n(f) — Ol HOpMaJIBHUHN 1Ty M;

s(f) — KOpuCHMI cUrHai Bizomol (popMH (IeTepMiHOBaHHMI CHUTHAJ), TOBHICTIO PO3TAIIOBAHUN B iHTEPBaJIi
CIOCTEPEKEHHSI.

Ilo crocyeTbcs ampiopHHMX BinoMocTed mapamerpa A, To OyAeMO BBaXKaTH, IO alpiopHi HMOBIpPHOCTI
HasIBHOCTI 1 BificyTHOCTI curHaiis Wy,(1), W,(0) Bigomi.
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IIpu HemepepBHi 00poOITi MPUHHATOT pearizaiii armocTepiopHa KMOBIPHICTh HAIBHOCTI IETEPMiHOBAHOTO
curHana (A = ) Bu3Ha4aeThesa HOpMyIIor:

1, )=, Oesp| L [l) (P @

AmocrepiopHa HMOBIpHICTH BificyTHOCTI curHaiy (A = 0), o4eBHIHO, piBHA:

1 T
Wps (O)ZkWpr (O)GXp _Fjéz(t)dt > (3)
00
MIPpUIOMY:
w,(0)+w, (1)=1. )

Jaii mpencTaBiieHO YOTHPH pealli3allil BUIIaAKOBOTO KOJIHMBAaHHS: IEpPIIi IBI 300pa)KaroTh IIyM Ha BUXOII
Y3rOIKEHOTO (ibTpa ¢y, a IBi iHIN - cyMmy curHady Ta mymy g=¢(l). Hexait BcraHOBNeHO nmeskuit mopir H. (s
KOHKPETHHX pealizalliii, HaBeJeHnX Ha puc. | MokHa moOadynTH, IO ITyM y TEpIIiil peamizamii He NEpEBHUILYE
mopora. Y IpyTiil peamizamii CHTHaJy HEMae, IPOTe 3HAYCHHS IIyMY HEpeBHUINy€E MOpir. Y TpeTiit peamizarii cyma
CUTHAITy 1 IIIyMy TIEPEBHUIIY€E TOPIT, a B YSTBEPTIii peaizallii BUAHO, 10 HE3BaKalOUN HAa HASBHICTh CHTHAIY, ITOPIT
HE JI0CSATAETHCS:

£

a) M

Puc. 1. YoTupn MOK/IMBHX BUIIAJKH NIPU BUSIBJICHHI CHTHATY Ha (oHi IIymy

3 pO3MIIHYTHX YOTHUPHOX BHIAJKIB Y ABOX BHUIAJKax (IIEPUIIOMY Ta TPEThOMY) Oyze NPUHHATO NMpaBUIIbHE
pillleHHs, a y JBOX IHIMIMX (APYroMy Ta 4YETBEPTOMY) — HENpaBWIbHE. SIKIIO B3ATH iHIMK mopir H, ommcana
CHTYyaIlisl MOYKE 3MIHUTHCH.

TakuM YMHOM, MOXKHa [IHTH 10 BHCHOBKY, IO MHUTaHHA HAsABHOCTI YM BIJICyTHOCTI CHTHAIy
CYIPOBOJIKYETHCSI HOMMJIKAMH JIBOX BHJIIB:

1) He3BakalO4M Ha BIJICYTHICTH CHI'HAIY, IIIyM IEPEBEPILIYE IOPIr i IPUHMAETHCS HEPaBUIbHE PIillICHHS
PO HASBHICTH CUTHATY (ITOMMJIKA TIEPIIOTO POAY);

2) xoda CWTHAJ MPHUCYTHIH, ajle TPaHUYHUN PiBEHb HE NEPEBUICHUH NPHUIIMAETHCS MOMMIIKOBE PIllICHHS
PO BiJICYTHICTh CUTHATY (TIOMUJIKA APYTOTO POIY);

Ha puc. 2 HaBegeHO ONTHMANIBHY CXEMY JUIS BUSIBICHHS IETEPMiHOBAHOTO CHT'HAY Ha (oHi mrymy:
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Tloporosuit

i —>
npucTpiit

s~qg>h

X

Y

Y
O Sy,

s(y)
Puc. 2. OnTumajbHa cxeMa JJIsl BUSIBJICHHS IeTePMiHOBAHOT0 CUTHATY Ha oHi ymy

SIK1I0 TOPOTOBHIA PiBEHD MIEPEBUIICHUH, IPUHMAETHCS PIMICHHS PO HASBHICTH CHUTHANY. SIKIIO K MOpIT HE
NEePEeBUIICHNUH, TO KOHCTATYEThCS BiICyTHICTh CHT'HAITY.

1. Po3ristHEeMO OAWH i3 MOXJIHMBHX CHOCOOIB 3aXHCTy BHXimHOTO curHaimy. IIpm BimomiH BimcTaHi Bix
nepenaBaya JI0 NpUiiMada Ta MakCUMaJbHOMY KOe(il[ieHTY IJICWICHHS aHTEHHW NpHiiMaya, MOKHAa pO3paxyBaTh
BEJIMYMHY CUTHATY NOCTAaTHHOTO JJIA NMPUHOMY B MeKaX KOHTPOJBOBAHOI 30HH, ajie HEJOCTAaTHHOTO JUIs HOTo
NepexXOIUICHHS 3aC00aMH TEXHIYHOT PO3BIJKH 32 MEKaMU KOHTPOJILOBAHOT 30HHU.

Hexaif pkepeno BHIPOMIHIOBaHHS — aHTEHa paJiOCIeKTPOHHOTO 3aco0y, IO XapaKTepU3YEThCS
koedinienToM migcuiaeHHs Grep, TOAI TYCTHHA IOTOKY MOTYXKHOCTI Ha BifcTani D B HamnpaBleHHI MaKCUMyMy
BUIIPOMIHIOBaHHSI Oy/ie BU3HAYATHCH SIK:

PyGpgp
[, =——"> 5
A D2 )

Je Ps — MOTYXHICTh JpKepelia BUIIPOMiHIOBaHHS, BT;

Griep — KOe(ili€HT HATIPABICHOT il AHTCHH PAII0CICKTPOHHOTO 3aC00Y;

4nD?— notna cepw pagiycy D, aHpoKCHMYHOUOTO (PPOHTY EJEKTPOMATHITHOT XBHUJi;

D — nmaneHICTP Bi] paiioeIeKTPOHHOTO 3aco0y o mpuiimaya [11-13].

[pu Bimomiit eeKTHBHIN IO TPUHOMHOI aHTEHH S, TIOTY>KHICTh CUTHAITy Ha BXOMi IPUHOMHOI aHTCHH
Oyze piBHa:

PcnP:S'Hg (6)

KoedimienT migcuneHas anTeHn Gne Ta ii e()eKTHBHA IUIOIIA PO3CIIOBAHHA S ITOB’3aHi CIIBBITHOIICHHIM:

A2 Gp
S=—" (7)
4w
Jie A - JOBXHHA XBUJII BUIIPOMIHIOBAHHS, M.
3 ypaxysauusm (1) popmyiy (2) MOXKHA 3aITUCATH Y BUTIISLII:
PyA2GrpGrep
Py = o HETHER 3
CIIP 16n2D?K, (8)

Otrxe, Tpy BIJOMHX 3Ha4YeHHSX D (BiacTaHp Bix mpuiiMada g0 mepexaBada) i Grp max (MaKCHMalbHUH
KOeQiIlieHT MiACHICHHS AaHTEHW MpuiiMada), MOXKHa pPO3PaxOBYBaTH MIiHIMAbHY BEIUYHWHY CHTHAIY, IO
TIepeIa€ThCs 32 JIOTIOMOTOI0 PEryJIFOBaHHS BiIIOBIIHOTO KOe(ilieHTa G nep min.

Penp16m2D2K,

)

Gnep min G max Pz-kz

TakuMm 9WMHOM, SIKIIO 3aCi0 TEXHIYHOI PO3BiIKK OyAe 3HAXOINCH 32 MEXaMH KOHTPOJLOBAHOI 30HH, TOII
3HAYCHHS CHUTHAJY IepeJaBada He JOCATHE MOPOTOBOTO piBHS H 3aco0y TEXHIYHOI po3Bimkw (quB. puc.l r), 1mo
BiJITIOBiTHO 320€3MEYHThH 3aXHUCT JAHOTO BUXITHOTO CUTHAIY.

Po3risiHeMO MOXIIHMBICTD 3ar00iraHHs MepeXoIuIeHHIo iHpopMarii 3acobamMM TeXHIYHOI PO3BIJIKH IILIIXOM
MacCKyBaHHS CHTHAJIIB, [0 BUXOAATH 32 MEX1 KOHTPOJILOBAHOT 30HH, CIEIiaIbHO CPOPMOBAHHM IITyMOM.
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Haii6Ginpm omepaTuBHUM Ta €KOHOMIYHHUM BHPINICHHSIM IIOTO 3aBJaHHA € aKTHBHE MAacCKyBaHHS
TOJIOCOBOTO CUTHALy HU3bKOYACTOTHHM BiJIpi3KOM OLI0T0 IIyMmy.

Busnaunmo HeoOXimHWI MiHIMaJbHUI PIBEHb MacKyBaJbHHUX LIYMIB JUISl 3aXUCTy CUTHAIY 3a MEXaMu
KOHTPOJIbOBaHOT 30HH. PO3MIITHEMO CTPYKTYpHY CXeMy IEpeXOIUIEeHHsS BHXIJHOTO CHUTHally 3aco0aMy TEXHIYHOI
possinku (3TP), puc. 3.

Puc. 3. CTpykTypHa cxema nepexonjieHHst BuxigHoro curnaiuy 3TP: S — recroBuii curnan; Y — aguTuBHa cyMiln BuxigHoro curiany X i
30BHiHBOro mymy N; K(f) — komMniekcHa 4acTOTHA XapaKTePUCTHKA OropoKyBasibHOI KoHCTPYKLii; 3TP — 3aci6 TexHiuHol po3Binku

Sxmo, MackyBabHUI myM BincyTHil (M = 0) 1 Ha BUXOMi CXeMH Jli€ aJUTHBHA CYMIII BUXITHOTO CUTHAIY
X 13 30BHILIHIM (()OHOBUM) ITyMOM N

Y =4X?+ N?

Toni Buxigunii curgan X;:

(10)

Hexaif Ha BHUXOAI KOHTPOJHOBAaHOI 30HH BCTaHOBJICHO Aesikwmii mopir H; mis 3TP. Toxmi posrmsHEMO
BUTIAJIOK, KOJIM CUTHAJ HE 3aXWINEHHH 1 mepeBurye nopir Hj,, To0TO:

Hyy - H; = AH; an
ne AH; — IepeBUIIEHHS CUTHAJIOM ITOporoBoro piBas 3TP

VY upoMmy BHIIQJKy, 3ajjauya aKTMBHOIO MAacKyBaHHs IOJISITa€ B 3aJaBaHHI TAKOTO MiHIMaJbHOTO PIiBHS
MacKyBaJbHOTO CUrHany M; npu sikomy Hy; > Hi,.

s Bukonanus ymoBu (12), chopMmyemo akTHBHY HIyMOBY 3aBany M. JlaHa 3aBajma BiAPI3HSAETHCSA Bif
30BHIIIHBOTO (POHOBOTO IIYMY BiHOCHO CTaOUTBHOIO IHTEHCHBHICTIO ii ()OpMyBaHHS Ha TPOTA3i BCHOTO HYacy
JKUTTEBOTO UKy BUXITHOTO CHUTHANY. [IpeicTaBUMO BiJHOIICHHS CHTHAN/IIYM B KiHEMATHYHIA (GopMi I JBOX
3HA4YeHb aKTHBHOI ITyMoBoOi 3aBamu M =01 M # 0.

Sxmo M = 0:
_ (Si-K(fi))?
qi = N—f"
SIkmo M # 0:
D = "z gz

I€ ¢i, gmi - BIJHOIIEHHS CHUTHAJ/IIYM IIPU BiACYTHOCTI aKTHBHOI MAacKyBaJIbHOI 3aBa/i 1 NPU HasiBHOCTI
AKTHBHOI ITyMOBOT 3aBajil Bi/AMIOBITHO.
[IpencraBumMo BiHOLIEHHS BUAY:
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L —1+ M= s, (13)
i

ne 0Q; — KiHeMaTH9He 3HaUYeHHsI MIEPEBUIICHHS CUTHAJIOM TIoporoBoro piBas 3TP.

I3 Bupasy (13), kiHeMaTHIHHI TTapaMeTp MacKyBalIbHOI 3aBau, IKUi 3a0e3medye piBHICTH (12) i ABIsI€THCS
MiHIMaFHO HEOOXiZHWM piBHEM IHTEHCHBHOCTI MAacCKyBaJIbHOI 3aBaJH MOXe OYyTH MpPEICTaBICHHWN HACTYITHUM
BUPa30M:

(14)

Puc. 4. CTpykTypHa cXeMa nepexomieHHs1 BUXigHoro curnanay 3TP 3 BukopucTaHHAM MacKyBajJbHOTo mymy M: Y* — aguTHBHA cymimn
BHUXiZIHOTO cHrHajy X 3 MacKyBaJIbHUM lIyMoM M; Y — aluTHBHA cyMilll BUXiTHOT0 curHaay X 3 MackyBaJbHUM ryMmoM M i 30BHilIHiM
mymom N.

BuCHOBKM 3 JaHOI0 JOCTIIKEeHHS
i mepcneKTHBYU MOAAJIBIIOTO PO3BUTKY Y JAHOMY HANIPAMI

1. B xoxmi mocmimkeHHs, Oyila mpoaHami30BaHA MaTeMaTHYHA MOJENs KaHATy BUTOKY iH(popMarii B
yMOBax pamiOTEXHIYHOI PO3BIAKM B SIKiH TpEICTaBICHAa ONTHMajlbHA CXEMa BHSBJICHHS CHTHAIy, IO HOCHUTH
JNeTepMiHOBaHMU XapakTep (puc. 2). 3a pe3yibTaTaMH aHauizy OyJgd PO3IJISIHYTI YOTHPH MOXKIHUBHUX BHUIIAKU
BUSIBJICHHsI cUTHaly Ha (oHi mymy (puc. 1), Ha 06a3i aBox 3 sikux (puc. 1 0, r) Oynu mpencTaBiieHI MOKIUBI
BapiaHTH 3aXUCTY BUXIJIHOTO CUTHAITY.

2. 3a pe3yJsibTaTaMu JOCIIKEHHs Oyjia OTpUMaHa 3aJeXHICTh (9), AJst po3paxyHKy BEJIMYHHU BUXIJTHOTO
CUTHAJIy, JOCTaTHHOTO JUIsl NPUIOMY B MeXax KOHTPOJIbOBAHOI 30HH, alie HEIOCTATHHOTO ISl MEePEXOIUICHHS
TeXHIYHMMH 3acobamu 3a ii Mexamu.

TakuMm 9UHOM, SIKIIO 3aCi0 TEXHIYHOI PO3BIOKK OyAe 3HAXOINCh 33 MEXaMU KOHTPOJIbOBAaHOI 30HH, TOII
3HAUEHHS CUTHAJIy TepelaBada He JOCATHE MOpOoroBoro piBHA H 3aco0y TeXHIYHOI PO3BiIKHM, IO BiANOBITHO
3a0e3MeunTh 3aXUCT JAAHOTO BUXITHOTO CHTHAIY.

3. 3a pesympTaTaMu JOCHI[DKEHHS Oyia oTpuMaHa 3anexHicte (14), mns BuU3HAYeHHS MiHIMalIbHO
HEOOXiJTHOTO piBHS IHTCHCHBHOCTI MacKyBaJbHOI 3aBaJiH, SKa BIAPIZHAETHCS BiJ 30BHIMIHHEOTO (POHOBOTO IIyMy
BiTHOCHO CTaOiTbHOIO IHTCHCHBHICTIO ii (DOpMyBaHHS Ha MPOTsI3l BCHOTO YaCy JKUTTEBOTO LHUKIY BHUXITHOTO
CUTHAJy.

TuM camuM, BUKOHY€EThCS 3a/1a4a 3aro0iraHHs MepexoIUIeHHI0 iHpopMallii 3aco0amMu TEXHIYHOT PO3BIAKH
LIISIXOM MaCKyBaHHS CHTHAJIB, 1110 BUXOJSTh 32 MEXi KOHTPOJIbOBAHOT 30HHU CIIENialbHO COPMOBAHUM IIIYMOM.

[epcriekTHBH TOAANBIIOTO0 PO3BUTKY y IaHOMY HalpsiMi, 32 pe3yJibTaTaMu IMPOBEIEHHUX JOCIIIKEHb,
IPYHTYIOThCS Ha 3alPONOHOBAaHMX CHOCO0axX 3axHCTy iH(poOpMAalil 3 BUKOPHCTaHHSIM 0a30BOi iCHYrOUOi Mojeni i
CIpSMOBAaHI HA PO3PaxXyHOK HEOOXITHOTO PiBHSI Ta MAaCKyBaHHS BUXITHOTO CHTHANY, OOIPYHTYBAaHHS iX TOUIJIBHOCTI
B 33/1a4ax 3am00iraHHs MepexoIUIeHHIO iHpopMallii TEXHIYHUMH 3aCO0aMHu.

Jlitepatypa

1. Rithonen T. Military Full-Duplex Radio Shield for Protection Against Adversary Receivers / T. Riihonen, D.
Korpi, M. Turunen, T. Peltola, J. Saikanmaki, M. Valkama, R. Wichman // 2019 International Conference on Military
Communications and Information Systems (ICMCIS), (Budva, Montenegro, 14-15 May 2019). — Budva : IEEE, 2019. — P.
1-6.

2. Nowosielski L. Shielding effectiveness required for IT equipment enclosures / L. Nowosielski, J. Michalak //
2017 Progress in Electromagnetics Research Symposium - Fall (PIERS - FALL), (Singapore, 19-22 November 2017). —
Singapore : IEEE, 2017. — P. pp. 427-431.

3. Tajima K. Effect evaluation of countermeasure method for image information leakage by electromagnetic
radiation from ITE / K. Tajima, Y. Suzuki, R. Ishikawa, H. Nobata, Tetsuya T., J. Kato // 2019 International Symposium

International Scientific-technical journal
«Measuring and computing devices in technological processes» 2023, Issue 2

26



Mixcnapoonuit HayKo80-mexHiuHUIL JHeypHAN
«BumiproeanbHa ma o64yucnroeasibHa mexHika 8 mexHoOI02iYHUX npoyecax»
ISSN 2219-9365

on Electromagnetic Compatibility - EMC EUROPE, (Barcelona, Spain, 02-06 September 2019). — Barcelona : IEEE,
2019. - P. 394-397.

4. Wu Y. Secure beamforming for cognitive radio networks with artificial noise / Y. Wu, X. Chen, X. Chen //
2015 International Conference on Wireless Communications & Signal Processing (WCSP), (Nanjing, China, 15-17
October 2015). — Nanjing : IEEE, 2015. — P. 1-5.

5. Seitkulov Y. Rationale for the method of formation of the combined speech masking signals / Y. Seitkulov, S.
Boranbayev, B. Yergaliyeva, G. Davydov, A. Patapoviche // 2014 IEEE 8th International Conference on Application of
Information and Communication Technologies (AICT), (Astana, Kazakhstan, 15-17 October 2014). — Astana : IEEE,
2014. - P. 1-4.

6. Lukova-Chuiko N. The Method Detection of Radio Signals by Estimating the Parameters Signals of Eversible
Gaussian Propagation / N. Lukova-Chuiko, O. Herasymenko, S. Toliupa, S. Laptiev, T. Laptieva, O. Laptiev // 2021 IEEE
3rd International Conference on Advanced Trends in Information Theory (ATIT), (Kyiv, Ukraine, 15-17 December 2021).
—Kyiv : IEEE, 2021. — P. 67-70.

7. Wu Y. The Noise-like Disguised Scheme for Physical Layer Security Using Phase Rotation And Wavelet
Transform / Y. Wu, C. Chen // 2018 5th International Conference on Systems and Informatics (ICSAI), (Nanjing, China,
10-12 November 2018). — Nanjing : IEEE, 2018. — P. 823-827.

8. Jingsai J. Adaptive acoustic masking based on spectral envelope / Jiang Jingsai, Li Ye, Zhang Peng, Hao
Qiuyun, Ma Xiaofeng, Fan Yanhong // 2016 International Conference on Audio, Language and Image Processing
(ICALIP), (Shanghai, China, 11-12 July 2016). — Shanghai : IEEE, 2016. — P. 442-446.

9. Caraesa 0.0 [locmijkeHHS Ta po3poOKa MaTeMaTHYHOI MOAENI JpKepesa HeOe3[eUHOro CHUrHally BTPaTH
iHpopMmaLii B OaHKIBCHKUX CHUCTEMax :@ Marictepcbka arecrariifHa po6ota : 8.05090202 — ABroMaTH30BaHI KOMILIEKCH
panioenekrponuux BupoOHUITB / O. O. Caraesa ; XHYPE. — Xapkis, 2012. — 90 c.

10. boiiko FO. M. TeoperuuHi acneKkTu HiJBHIIEHHsS 3aBafocTiiikocTi i edekTHBHOCTI 0OpOOKU CUTHANIB B
paliOTeXHIYHHUX MPUCTPOSIX Ta 3aC00ax TEIEKOMYHIKAI[IHHUX CUCTEM 3a HasBHOCTI 3aBaj : MoHorpadis / 0. M. Boiiko, B.
A. JlpyxuHin, C. B. Tomona. — KuiB : Jloroc, 2018. —227 c.

11. Boiiko 0. SAML: nedininis ta npusipn podotu depe3 VPN TyHens y 3aXWIICHUX iHPOpMAIIHUX
Mmepexax / YO. Boiiko, b. binseeus // BumiproBanbHa Ta 00YMCITIOBAIbHA TEXHIKA B TEXHOJIOTIUYHUX npouecax. — 2022 - No
4.C.41-48.

12. Boiiko 0. Oco6unuBocTi popMyBaHHS KOJOBOI HJIMIIIKOBOCTI y KaHaax nepenadi ingopmauii / FO. Boiiko,
A. Cemenko, 1. IT’satin, // InpoxoMyHiKamiiiHi Ta KOMI'FOTEepHI TexHOJOTIi. — 2022 - T.2, Ne04. - C. 12-25.

13. Boiko J., Pyatin L., Eromenko O., Stepanov M. Method of the adaptive decoding of self-orthogonal codes in
telecommunication //Indonesian Journal of Electrical Engineering and Computer Science (IJEECS). — 2020. — T. 19. — Ne.
3.—C. 1287-1296.

References

1. Riihonen T. Military Full-Duplex Radio Shield for Protection Against Adversary Receivers / T. Riihonen, D. Korpi, M.
Turunen, T. Peltola, J. Saikanmaki, M. Valkama, R. Wichman // 2019 International Conference on Military Communications and Information
Systems (ICMCIS), (Budva, Montenegro, 14-15 May 2019). — Budva : IEEE, 2019. — P. 1-6.

2. Nowosielski L. Shielding effectiveness required for IT equipment enclosures / L. Nowosielski, J. Michalak // 2017 Progress in
Electromagnetics Research Symposium - Fall (PIERS - FALL), (Singapore, 19-22 November 2017). — Singapore : IEEE, 2017. — P. pp. 427-431.

3. Tajima K. Effect evaluation of countermeasure method for image information leakage by electromagnetic radiation from ITE /
K. Tajima, Y. Suzuki, R. Ishikawa, H. Nobata, Tetsuya T., J. Kato // 2019 International Symposium on Electromagnetic Compatibility - EMC
EUROPE, (Barcelona, Spain, 02-06 September 2019). — Barcelona : IEEE, 2019. — P. 394-397.

4. Wu Y. Secure beamforming for cognitive radio networks with artificial noise / Y. Wu, X. Chen, X. Chen // 2015 International
Conference on Wireless Communications & Signal Processing (WCSP), (Nanjing, China, 15-17 October 2015). — Nanjing : IEEE, 2015. — P. 1-5.

5. Seitkulov Y. Rationale for the method of formation of the combined speech masking signals / Y. Seitkulov, S. Boranbayev, B.
Yergaliyeva, G. Davydov, A. Patapoviche // 2014 IEEE 8th International Conference on Application of Information and Communication
Technologies (AICT), (Astana, Kazakhstan, 15-17 October 2014). — Astana : IEEE, 2014. — P. 1-4.

6. Lukova-Chuiko N. The Method Detection of Radio Signals by Estimating the Parameters Signals of Eversible Gaussian
Propagation / N. Lukova-Chuiko, O. Herasymenko, S. Toliupa, S. Laptiev, T. Laptieva, O. Laptiev // 2021 IEEE 3rd International Conference on
Advanced Trends in Information Theory (ATIT), (Kyiv, Ukraine, 15-17 December 2021). — Kyiv : IEEE, 2021. — P. 67-70.

7. Wu Y. The Noise-like Disguised Scheme for Physical Layer Security Using Phase Rotation And Wavelet Transform /Y. Wu, C. Chen / 2018 5th
Intemational Conference on Systems and Informatics (ICSAI), (Nanjing, China, 10-12 November 2018). — Nanjing : IEEE, 2018.—P. 823-827.

8. Jingsai J. Adaptive acoustic masking based on spectral envelope / Jiang Jingsai, Li Ye, Zhang Peng, Hao Qiuyun, Ma Xiaofeng,
Fan Yanhong // 2016 International Conference on Audio, Language and Image Processing (ICALIP), (Shanghai, China, 11-12 July 2016). —
Shanghai : IEEE, 2016. — P. 442-446.

9. Siahaeva 0.0 Doslidzhennia ta rozrobka matematychnoi modeli dzherela nebezpechnoho syhnalu vtraty informatsii v
bankivskykh systemakh : mahisterska atestatsiina robota : 8.05090202 — Avtomatyzovani kompleksy radioelektronnykh vyrobnytstv / O. O.
Siahaeva ; KhNURE. — Kharkiv, 2012. — 90 s.

10. Boiko J.M. Teoretychni aspekty pidvyshchennia zavadostiikosti y efektyvnosti obrobky syhnaliv v radiotekhnichnykh
prystroiakh ta zasobakh telekomunikatsiinykh system za naiavnosti zavad: monohrafiia / J. M. Boiko, V. A. Druzhynin, S. V. Toliupa. - Kyiv:
Lohos, 2018. - 227 s.

11. Boiko J. SAML: definition and principles of operation through a VPN tunnel in secure information networks/ J. Boiko, B.
Biliavets//Measuring and computing devices in technological processes. — 2022 - Ne 4. - P. 41-48.

12. Boiko J. Features of code redundancy formation in information transmission channels / J. Boiko, A. Semenko, 1. Pyatin //
Infocommunication and computer technologies. — 2022 - T.2, Ne04. - P. 12-25.

13. Boiko J., Pyatin 1., Eromenko O., Stepanov M. Method of the adaptive decoding of self-orthogonal codes in telecommunication
//Indonesian Journal of Electrical Engineering and Computer Science (IJEECS). —2020. — V. 19. — Ne. 3. — P. 1287-1296.

International Scientific-technical journal
«Measuring and computing devices in technological processes» 2023, Issue 2

27



